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Foreword 
This Technical Report (TR) has been produced by ETSI Technical Committee Securing Artificial Intelligence (SAI). 

Modal verbs terminology 
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be 
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document summarizes and analyses existing and potential mitigation against threats for AI-based systems 
as discussed in ETSI GR SAI 004 [i.1]. The goal is to have a technical survey for mitigating against threats introduced 
by adopting AI into systems. The technical survey shed light on available methods of securing AI-based systems by 
mitigating against known or potential security threats. It also addresses security capabilities, challenges, and limitations 
when adopting mitigation for AI-based systems in certain potential use cases. 

2 References 

2.1 Normative references 
Normative references are not applicable in the present document. 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ETSI GR SAI 004: "Securing Artificial Intelligence (SAI); Problem Statement". 

[i.2] Doyen Sahoo, Quang Pham, Jing Lu and Steven C. H. Hoi: "Online Deep Learning: Learning 
Deep Neural Networks on the Fly", International Joint Conferences on Artificial Intelligence 
Organization, 2018. 

[i.3] Battista Biggio and Fabio Roli: "Wild patterns: Ten years after the rise of adversarial machine 
learning", Pattern Recognition, 2018.  

[i.4] Qiang Liu, Pan Li, Wentao Zhao, Wei Cai, Shui Yu and Victor C. M. Leung: "A Survey on 
Security Threats and Defensive Techniques of Machine Learning: A Data Driven View". 
IEEE Access 2018. 

[i.5] Nicolas Papernot, Patrick D. McDaniel, Arunesh Sinha and Michael P. Wellman: "SoK: Security 
and Privacy in Machine Learning". IEEE European Symposium on Security and Privacy 
(EuroS&P) 2018. 

[i.6] Han Xu, Yao Ma, Haochen Liu, Debayan Deb, Hui Liu, Jiliang Tang and Anil K. Jain: 
"Adversarial Attacks and Defenses in Images, Graphs and Text: A Review". International Journal 
of Automation and Computing volume 17, pages151-178(2020). 

[i.7] Anirban Chakraborty, Manaar Alam, Vishal Dey, Anupam Chattopadhyay and Debdeep 
Mukhopadhyay: "Adversarial Attacks and Defences: A Survey", arXiv preprint 
arXiv:1810.00069v1. 

[i.8] Yingzhe He, Guozhu Meng, Kai Chen, Xingbo Hu and Jinwen He: "Towards Privacy and Security 
of Deep Learning Systems: A Survey". IEEE Transactions on Software Engineering 2020. 

[i.9] NIST IR 8269-(Draft): "A Taxonomy and Terminology of Adversarial Machine Learning". 

[i.10] Christian Berghoff1, Matthias Neu1 and Arndt von Twickel: "Vulnerabilities of Connectionist AI 
Applications: Evaluation and Defence", Frontiers in Big Data volume 3, 2020. 
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[i.11] Blaine Nelson, Marco Barreno, Fuching Jack Chi, Anthony D. Joseph, Benjamin I. P. Rubinstein, 
Udam Saini, Charles A. Sutton, J. Doug Tygar and Kai Xia: "Exploiting Machine Learning to 
Subvert Your Spam Filter", Usenix Workshop on Large-Scale Exploits and Emergent Threats 
(LEET) 2008. 

[i.12] Matthew Jagielski, Alina Oprea, Battista Biggio, Chang Liu, Cristina Nita-Rotaru and Bo Li: 
"Manipulating Machine Learning: Poisoning Attacks and Countermeasures for Regression 
Learning", IEEE Symposium on Security and Privacy 2018: 19-35. 

[i.13] Nathalie Baracaldo, Bryant Chen, Heiko Ludwig and Jaehoon Amir Safavi: "Mitigating Poisoning 
Attacks on Machine Learning Models: A Data Provenance Based Approach", AISec@CCS 2017: 
103-110. 

[i.14] Sanghyun Hong, Varun Chandrasekaran, Yigitcan Kaya, Tudor Dumitras and Nicolas Papernot: 
"On the Effectiveness of Mitigating Data Poisoning Attacks with Gradient Shaping", arXiv: 
2002.11497v2. 

[i.15] Nitika Khurana, Sudip Mittal, Aritran Piplai and Anupam Joshi: "Preventing Poisoning Attacks On 
AI Based Threat Intelligence Systems", IEEE International Workshop on Machine Learning for 
Signal Processing (MLSP) 2019: 1-6. 

[i.16] Battista Biggio, Igino Corona, Giorgio Fumera, Giorgio Giacinto and Fabio Roli: "Bagging 
Classifiers for Fighting Poisoning Attacks in Adversarial Classification Tasks", International 
Workshop on Multiple Classifier Systems (MCS) 2011: 350-359. 

[i.17] Yao Cheng, Cheng-Kang Chu, Hsiao-Ying Lin, Marius Lombard-Platet and David Naccache: 
"Keyed Non-parametric Hypothesis Tests", International Conference on Network and System 
Security (NSS) 2019: 632-645. 

[i.18] Tran, Brandon, Jerry Li and Aleksander Madry: "Spectral signatures in backdoor attacks", In 
Advances in Neural Information Processing Systems, pp. 8000-8010. 2018. 

[i.19] Chen, Bryant, Wilka Carvalho, Nathalie Baracaldo, Heiko Ludwig, Benjamin Edwards, Taesung 
Lee, Ian Molloy and Biplav Srivastava: "Detecting backdoor attacks on deep neural networks by 
activation clustering", Artificial Intelligence Safety Workshop @ AAAI, 2019. 

[i.20] Yuntao Liu, Yang Xie and Ankur Srivastava: "Neural Trojans", 2017 IEEE International 
Conference on Computer Design (ICCD), Boston, MA, 2017, pp. 45-48, doi: 
10.1109/ICCD.2017.16. 

[i.21] Bingyin Zhao and Yangjie Lao: "Resilience of Pruned Neural Network against poisoning attack", 
International Conferecne Conference on Malicious and Unwanted Software (MALWARE) 2018, 
page 78-83. 

[i.22] Liu, Kang, Brendan Dolan-Gavitt and Siddharth Garg: "Fine-pruning: Defending against 
backdooring attacks on deep neural networks", In International Symposium on Research in 
Attacks, Intrusions and Defenses, pp. 273-294. Springer, Cham, 2018. 

[i.23] Wang, Bolun, Yuanshun Yao, Shawn Shan, Huiying Li, Bimal Viswanath, Haitao Zheng and Ben 
Y. Zhao: "Neural cleanse: Identifying and mitigating backdoor attacks in neural networks", In 
2019 IEEE Symposium on Security and Privacy (SP), pp. 707-723. 

[i.24] Wenbo Guo, Lun Wang, Xinyu Xing, Min Du and Dawn Song. 2019: "Tabor: A highly accurate 
approach to inspecting and restoring trojan backdoors in AI systems", arXiv preprint 
arXiv:1908.01763v2 (2019). 

[i.25] Yansong Gao, Chang Xu, Derui Wang, Shiping Chen, Damith C.Ranasinghe and Surya Nepal: 
"STRIP: A Defence Against Trojan Attacks on Deep Neural Networks", 2019 Annual Computer 
Security Applications Conference (ACSAC '19). 

[i.26] Chou Edward, Florian Tramèr, Giancarlo Pellegrino: "sentiNet: Detecting Localized Universal 
Attack Against Deep Learning Systems", The 3rd Deep Learning and Security Workshop (2020). 
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[i.27] Sakshi Udeshi, Shanshan Peng, Gerald Woo, Lionell Loh, Louth Rawshan and Sudipta 
Chattopadhyay: "Model Agnostic Defence against Backdoor Attacks in Machine Learning", arXiv 
preprint arXiv:1908.02203v2 (2019). 

[i.28] Bao Gia Doan, Ehsan Abbasnejad and Damith Ranasinghe: "Februus: Input Purification Defense 
Against Trojan Attacks on Deep Neural Network Systems", The 36th Annual Computer Security 
Applications Conference (ACSAC 2020). 

[i.29] Ramprasaath R. Selvaraju, Michael Cogswell, Abhishek Das, Ramakrishna Vedantam, Devi 
Parikh and Dhruv Batra: "Grad-CAM: Visual Explanations from Deep Networks via Gradient-
based Localization", International Conference on Computer Vision (ICCV'17). 

[i.30] Xiaojun Xu, Qi Wang, Huichen Li, Nikita Borisov, Carl A Gunter and Bo Li: "Detecting AI 
Trojans Using Meta Neural Analysis", IEEE S&P 2021. 

[i.31] Huili Chen, Cheng Fu, Jishen Zhao and Farinaz Koushanfar: "DeepInspect: A Black-box Trojan 
Detection and Mitigation Framework for Deep Neural Networks", IJCAI 2019: 4658-4664. 

[i.32] Soheil Kolouri, Aniruddha Saha, Hamed Pirsiavash and Heiko Hoffmann: "Universal Litmus 
Patterns: Revealing Backdoor Attacks in CNNs", CVPR 2020. 

[i.33] Ambra Demontis, Marco Melis, Maura Pintor, Matthew Jagielski, Battista Biggio, Alina Oprea, 
Cristina Nita-Rotaru and Fabio Roli: "Why Do Adversarial Attacks Transfer? Explaining 
Transferability of Evasion and Poisoning Attacks", USENIX Security Symposium 2019. 

[i.34] Yinpeng Dong, Tianyu Pang, Hang Su and Jun Zhu: "Evading Defenses to Transferable 
Adversarial Examples by Translation-Invariant Attacks", CVPR 2019. 

[i.35] Carlini and Wagner: "Adversarial Examples Are Not Easily Detected: Bypassing Ten Detection 
Methods", the 10th ACM Workshop on Artificial Intelligence and Security 2017. 

[i.36] Anish Athalye, Nicholas Carlini, David Wagner: "Obfuscated Gradients Give a False Sense of 
Security: Circumventing Defenses to Adversarial Examples", ICML 2018. 

[i.37] Florian Tramer, Nicholas Carlini, Wieland Brendel and Aleksander Madry: "On Adaptive Attacks 
to Adversarial Example Defenses", NIPS 2020. 

[i.38] Florian Tramèr, Jens Behrmann, Nicholas Carlini, Nicolas Papernot, Jörn-Henrik Jacobsen: 
"Fundamental Tradeoffs between Invariance and Sensitivity to Adversarial Perturbations", ICML 
2020. 

[i.39] Gintare Karolina Dziugaite, Zoubin Ghahramani and Daniel M. Roy: "A study of the effect of JPG 
compression on adversarial images", International Society for Bayesian Analysis (ISBA 2016) 
World Meeting. 

[i.40] Uri Shaham, James Garritano, Yutaro Yamada, Ethan Weinberger, Alex Cloninger, Xiuyuan 
Cheng, Kelly Stanton and Yuval Kluger: "Defending against Adversarial Images using Basis 
Functions Transformation", ArXiv 2018. 

[i.41] Richard Shin and Dawn Song: "JPEG-resistant adversarial images", in Proc. Mach. Learn. 
Comput. Secur. Workshop, 2017. 

[i.42] Nilaksh Das, Madhuri Shanbhogue, Shang-Tse Chen, Fred Hohman, Siwei Li, Li Chen, Michael 
E. Kounavis and Duen Horng Chau: "Shield: Fast, Practical Defense and Vaccination for Deep 
Learning using JPEG Compression", KDD 2018. 

[i.43] Chuan Guo, Mayank Rana, Moustapha Cissé and Laurens van der Maaten: "Countering 
Adversarial Images using Input Transformations", ICLR 2018. 

[i.44] Hossein Hosseini, Yize Chen, Sreeram Kannan, Baosen Zhang and Radha Poovendran: "Blocking 
Transferability of Adversarial Examples in Black-Box Learning Systems", ArXiv 2017. 

[i.45] Ian J. Goodfellow, Jonathon Shlens and Christian Szegedy: "Explaining and Harnessing 
Adversarial Examples", ICLR 2015. 
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the following terms apply: 

adversarial examples: carefully crafted samples which mislead a model to give an incorrect prediction 

conferrable adversarial examples: subclass of transferable adversarial examples that exclusively transfer with a target 
label from a source model to its surrogates 

distributional shift: distribution of input data changes over time 

inference attack: attacks launched from deployment stage 

model-agnostic mitigation: mitigations which do not modify the addressed machine learning model 

model enhancement mitigation: mitigations which modify the addressed machine learning model 

training attack: attacks launched from development stage 

transferable adversarial examples: adversarial examples which are crafted for one model but also fool a different 
model with a high probability 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ETSI TR 104 222 V1.2.1 (2024-07)

https://standards.iteh.ai/catalog/standards/etsi/2df28ee6-dfc0-4cf6-8b02-31580b52b433/etsi-tr-104-222-v1-2-1-2024-07

https://arxiv.org/abs/1912.00888v3
https://arxiv.org/abs/1912.00888v3
https://doi.org/10.18653/v1/P19-1584
https://doi.org/10.18653/v1/P19-1584
https://www.aclweb.org/anthology/volumes/P19-1/
https://www.aclweb.org/anthology/volumes/P19-1/
https://arxiv.org/abs/2005.03915v2
https://arxiv.org/abs/2005.03915v2
https://standards.iteh.ai/catalog/standards/etsi/2df28ee6-dfc0-4cf6-8b02-31580b52b433/etsi-tr-104-222-v1-2-1-2024-07

