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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Securing Artificial Intelligence (SAl).

NOTE: The present document updates and replaces ETSI GR SAI 011.

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document covers Al-based techniques for automatically manipulating existing or creating fake identity data
represented in different media formats, such as audio, video and text (deepfakes). The present document describes the
different technical approaches and analyses the threats posed by deepfakes in different attack scenarios. It then provides
technical and organizational measures to mitigate these threats and discusses their effectiveness and limitations.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Reuters, 2020: "Fact check: "Drunk" Nancy Pelosi video is manipulated”.

[i.2] Karraset a., 2019: "Analyzing and Improving the Image Quality of StyleGAN".
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Synthesis'.

[i.4] Abdal et al., 2020: " StyleFlow: Attribute-conditioned Exploration of StyleGAN-Generated | mages
using Conditional Continuous Normalizing Flows".
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[i.6] Zhang et a., 2020: "MIPGAN - Generating Robust and High Quality Morph Attacks Using
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[i.12] BuzzFeedVideo, 2018: "Y ou Won't Believe What Obama Says In This Video!".

[1.13] C. Chan et a., 2019: "Everybody Dance Now".

[i.14] Adobe®, 2021: "Roto Brush and Refine Matte".

[i.15] Prajwal et al., 2020: "A Lip Sync Expert IsAll You Need for Speech to Lip Generation In the

[i.16] Fried et a., 2019: "Text-based Editing of Talking-head Video".
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

deepfake: manipulation of existing or creation of fake multimedia identity representation

face reenactment: method for creating deepfakes in which the facial expressions of a person in an video are changed
face swap: method for creating deepfakes in which the face of a person in an video is exchanged

meme: cultural item that is spread via the Internet, often through social media platformsto give afalsified or amusing
representation of a person or thing

multimedia identity representation: data representing a person'sidentity or linked to it in different media formats
such as video, audio and text

Text-To-Speech (TSS): method for creating deepfakes in which text (or a phoneme sequence) is converted into an
audio signal

voice conversion: method for creating deepfakesin which the style of an audio sequence (e.g. speaker characteristic) is
changed without altering its semantic content

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

Al Artificial Intelligence

AML Anti-Money Laundering

AP Application Programming Interface
BEC Business E-mail Compromise

CEO Chief Executive Officer

DNN Deep Neural Network

GAN Generative Adversarial Network
GDPR General Data Protection Regulation
HTML Hyper Text Markup Language

ID | dentity

KYC Know Y our Customer

MOS Mean Opinion Score

NLP Natural Language Processing
RLHF Reinforcement Learning from Human Feedback
TTS Text-To-Speech

VC Voice Conversion
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