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https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
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for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.
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All rights reserved.
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Intellectual Property Rights

Essential patents
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found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
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Trademarks
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Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under https.//webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present specification provides the stage 3 definition of the Session Management Event Exposure Service
(Nsmf_EventExposure) of the 5G System.

The stage 2 definition and procedures of the Session Management Event Exposure Service are contained in
3GPP TS 23.502 [3] and 3GPP TS 23.503 [6]. The 5G System Architecture is defined in 3GPP TS 23.501 [2].

Stage 3 call flows for policy and charging control use cases are provided in 3GPP TS 29.513 [7].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
of the 5G System are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

The Session Management Event Exposure Service is provided by the Session Management Function (SMF). This
service exposes events related to PDU Sessions observed at the SMF.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] 3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[7] 3GPP TS 29.513: "5G System; Policy and Charging Control signalling flows and QoS parameter
mapping; Stage 3".

[8] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[9] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format".

[10] OpenAPI, "OpenAPI 3.0.0 Specification”, https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md.

[171] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".

[12] 3GPP TS 29.510: "5G System; Network Function Repository Services, Stage 3".

[13] 3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".

[14] 3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".

[15] 3GPP TS 33.501: "Security architecture and procedures for 5G system”.

[16] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
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[18] IETF RFC 7807: "Problem Detailsfor HTTP APIs".
[19] 3GPP TR 21.900: "Technical Specification Group working methods".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

AF Application Function

AMBR Aggregate Maximum Bit Rate

AMF Access and Mobility Management Function

AP Application Programming Interface

DNAI DN Access |dentifier

GPsI Generic Public Subscription Identifier

GUAMI Globally Uniqgue AMF Identifier

HTTP Hypertext Transfer Protocol

JSON JavaScript Object Notation

NEF Network Exposure Function

NF Network Function

NRF Network Repository Function

SMF Session Management Function

SUPI Subscription Permanent Identifier

PCF Policy Control Function

PRA Presence Reporting Area

UPF User Plane Function
4 Session Management Event Exposure Service
4.1 Service Description

411 Overview

The Session Management Event Exposure Service, as defined in 3GPP TS 23.502 [3] and 3GPP TS 23.503[6], is
provided by the Session Management Function (SMF).

This service:

- alows consumer NFs to subscribe and unsubscribe for events on a PDU session; and

- notifies consumer NFs with a corresponding subscription about observed events on the PDU session.
The types of observed eventsinclude:

- UP path change (e,g, addition and/or removal of PDU session anchor);

- accesstype change;
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- PLMN change;
- PDU session release; and

- UE IP address/prefix change.

4.1.2 Service Architecture

The 5G System Architecture is defined in 3GPP TS 23.501 [2]. The Policy and Charging related 5G architectureis also
described in 3GPP TS 29.513 [7].

The Session Management Event Exposure Service (Nsmf_EventExposure) is part of the Nsmf service-based interface
exhibited by the Session Management Function (SMF),

Known consumer of the Nsmf_EventExposure service are:
- Network Exposure Function (NEF)
- Access and Mobility Management Function (AMF).
- Application Function (AF)
The PCF accesses the Session Management Event Exposure Service at the SMF viathe N7 Reference point.

NOTE: The PCF canimplicitly subscribe on behalf of the AF and NEF to the UP_PATH_CH event by including
the information on AF subscription within the PCC rule.

The AMF accesses the Session Management Event Exposure Service at the SMF viathe N11 Reference point.

SMF

Nsmf EventExposure

Application

PCF AMF NEF Function

Figure 4.1.2-1: Reference Architecture for the Nsmf_EventExposure Service; SBI representation

SMF

N11 N29

AMF NEF AF

Figure 4.1.2-2: Reference Architecture for the Nsmf_EventExposure Service: reference point
representation
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4.1.3 Network Functions

4131 Session Management Function (SMF)
The Session Management function (SMF) provides:
- Session Management e.g. Session establishment, modification and release;
- UE IP address dlocation & management;
- Selection and control of UP function;
- Termination of interfaces towards Policy control functions; and

- Control part of policy enforcement and QoS.

4.1.3.2 NF Service Consumers
The Network Exposure Function (NEF);

- provides ameansto securely expose the services and capabilities provided by 3GPP network functions for e.g.
3rd parties or internal exposure.

The Access and Mobility Management function (AMF) provides:
- Registration management;
- Connection management;
- Reachability management; and
- Mobility Management.
The Application Function (AF)

- interacts with the 3GPP Core Network to provide services.

4.2 Service Operations

421 Introduction

Table 4.2.1-1: Operations of the Nsmf_EventExposure Service

Service operation name Description Initiated by

Notify Report UE PDU session related event(s) to the NF SMF
service consumer which has subscribed to the event
report service.

Subscribe This service operation is used by an NF service NF service consumer
consumer to subscribe for event notifications on a
specified PDU session, or for all PDU Sessions of
one UE, a group of UE(s) or any UE, or to modify a
subscription.

UnSubscribe This service operation is used by an NF service NF service consumer
consumer to unsubscribe from event notifications.

4.2.2 Nsmf_ EventExposure_Notify Service Operation

4221 General

The Nsmf_EventExposure_Notify service operation enables notification to NF service consumers that the previously
subscribed event on the related PDU session occurred.
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The following procedure using the Nsmf_EventExposure_Notify service operation is supported:

- notification about subscribed events.

42272 Notification about subscribed events

Figure 4.2.2.2-1 illustrates the notification about subscribed events.

NF service
SMF
consumer
1. POST {notifUri}
.
2."204 No Content"
-

Figure 4.2.2.2-1: Notification about subscribed events

If the SMF observes PDU Session related event(s) for which an NF service consumer has subscribed to, the SMF shall
send an HTTP POST request with "{notifUri}" as previously provided by the NF service consumer within the
corresponding subscription as URI and NsmfEventExposureNatification data structure as request body that shall
include:

- Notification correlation ID provided by the NF service consumer during the subscription, or as provided by the
PCF for implicit subscription of UP path change as defined in subclause 4.2.6.2.6.2 of 3GPP TS 29.512 [14], as
"notifld" attribute; and

- information about the observed event(s) within the "eventNotifs" attribute that shall contain for each observed
event an "EventNotification" data structure that shall include:

1. the Event Trigger as "event" attribute;
2. for a UP path change notification:
a) typeof notification ("EARLY" or "LATE") as"dnaiChgType" attribute;

b) source DNAI and/or target DNAI as "sourceDnai" attribute and "targetDnai" attribute if DNAI is
changed, respectively (NOTE 3); and

¢) if the PDU Session typeis|P, for the source DNAI |P address/prefix of the UE as "sourceUel pv4Addr"
attribute or "sourceUel pv6Prefix" attribute; and

d) if the PDU Session typeis|P, for the target DNAI IP address/prefix of the UE as "targetUel pv4Addr”
attribute or "targetUel pvePrefix" attribute;

e) if available (NOTE 3), for the source DNAI, N6 traffic routing information related to the UE as
"sourceTraRouting" attribute;

f) if available (NOTE 3), for the target DNAI, N6 traffic routing information related to the UE as
"targetTraRouting" attribute; and

g) if the PDU Session type is Ethernet, the MAC address of the UE in the "ueMac" attribute;

NOTE 1: UP path change notification, i.e. DNAI change notification and/or N6 traffic routing information change
notification, can be the result of an implicit subscription of the PCF on behalf of the NEF/AF as part of
setting PCC rule(s) viathe Npcf_SMPolicyControl service (see subclause 4.2.6.2.6.2 of
3GPP TS 29.512 [14]).
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