ETS| TS 133 501 V17.13.0 (2024-04)

& >3

TECHNICAL SPECIFICATION

5G;
Security architecture and procedures for 5G System
(3GPP TS 33.501 version 17.13.0 Release 17)

H°56

A GLOBAL INITIATIVE


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 1 ETSI TS 133 501 V17.13.0 (2024-04)

Reference
RTS/TSGS-0333501vhd0

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure
https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 2 ETSI TS 133 501 V17.13.0 (2024-04)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under https.//webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx
https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 3 ETSI TS 133 501 V17.13.0 (2024-04)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
AV TeTo = L= g oY = 01T 070] oo | OSSPSR 2
0= 11V o PSPPSR 16
1 o0 o< TSP PSP 17
2 REFEIBINCES .....cceeeeee ettt b bbb e b et e e et Re e bt e be e bt st et et et e e e e nenre b ee 17
3 Definitions and @DBreVIatioNS...........coeieieieie ettt 21
31 DT 1oL o] TSP 21
3.2 ADBDIEVIBLIONS ...ttt et r e et r e et r e e Rt et R r et r e een e e e ene s 24
4 Overview Of SECUNtY @rChItECTUNE ...........oiuieiieeceee e 27
4.1 S ol ] Y0 (0]0107= T = T OO OO PSRV PR 27
4.2 Security at the perimeter Of the 5G COre NELWOIK .........c.ciirieiiirieeseriee e 28
420 (€71 TSP 28
421 Security Edge Protection ProXy (SEPP) ..ottt 28
422 INter-PLMN UP SECUFLY (IPUPS).......ccoiirieiiiniereire ettt snene e 28
4.3 Security entitieS iN the 5G COre NEIWOIK...........eiieiie ettt ee e e e e e sae s ae e e sreesseesseesseesaesneesseesrens 28
5 Security requiremMentS and FEEEUNES .........ccveueieeeieieei et nenn e 28
51 GENEral SECUMLY FEOUITEMENTS. ...eveuiitereeie ettt sttt sttt ettt st b e bbb et b e bt b e bt e b e e et b e st et eb e re e 28
511 Mitigation of Didding OWN GEACKS .........ceiiriririeiiere bbb 28
512 Authentication and AULNOMTZBLION...........coiiiiieeeee et re et e aesneene e e eneees 28
513 Reguirements on 5GC and NG-RAN related tO KEYS ........cocoiiiiiriies e 29
52 ReqUIrEMENES ON ThE UE.........oiieee ettt bbbttt b st b bbb ens 29
521 (€71 PR 29
5.2.2 User data and signalling data CONfidentiality .........ccueceeiierieiiee et 29
523 User dataand signalling data iNtegrity .........c.ccverierieeiere e see e eseessee e seeste e e et e te e se e e ereenesneeenes 30
524 Secure storage and processing of SUDSCHPLioN CredentialS ........cvevveieerecce s 30
525 ST 01 o T o o Y=o S 31
53 e (U= 001 01630 R S0 N S PSR 31
531 GENENAL ...ttt b R R R R R R R R AR Rt R R Rt R Rt e Rt e bt r e 31
532 User dataand signalling data Confidentiality ...........coeeereiiriniecneeeese e e 31
533 User dataand Signalling data iNtEgIity .........cooeerereiieree et 32
534 Reguirements for the gNB setup and CONfigUIatioN...........co.ccerireiininese e 32
535 Reguirements for key management inSidethe gNB..........coo e 33
536 Reguirements for handling user plane datafor the gNB ... 33
537 Reguirements for handling control plane datafor the gNB ... 33
5.3.8 Requirements for secure environment Of the gNB..........c.oooi e e 33
5.3.9 Requirements for the gNB FL INEITACES.........cveiieiiice et 33
5.3.10 Requirements for the gNB EL INTEITaCeS .......ccuvciiceiceee ettt 34
54 RequirementS ONthE NG-ENIB .......c.vi i s s re e e et e e s s e s teeste e testeesaeesteereensenneennes 34
55 S [T = 001 630 R S N 1 S 34
551 Signalling data CONfIAENTIAITLY ..........eeiirieiiieeereet e b e bbb i 34
552 SIgNAlliNG AL TNEEGITLY .....veeeteiteeeterte ettt b et e et b e bbb et s b e seebesbennenea 34
553 SUDSCITDEN PIIVACY ...ttt b et b bbbt b e b e et b e s b e e et e sbeseebesbeneenea 34
5.6 ReqUITEMENES ON The SEAF ...t b bbbt e bt et b et e e ens 35
5.7 Yoo S 35
58 ReqUIreMENtS 0N the UDM ..ottt bbbttt e e bbbt ens 35
58.1 GENENTC FEOUITEIMENTS. ... eeteeteceieeteesteeste et eeteeeesseeste e teesteestesseesseesseesseeseaneeaseeaseesseenseeseenseesseessenssensennsennes 35
5.8.2 Subscriber privacy related requirementsto UDM and SIDF .........cccooevieii e 35
5.8a REQUITEMENIS ON AU SH ... ettt e s e s e s ae e aeeateeaeeeaeesse e se e teenteensesneesneesneesseanseensenns 35
5.9 COME NELWOIK SECUIITY ..veeuvieeeieeeieteesteestee e eestesseesteesaeesaeeaeenseesseeseesseesseenseenseeneesaeesseesaeesseenseenseensennsesnsessensnnns 35
59.1 TTUSE DOUNGBITES ...ttt et e e et r e n e r e n s 35
5.9.2 Requirements on service-based arChiteClUre..............oocv e 36
5921 Security Requirements for service registration, discovery and authorization .............cccoecveneenennne, 36

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 4 ETSI TS 133 501 V17.13.0 (2024-04)

5922 NRF SECUIMTY FEOUITEIMENTS ...ttt sttt sttt ettt ettt se bt sb e se et beseeb e s b e st et e sae e ebesbennenen 36
59.23 NEF SECUIITY FEOUITEIMIENTS. .....ecueitieeteiteieteste ettt ettt sttt st e et e et se et b e e e ebese e e ebesae e ebesbennenens 36
5924 Requirements on the Service Communication ProXy (SCP) ........ccocerireirineine e 36
593 Reguirements for €2e core network iNterConNECtioN SECUMLY .......c.covrveerereererieenie e 37
5931 LT 07 PP 37
5.9.3.2 Requirements for Security Edge Protection Proxy (SEPP) .........cccceveeieene e 37
59.33 Protection Of @IFDULES..........ceii e et e e sr e sb e nnen 39
5.9.34 Requirements for IPUPS fUNCLIONGIITY .........ccoieeiieie ettt 39
5.9.35 Requirements for Network FUNCHIONS (NF).......cooiiiieiece ettt 39
5.10 Visibility and configUIrabIility ........ccveeeiie et e s r e sr e ae e reene e enes 39
5.10.1 SECUIMEY VISIDIHTTY ..ttt b bbb et b e bt b e b e e ebesb e e ebesbennenen 39
5.10.2 SECUIitY CONFIGUIADITTITY ....veeeiiiteieeeiet ettt b e et b e b bbb e b b nnenea 40
511 Requirements for algorithms, and algorithm SEleCHiON..........ccoeiiiiir e 40
5111 ALQOrTthM TAENTITIEr VBIUBS......c.eceieieeet bbb bbb 40
51111 Ciphering algorithm identifier VAIUES..........ccciiiiiiee s 40
51112 Integrity algorithm identifier VBIUES. ..o e 40
5.11.2 Requirements for algorithm SElECHION...........occieiice e e 41
5.12 LR e o [ = 1 0 650 1] € (SR 41
5.13 REQUITEMENTS ON NSSAAF ...ttt e e s e e sae e s te e teeateeatesseesseesseeteesesneesneesneenseaseensenns 41
6 Security procedures between UE and 5G Network fFUNCLIONS...........cccoiiirininiencneeeeeeesese e 41
6.0 LT 0T PSSR 41
6.1 Primary authentication and KeY agrEEIMENT ..........ccuriiiiiiieree et 42
6.1.1 AUthentiCation FraMEWOTK ..ottt e e e ene e e e e e 42
6.1.1.1 LT 07 SRS 42
6.1.1.2 N e =10 1S PR 43
6.1.1.3 Granularity of anchor key binding to SErvVing NEWOIK...........ccceiverierieieee e 43
6.1.1.4 Construction of the Serving NEtWOrK NAIME...........cccioiiieie e sreeseees 43
6.1.14.1 SErVING NEIWOIK NAIME......ciiiie et te et et r e sraeste e te e teeneesneesreesseenseenseans 43
6.1.1.4.2 Construction of the serving network name by the UE............cco oo 44
6.1.1.4.3 Construction of the serving network name by the SEAF ..o 44
6.1.2 Initiation of authentication and selection of authentication method ...............oceeeiiiiiiinnnecee 44
6.1.3 AULNENEI CALTON PrOCEAUIES ...ttt ittt bbbt b bbbtk e et e b e b st b e 45
6.1.3.1 Authentication procedure for EAP-AKA' ... 45
6.1.3.2 Authentication Procedure fOr 5G AKA ... et 48
6.1.3.2.0 5G AKA ... B AR AR 2. 2L N A Lad 2N SAN AN ) 48
6.1.3.2.1 Weidtandards/etsit2icdciazd o4l 6e-8741-33bh6ih3a0e2/e181-15- 13300 v L= 50
6.1.3.2.2 RES* verification failurein SEAF or AUSF OF BOth .........ooeiiiii e 50
6.1.3.3 Synchronization fallure of MAC fAIIUME ........cooue e 50
6.1.33.1 Synchronization failure ofr MAC fallure iNUSIM ........coooiiiiiciccececesesee e 50
6.1.3.3.2 Synchronization failure recovery in HOme NEtWOrK ...........ccoooveoieiniesiesee e 50
6.1.4 Linking increased home control to subsequent ProCEAUIES .........ooueieeieereere e 51
6.1.4.1 FNEFOOUCTION ...ttt e b b e b et e s et bt s Rt bt e st e e et e se e e e b e seeebesaeebe e e e e es 51
6.1.4.1a Linking authentication confirmation to Nudm_UECM _Registration procedure from AMF................ 52
6.1.4.2 Guidance on linking authentication confirmation to Nudm_UECM _Registration procedure from

N | PSSR 52
6.2 Key hierarchy, key derivation, and distribDution SCEME ...........cceiiiiiiiie s 53
6.2.1 KBY NIEIAICIY ...ttt b et b e e h e bt b e s et b et et b et et ebe e 53
6.2.2 Key derivation and distribUtion SChEIME...........coiiiiiiee e e 55
6.2.2.1 KEYS TN NEIWOIK ENEITIES. ... eiieieieie e ce et sre e steesae et e e e e eneesteeneeenseenaesneesneesanes 55
6.2.2.2 L T 111 1SS 57
6.2.3 Handling Of USEr-relaled KEYS........ooui ittt et e e et teete e e e enes 59
6.2.3.1 L Y= 1 o S 59
6.2.3.2 [ YT =11 o= o] o SR 59
6.2.3.3 LY L= (- S 60
6.3 SECUITY COMEEXES ...ttt ettt sttt sttt sttt b et b e bt b e b e b e s b e e bt s R et eb e s E e e e bt e e e e eb e b e bt e b e e e emeebene e st eb e s e e neebenneneee 61
6.3.1 Distribution Of SECUNTY CONTEXES. .......ciiiieirtireeierierieit sttt ettt sb e et sb e 61
6.3.1.1 LT 07 OSSR 61
6.3.1.2 Distribution of subscriber identities and security data within one 5G serving network domain........... 61
6.3.1.3 Distribution of subscriber identities and security data between 5G serving network domains............. 61
6.3.1.4 Distribution of subscriber identities and security data between 5G and EPS serving network

(00101 0T USRS UPURURTURRIPIN 61

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 5 ETSI TS 133 501 V17.13.0 (2024-04)

6.3.2 Multiple registrations in same or different serving NEWOIKS .........cccooeiiiieiiiicnne e 62
6.3.2.0 LCTC 0T TSRS 62
6.3.2.1 Multiple registrations in different PLIMNS. ......ccooiiiieereeese bbb 62
6.3.2.2 Multiple registrations in the SAME PLIMN ........coiiiiiiieeseeie et sb e eene 62
6.4 NAS SECUITY MECNBNISITIS......c.eiueitirteieetistee ettt ettt bbbt eb e et b e se et eb s e et bt e et b et e e eb e e nnens 63
6.4.1 (C1c 07 - OSSP P PP SP PSPPSR 63
6.4.2 Security for multiple NAS CONNECLIONS .........cciuiiiicieciesee ettt esra et e e e teeneeneeeaes 63
6.4.2.1 Multiple active NAS connections with different PLMNS.........ccccoviiiiie e 63
6.4.2.2 Multiple active NAS connections in the same PLMN's serving NEtWOrK .........cccoevveveereereeiesinseenen, 63
6.4.3 NAS INtegrity MECHANISIMS ........eeie et e st e e te e be e teeteenneennennes 64
6.4.3.0 LT 07 | OO RPRRUSR 64
6.4.3.1 NAS input parameters to integrity algorithm..........oociiiiiinee e 64
6.4.3.2 NAS INEEGIITY BCHIVALION .....ceiitiietiieeet et b et b e saene b b sneneas 65
6.4.3.3 NAS integrity failure NaNAITNG.........cooiii bbb 65
6.4.4 NAS confidentiality MEChANISIMS .........ciuiiiire bbb e 65
6.4.4.0 LT 07 SO 65
6.4.4.1 NAS input parametersto confidentiality algorithm ..o 65
6.4.4.2 NAS confidentiality @CHIVALION..........c.ocieiieice e st re et e et saesraesnaesreennees 65
6.4.5 HaNdliNG Of NAS COUNTS.....ccuiirieiiisietee sttt s bbbt n e e n e en s e 65
6.4.6 Protection Of initial NAS MESSAQE.......c.ciciiierieie e ee e e e e e sae e ste e ee s e e s se e se e te e te e teeseeneesneesnns 66
6.4.7 Security aspPeCtS Of SMS OVEr NAS ...ttt s e e e te e te s e e seeste e beeteeneesneesnes 67
6.5 R O = ol U Y111 e 7= 0 67
6.5.1 RRC INtegrity MECNANISIMS .......eitiiitiiteieeieete ettt b e bbbt b et bbb b 67
6.5.2 RRC confidentiality MEChaNISIMS .........oouiiiiiiee bbb 68
6.5.3 RRC UE capability transfer ProCRAUIE ..ottt 68
6.6 UP SECUNTY MECHANISIMIS ...ttt bbb et b et nb e b 68
6.6.1 UP SECUIEY POLTCY ...ttt sttt stttk et bbb et b et b e b e st benb et b b et b b 68
6.6.2 UP security activation MECNANISIM. .......ciuiiiiieiie ettt ettt st s a et n e 69
6.6.3 UP confidentiality MEChaNiSMIS...........cuiiiiiicice et ettt e e e e s 71
6.6.4 UP iNtegrity MECNANISITIS. ...c.ueiiiieitieiie ettt etee ettt ete s tae st e e et e aeesseesaeesaeenseeateeseeeseasseesteeseeseeseeneenneennns 71
6.6.4.1 GENETA ...ttt E R R Rt R R R R R Rt e R bRt r e 71
6.6.4.2 UP integrity mechanisms betweenthe UE and the gNB .........ccoie e 71
6.6.4.3 UP integrity mechanisms between the UE and the Ng-eNB ..........cccovieiiice e 71
6.7 Security algorithm selection, key establishment and security mode command procedure............ccoceveveeeennee. 72
6.7.1 Procedures for NAS algorithm SEIECHION .........ccoiiiiiiiieieie b e 72
6.7.1.1 Initial NAS security context estalliSNMENE ...........coeiiireiree e 72
6.7.1.2 AME CRBINGE. ...ttt et ettt e et bt s e e st e bt s e e st e b e st e st e b e et e aeeb e st et eb e s e et ebe et e 72
6.7.2 NAS security mode COMMEaNT PrOCEAUNE ..........oiveuirtirieierie ettt sttt sttt st se et sbe et sbe e 72
6.7.3 Procedures for AS algorithm SEIECHION .........couiiiiiii e 74
6.7.3.0 Initial AS security context estalliShMENT ...........ccco i 74
6.7.3.1 D4 1721016 (0= TP PR SRS 74
6.7.3.2 IN2-NANTOVES ...ttt bbbt e bbb e bbb b bt n b e n e s 74
6.7.3.3 Intra-gNB-CU handover/intra-ng-eNB handOVver .............cccoovieiieiieciecesee e 75
6.7.34 Transitions from RRC_INACTIVE to RRC_CONNECTED SIateS ........ccvrrveinerierenrieieseeseseeneennns 75
6.7.35 RNA UPAELE PrOCEAUIE.......c.eeeeieeeiecieeseesee st e st este et e st e st e te e te e teetesseesseesaeesseesseenseenseansesseessensseessnns 75
6.7.3.6 Algorithm negotiation for unauthenticated UESIN LSM ........cccoiiieiiiinnineeeeeee e 75
6.7.4 AS security mode COmMMANG PIrOCEAUNE ..........eviuiriiieeertiiei ettt ettt b et b st b st sbe e 76
6.8 Security handling iN St trANSITIONS..........ciiiieieiee ettt b e et b e e sb e b 77
6.8.1 Key handling at connection and registration State tranSitioNS..........cccoereirereeneneeese e 77
6.8.1.1 Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED dtates.............. 77
6.8.1.1.0 (T 01 | USRS 77
6.8.1.1.1 Transition from RM-REGISTERED to RM-DEREGISTERED .........ccccooeivniincneseeeenee 77
6.8.1.1.2 Transition from RM-DEREGISTERED t0 RM-REGISTERED. .........ccccooectnniineeneeeeene 78
6.81.1.2.1 GENETA ...ttt R et 78
6.8.1.1.2.2 Full native 5G NAS security context available............ccocvvvieiieiiice e 79
6.8.1.1.2.3 Full native 5G NAS security context not available..........ccocvvee e 79
6.8.1.1.24 UE registration over a second access type to the same AMF ..o 80
6.8.1.2 Key handling at transitions between CM-IDLE and CM-CONNECTED States.........ccocovvrereereeseenens 80
6.8.1.2.0 (€T 0T TSRS 80
6.8.1.2.1 Transition from CM-IDLE t0 CM-CONNECTED.........cccceoiieierireseeeeee e e 80
6.8.1.2.2 Establishment of keys for cryptographically protected radio bearersin 3GPP access.................... 81
6.8.1.2.3 Establishment of keys for cryptographically protected traffic in non-3GPP access...........cccvvvenenee. 81

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 6 ETSI TS 133 501 V17.13.0 (2024-04)

6.8.1.24 Transition from CM-CONNECTED t0 CM-IDLE..........ccoiiiieiieeeeeeee e 82
6.8.1.3 Key handling for the Registration procedure when registered in NG-RAN..........cccocoiiiininnincnnene. 82
6.8.2 Security handling at RRC St traNSITIONS ..........ccciiriieiirieeriesieesi et 83
6.8.2.1 Security handling at transitions between RRC_INACTIVE and RRC_CONNECTED ¢tates.............. 83
6.8.2.1.1 (T 0T PSRRI 83
6.8.2.1.2 State transition from RRC_CONNECTED to RRC_INACTIVE.......cccoiinineineneeeeneese e 83
6.8.2.1.3 State transition from RRC_INACTIVE to RRC_CONNECTED to anew gNB/ng-eNB. ............... 83
6.8.2.1.4 State transition from RRC_INACTIVE to RRC_CONNECTED to the same gNB/ng-eNB .......... 85
6.8.2.2 Key handling during mobility in RRC_INACTIVE Stae.......ccccceiievieie et se e 85
6.8.2.2.1 LC TS g1 - PSS 85
6.8.2.2.2 RAN-based notification area update to anew gNB/NG-eNB ...........ccoiiiiiniinnceeee s 85
6.8.2.2.3 RAN-based notification area update to the same gNB/NG-eNB ...........cccooiiriinineineneee s 85
6.9 Security handling iN MODIHTTTY ........coiiieee bbb et eb e e 86
6.9.1 Yoo SRR 86
6.9.2 Key handling iN NANAOVE ..ottt bbb et eb e 86
6.9.2.1 LT 07 SO 86
6.9.21.1 AACCESS SITBIUIM. ...ttt b et e s e s e she e sRe e Rt e Rt e st e aneem e e b e e be e reeneennesaneenns 86
6.9.2.1.2 NON BCCESS SIIALUMN ...ttt ettt r e e e e e e sae e er e e s e e e e reesn e b e e reenesnesnne s 87
6.9.2.2 Key derivations for context modification ProCEAUrE............iiieiiereeie e 87
6.9.2.3 Key derivations during NANAOVEY ...........cceeiieieire ettt e e e nnees 88
6.9.2.3.1 Intra-gNB-CU handover and intra-ng-eNB handoVver ............cccccevveiieiieie e 88
6.9.2.3.2 XINENBNAOVEY ...ttt e bbbt bt e se et e se et e e e sbesbesbeebe e e ennennens 88
6.9.2.3.3 N D2 T (oY P 89
6.9.234 UE NBNAITING. ...ttt s bbb e bbbt e et b st b et ne bt e ens 90
6.9.3 Key handling in mobility registration UPAELE ...........ccoeiierieiririeese et 91
6.9.4 K EY-Change-ON-thE-flIY ... bbb et b e et b e 93
6.94.1 LT 0T TP RRRRUSRO 93
6.9.4.2 NAS KEY FE-KEYING. ...ttt sttt et b et b e et b e et ekt s e e e eb e se et sb et et e sbe e ebenbenneneas 93
6.9.4.3 N TS Y =1 (=== o TSP 93
6.9.4.4 A S KEY FEKEYING ..ottt s et e et e e s e e be e te et e entesnaesseesaeeseesneesneesneenneaseenseans 94
6.9.4.5 F NSy YA (=1 (=== o OSSO 94
6.9.5 Rules on concurrent running Of SECUritY ProCEAUIES..........c.ccciviieiie e ee et 95
6.9.5.1 Rulesrelated to AS and NAS security context SynchroniZation ............cceecveceeeceeseeseeseeseseseeseeneens 95
6.9.52 Rules related to parallel NAS CONNECLIONS.......c.ciiiiiiiirieerie ettt eb e e eene 95
6.9.6 Security handling in registration with AMF reallocation viadirect NAS reroute...........coooeveeeeeeceeienennne. 95
6.10 DUBI CONNECLIVITY ...ttt ettt b ettt et bbbt bbb bt b e et sb et et b e et 96
6.10.1 11 0o 1 o P RRSRSN 96
6.10.1.1 LT 01 SRRSO 96
6.10.1.2 Dua Connectivity protocol architecture for MR-DC With 5GC .........cccooiiiiininieererere e 96
6.10.2 Security mechanisms and procedureS fOr DC........cov i iiiriesiesieseere et te e e s 97
6.10.2.1 SN Addition O MOAITiCALION. ......cc.oiiieiieteee et r e sr b st sbe e neen 97
6.10.2.2 Secondary NOGE KEY UPUALE. ..........eeiieieeeee ettt et a e e e sne e be et e enaesnaesreennens 99
6.10.2.2.1 LCT= 0T - PSSR 99
6.10.2.2.2 A T L (<o TR 99
6.10.2.2.3 IS N T o 1= PSS 99
6.10.2.3 SN relEase N0 ChANGE ..o bbbt b e b sa s 99
6.10.3 Establishing the security context between the UE and SN ..........cocoiiiiiiieineneeseeee e 99
6.10.3.1 SN COUNLEr MAINEENANCE. ... ...eeeereerteste ettt eeee st esteseesteste st e e e e e eeseestesbesaeeseeneeneenseseseessessesneeseeneenseseens 99
6.10.3.2 DENTVALION OF KEYS.... .ottt ettt b e bbbt bbb bbb 100
6.10.3.3 Negotiation of security @lgorithms...........ccooiiiiiii e 100
6.10.4 Protection of traffic between UE @and SN.........ooo it 100
6.10.5 HENAOVES PrOCEAUIE ...ttt sttt et e bbb et b e s bt b et e s e e e eb e e besbeene e e et e 102
6.10.6 Signalling procedure for PDCP COUNT ChECK........cviiuiiieiie e eie e este et sae e 102
6.10.7 RadiO [INK FAITUNE FECOVENY ...ttt ettt ae e s s e te e teentesnaesneesaeesneenseensenns 102
6.11 Security handling for RRC connection re-establishment procedure............cccovvevvevieiinieseeseese e 102
6.12 ST oS o T o Lo g lTo (= LN L= o AV oy 104
6.12.1 Subscription Permanent IdENifiEr ..o e 104
6.12.2 Subscription CoNCEAlEd TAENTITIEN ........couiiii e b 104
6.12.3 Subscription temPOrary TAENEITIEN ..o 105
6.12.4 Subscription identifiCation PrOCEAUNE............oi ittt b 106
6.12.5 Subscription identifier de-concealing fUNCLioN (SIDF) ........coiiieiiinereeeeeeee e 106
6.13 Signalling procedure for PDCP COUNT ChECK .......c.uiuiiiiiiieiriiiesiee st 106

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 7 ETSI TS 133 501 V17.13.0 (2024-04)

6.14 Steering of roaming SECUrity MECHANISIM ........couiiiiiiic bbb 107
6.14.1 LT 1 USRS 107
6.14.2 SECUIMTY MECHANISIMS ...ttt ettt b e et b e et b e et b e st st b e e et b et et b b 108
6.14.2.1 Procedure for steering of UE in VPLMN during registration .........c.coeoveneeneneneneneene e 108
6.14.2.2 Procedure for steering of UE in VPLMN or HPLMN after registration .........ccccoceeeeevenenenenenenienenn 109
6.14.2.3 SOR COUNLET .....eueetiteseeteeteseeeeetesee e e tesee s tesee st e beseeseebess et ebesae e ebesee e ebeebeseebesbeseebeebeseebesbeneebesbeneesentenennens 111
6.15 UE parameters update via UDM control plane procedure security mechaniSm..........ccccceveevveceeinsveseeneens 112
6.15.1 (€= 0T o OSSPSR 112
6.15.2 S o U Y 11 o 7= 0 112
6.15.2.1 Procedure for UE ParameterS UPAaLe ........ccveveeiieiecie ettt ettt s 112
6.15.2.2 UE Parameters UPAaie COUNLET .........ooueuiiirieieiereeieste sttt sttt sttt sbe bbb s sbe b 113
6.16 Security handling iN CEITUIA TOT ..o bbb 114
6.16.1 Security handling in Control Plane ClOT 5GS OptimiZation...........ccccoeirereeineneneneseee e 114
6.16.1.1 Security procedures for Small Data Transfer in Control Plane CloT 5GS Optimisation.................... 114
6.16.1.2 Security procedures for RRCConnectionRe-establishment Procedure in Control Plane CloT 5GS

100111 10112 [ FEO OO ST P ST P PRUPTUPTPRUSTPRPRORN 114
6.16.2.1 (€T o1 - TSRS 115
6.16.2.2 CONNECLION SUSPENT........eeeiieeiee ettt et et e e e s te s e sreesaeesae e teesteestessaesseesseesseesseeseesneesneesseenseensenns 115
6.16.2.3 Connection Resume in CM-IDLE with Suspend to anew Ng-eNB ..........ccccooieveeie e 116
6.16.2.4 Connection Resume in CM-IDLE with Suspend to the sameng-eNB.............cccccvevviceicivcieveeneeiens 117
6.16.3 Protection of Non-I1P Data Delivery (NIDD) iNterfaCes........cccevveieeceie s e see e esie e sre e 117
6.16.4 Security handling in NAS based redirection from 5GSt0 EPS.........ccco v 118
7 Security for non-3GPP access to the 5G COre NELWOTK ...........cceiereeiieiieieninerese s 118
7.1 LT 0T U RRR 118
7.1a Determining trust relationship iNthe UE...... ... 118
7.2 SECUNLY PIOCEOUIES......c.veeuteeeteeiesteesieestee e eteseesaeesseesseesteeneesseesseesseesseeseaseesseesaeasseanseenseaneenseesseesseenseeneeeneennes 119
721 Authentication for Untrusted NON-3GPP ACCESS..........ccoiiiiiiiiieieece e 119
7A  Security for trusted non-3GPP access to the 5G COre NEWOrK............cceieeeriieneneseeeeeeeeesese e 121
TA1 General ..o LARLLEN 2 LLOILAARARK AN QAN NA BBl AY e 121
TA.2 SECUITY PIOCEAUIES........uetieeeteitetetestee ettt b et b et b bbbt e b e b e bt E et e bt b e e e bt e b et e bt e b e s e st e b e b et e b e b e 122
7A.2.1 Authentication for trusted NON-3GPP GCCESS .........oiiiiiiii et 122
TA.2.2 RV o o OO 125
7A.2.3 Key hierarchy for trusted NON-3GPP GCCESS .........ciueiriiriiieirieieesiesi ettt 125
TA.24 Authentication for devices that do not support 5GC NAS over WLAN 8CCESS........covireiererienenerieeenes 125
7B Security for wireline access to the 5G COre NEIWOIK ..........cccoveieiiririne e 128
7B.1 LT o1 - OSSR 128
7B.2 AUhENiCALTION FOr SG-RG ..ottt e bt b e ae sttt e e et e be bt sbe e e eneeneenes 128
7B.3 AUhentiCation FOr FIN-RG........coi it sb ettt b e sb e sa e e e e e 130
B4 Authentication for UE behind 5G-RG and FN-RG ..ot 132
7B.5 Subscriber Privacy fOr WIr€liNE @CCESS .......c.uiiiiiriiiiirieeie ettt 132
7B.6 Subscriber privacy for NSCW over trusted WLAN SCCESS......ccivirieiriieirierieesie et 132
8 SECUNLY OF INTEIWOIKING. ...ttt ettt st ettt b e b bt e e e 132
8.1 LT 1 = SO R SR S 132
8.2 Registration procedure for mobility from EPSt0 5GS OVEr N26........cccoeeiieieeie e 133
8.3 Handover procedure from 5GSt0 EPS OVEr N26...........cccieiiieieiesieseesteee et sre e e 134
831 (1= 0T - ST 134
832 PIOCEAUNE......ceeee e bbb et b e Rt bt e h e e st e e e se ekt se e ehe e et et e neesbeebesbeene e e ennenes 134
84 Handover from EPS 10 5GS OVEN N2B.........cciiiiieeieeiereere et ste et eeneeseessesbesnestesneeneeneeneas 137
84.1 LT 1 PP RRRN 137
8.4.2 (0 11= o L1 RS 138
85 Idle mode mobility from 5GS t0 EPS OVEr N2B........c.cceiiiiriiieierieiete sttt er e 140
851 LT 1 USRS 140
852 TAU PrOCEOUNE. ..ottt sttt sttt b bt e se e b sb e e b e e bt e h e e s e e e e b e sReeb e s bt ehe e e e s e besbenbeeneennennenres 141
8.6 MapPING Of SECUNTY COMEXES ......uiiuieiieeiieieeiteste s eesee st et e te et e e aesraestaesteesteesesaeesseesaeesseeseenseanseeneesneesnaesnens 142
8.6.1 Mapping of a5G security context to an EPS SeCUFity CONEXL.........cccvevveeieeeenieseee e e e e s 142
8.6.2 Mapping of an EPS security context to a 5G SECUFitY CONEXL.........ccvecieeiieeieesiesieesesie e se e eee e 142
8.7 Interworking without N26 interface in single-registration MOUE ..........c.ccceeveereeieciee e 143
9 Security procedures for non-service based iNErfaces..........ooivirieirieni e 143
9.1 LT 0T USRS 143

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 8 ETSI TS 133 501 V17.13.0 (2024-04)

911 LS o) B VT 1 SR 143
912 IMPlEMENEALTiON FEQUITEIMENTS .......itieeetirteeetert ettt b ettt b et b et b e n e nb e ne e 143
9.1.3 (@015 wl0 01 Lo (= = o 'SP 143
9.2 Security mechanisms for the N2 INLEITACE. .......c.ciiiirie e 144
9.3 Security requirements and ProCedUreS ON NS........coiiiiiiir bbb 144
94 Security mechanisms for the XN iNtErfaCe..........ccvieiiierice e 144
9.5 Interfaces based oN DIAMETER OF GTP.......ooiiiiicee ettt 145
951 VOI0 1ttt Eeb R R R R R R AR R R R R Rt R R e R Rt e bRt ner et n e 145
9.6 V00 1ttt t et b R E R R R R R R R SRR R e R R e R R e R Rt E Rt e r e n e 145
9.7 V00 1ttt R R R R R R R R R R SR e R R e R R e R R e Rt E Rt e r e n e 145
9.8 Security mechanisms for protection of the gNB internal interfaces...........ooveiiiennincinieee 145
981 L7 1 PP RRRRN 145
9.8.2 Security mechanisms for the FLINterface. ..o 145
9.8.3 Security mechanisms for the EL INtErTaCe.........coeiiriiireee e 146
99 Security mechanisms for non-SBA interfacesinternal to the 5GC and between PLMNS.........cccoceviieieneene 146
9.10 Security mechanisms for the interface between W-5GAN and 5GC ........coovieerineininieneseese e 147
10  Security aspects of IMS emergency sesSion handling.........c.ccceeiiieeie e 147
10.1 GENETA ...ttt R R R R R R R R R R R R R R e R Rt R Rt n R e r et en 147
10.2 Security procedures and their @opliCaDIHITY ........cceevieii e s 147
10.2.1 Authenticated IMS EMErgeNCY SESSIONS......ccueieeiieiieieeeeeeeseesteesteetesssessaesseesseessesssessssssessssessesssesssenns 147
10.2.1.1 LT 0T R 147
10.2.1.2 UE in RM-DEREGISTERED state requests a PDU Session for IMS Emergency services................ 147
10.2.1.3 UE in RM-REGISTERED state requests a PDU Session for IMS Emergency Services.........c.ccoveee... 148
10.2.2 Unauthenticated IMS EMErgENCY SESSIONS ........ceiuirieuiriiieeriiieesiei ettt 149
10.2.2.1 LT 0T 149
10.2.2.2 UE setsup an IMS Emergency session with emergency registration ............ccccceecveeeeveeseesesseeseeeene 149
10.2.2.3 Key generation for Unauthenticated IMS EMErgency SESSIONS..........ccccveveeieeeesieenieeseseeseeseeeseesneas 150
10.2.2.3.1 GENETAL ...ttt Rt R R e Rt n b nnas 150
10.2.2.3.2 Handoyes dzrgelliotormm dosda ztals . oamn ) 151
11  Security procedures between UE and external data networks viathe 5G Network ...........c.ccceeeeeneee. 151
111 EAP based secondary authentication by an external DN-AAA SEIVEN ... 151
1111 L7 1 PP RRRRRN 151
11.1.2 F N B 1101 (= 4o o SR 152
1113 LS AN U 40 T= o1 o= (o) o P 155
11.1.4 Secondary authentication and authorization FEeVOCALION..........ccveceieeiee e ae e 156
12 Security aspects of Network Exposure FUNCEION (NEF) ..o 156
12.1 GENETAL ...ttt R R R R R R R e R R R R R Rt e R et R Rt n R r s 156
12.2 MUEUEL BUENENTICEEION ...ttt et b ettt b e e b s bt b e et e e et e s b e sbesmeese e e e e e 156
12.3 Protection Of the NEF — AF INEEITACE. ..o ettt e 156
124 Authorization of Application FUNCLION' S TEOUESES.......ccerueiiririeiiie sttt sttt eb s s be e seenen 157
125 SUPPOIE FOF CAPIE <.ttt bbb bbbt b bbb e bt b e a e bt e st b e b et e b e b 157
13 Service Based INtErfaCes (SBI).....ouiiiiiirieseee ettt 157
13.1 Protection at the Network Or tranSPOIT TQYEN .........oieeieiie e nae e e saees 157
13.1.0 (C7c 07 - OSSOSO ST TSSO P VST PURSTPTRRTPRON 157
13.1.1 TLS protection between NF and SEPP.............oioiie et enae e 157
13.1.1.0 GENETA ...ttt b bR R R R R R R R e Rt R r et 157
13111 TLS protection based on telescopic FQDN and wildcard certificate .........coovevveevveveeseeneceseenen, 158
13.1.1.2 TLS protection based on 3gpp-Shi-Target-apiRoot HTTP header ... 158
13.1.2 Protection DEWEEN SEPPS ...ttt sttt ettt ne et e 158
13.2 Application layer security 0N the N32 INterface. ... ..o 159
13.21 L1 PPN 159
13.2.2 N32-C cONNECLION DEEWEEN SEPPS.........ooiiie ettt e e sa e besaeene e e eneeee 160
13221 GENETA ...ttt R bR R R R R R R R R E et 160
13.2.2.2 Procedure for Key agreement and Parameter EXChange.........covueieeieeveerie e 161
13.2.2.3 Procedure for error detection and handling in SEPP...........cccoovii e 162
13224 INB2-F CONEXE ....vvieeeeeeere et b et b et bbbt e bt e bt nn b nnas 162
13.2.2.4.0 NB2-F PAITS. .. vttt bbbt E Rt 162
13.224.1 INB2-F CONEXT ID ...ttt b et e bbbt et een e 163
132242 N32-F PEEF INFOMMBLION........eeeteiteieeieet ettt b e b s r et b e e b e se b b neeneas 163

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 9 ETSI TS 133 501 V17.13.0 (2024-04)

13.224.3 NB2-F SECUNTY CONTEXL ...ttt ettt b et b bbb et b e e eb e e e b b e ene s 163
13.2.24.4 NIy wlo g1 (= AT ) {0 47 o o SRR 163
13.2.3 Protection policies for N32 application layer SOIULION............cooeiiirieiniiereee e 164
13231 Overview Of ProteCtion POLICIES.........cieuiiirieirte ettt et b e e eb e et s se b b seeneas 164
13.23.2 Data-type enCryPtioN POLICY .....c.eiveieeuerierieeesiere ettt sttt et st b e bbb et b e et be b 164
13.2.3.3 NF API data-type placement MaPPiNG .......ccvecveeieeieeieseeseeseeseesseeseeseesseesseese e e sssessaesseeseesnsesnessnes 164
13.2.34 Y Koo [N o= 1 T0] 1 o] L ox 165
13.2.35 Provisioning of the policiesS iNthe SEPP...........ccv e s 165
13.2.3.6 Precedence of poliCiESTNTE SEPP.........coo i 165
13.24 N32-f cONNECEioN DEIWEEN SEPPS .........oiie e e 166
13.24.1 (1= 0 - RSSO 166
13.24.2 Overall Message payload structure for message reformatting at SEPP.............cccocooiiniieienene 167
13.24.3 Message reformatting in SENAING SEPP ........cccoiiiiiiiereee e 167
132431 ataT Ol NEEGIITYPIOIECE ..ottt bbbt 167
1324311 ClearTEXtENCAPSUIAEEAM ESSAGE .........cueevirieeeie ettt bbb et 167
13.24.3.1.2 INELATALAL. ......eeecteeiecteee ettt et e e et e st e s te e s be e beeabesaeesaeesaeeeaeabeenbeenreeaeeeaeesreesreas 167
13.2.4.3.2 dataT ol ntegrityProteCtANACIPNES ........coieieee et ee e 168
13.24.4 Protection using JSON Web ENCryption (JWE)........ccueiieiieiiere et 168
13.2.4.4.0 LC T T - TR 168
13.2.4.41 N32-F KEY NIEIArCHY ....veeeeecie et se ettt 168
13.24.5 Message MOdifiCaiONS TN TPX .......oiii et e e e reeneenneenes 170
13.245.1 ModifiedDataT Ol NLEGIILYPIrOIECE.........cccve ettt esrae e e nneas 170
13.2452 MOTIfiCAEONS DY TPX ...ttt ettt eb e sbeneene s 170
13.24.6 Protecting |PX modifications using JSON Web Signature (JWS) .......ccoeoviereiineneienenee e 171
13.24.7 Message verification by the reCaiViNg SEPP...........cciiiiiiic e 171
13.24.8 PIOCEAUIE ...ttt ettt et e bt e et e st e s e e saeesbeesbeeabeeabesbeasbeesteesbeeseensesnneanns 171
13.249 JOSE PIOFII@... ettt bbb bbb bbbkt h e b n e n e 174
133 Authentication and Static @UthOMIZAtTON ..........coiiiiiic e 174
13.3.0 SEAEIC BULNOTTZALION ...ttt e e st bbb she et e e e st e s e b e sbesbesneebe e e enbennen 174
1331 Authentication and authorization between network functions and NRF ............ccccoieiininininieniceieneene, 174
13311 DireCt COMMUINICEEION ..ottt sttt st b e st e e et se e b e saeese e e e e e beseenn et e saeene e e eneenes 174
13.3.1.2 INCiFECT COMMIUNICBLION ...ttt sttt bbb et b bt bt e b se et et sr e b e s neene e e ennas 174
13.3.1.3 Authorization of discovery request and error handling...........coceeeereeriieie s 175
13.3.2 Authentication and authorization between network fUNCLIONS...........cccoviiiiiiieeee e 175
13321 DireCt COMMIUNICALION ......uiiiiieiie ettt e be st s st e sb e e ebe e e e eaeeebeeebe e beenbeenbesbeesbeeseenseenneanns 175
13.3.2.2 Fgo Tg="wt oo g1 010 g TTox= 1] o PR 175
13.3.2.3 Inter-PLMN NF to NF COMMUNICALION.........coieiiiiie ettt st see e eneeneeneas 176
13.3.24 ErTOr NANAIING ...ttt b e bbbt bbb bbb 176
13.3.3 Authentication and authorization between SEPP and network functions............ccccoevevvnenenenceceienenn, 176
13.34 Authentication and authorization DEtWEEN SEPPS..........ccoiiee s 176
13.36 Authentication and authorization between SCP and network fUNCtioNS...........coccveeerieeienenene e 176
13.3.7 Authentication and authorization DEIWEEN SCPS.........cooiiiiieeeee e e 177
13.38 Client credentials assertion based authentiCation.............coeririeereiie e 177
13.3.8.1 (€T 0T - TSRS 177
13.3.8.2 Client CredentialS SSEITION ..ottt b et b et e e bbb et ese e e e e e 177
13.38.3 Verification of Client credentialS aSSErtioN .........c.ooeiireiireeie e et 178
134 AUthOriZation Of NF SEIVICE BCCESS......uiiuiieieierieieeie ettt ettt te et st es e e et e st e seesbeseeeneeneeneeneenees 178
1341 OAuth 2.0 based authorization of Network FUNCLion SErvice aCCeSS........oovvereeierene e 178
134.1.0 LT 0 - RO PTRSRRSRPSRP 178
134.1.1 Service access authorization Within the PLIMN..........cooirie e 179
134111 (@ AN 0 11 g 2 O o L= SRR 179
134.1.1.2 SErVICE REQUESE PrOCESS......cciuiiiueeiteeteete et stiesteestee s e e ste e teseesseesseasseasseenseesteeseessensaeenseensesnsesnennnes 179
134.1.1A Service access authorization in INtErCONNECE SCENAIOS........coirirerirereeieee e 182
13.4.1.2 Service access authorization iN roaming SCENAMNOS ........cccueivereerieerieeieseeseeseesresssesaeseesseesseesseessenns 182
13.4.1.21 L@ 11 2 O o] =TSR 182
13.4.1.2.2 SErVICE REQUESE PrOCESS......cciuiiiueeiteeteete et stiesteestee s e e ste e teseesseesseasseasseenseesteeseessensaeenseensesnsesnennnes 183
134.1.3 Service access authorization in indirect COmmuniCation SCENAINOS........ccvevereerererere e 186
134131 Authorization for indirect communication without delegated discovery procedure...................... 186
1341311 With mutual authentication between NF Service Consumer and NRF at the transport layer ..186
1341312 Without mutual authentication between NF and NRF at the transport layer ..........ccoccceveveeene 188
134.1.32 Authorization for indirect communication with delegated discovery procedure............ccocecenueneee. 189
135 Security capability negotiation DEIWEEN SEPPS............coii e 190

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 10 ETSI TS 133 501 V17.13.0 (2024-04)

14 SECUNLY FElatOU SEIVICES.... .ottt e e e st e e et e s ae et e s tesaeestesbeentetesteeneenresanenns 191
141 SErVICES Providad DY AUSE ... ettt b et b et b 191
1411 (=0T o TSRS 191
14.1.2 Naust _UEAUNENtI CALION SEIVICE.......ecuieiecieiie ettt sttt te et e s e e ssaesteesaeentesseesaeesneenseenneens 192
14.1.2.1 Nausf_UEAuthentication_Authenticate SErvice OPEration..........cccoveceereereeseeeeseeseesee e see e e es 192
14.1.2.2 Nausf_UEAuthentication _deregister ServiCe OPEration ..........ccoceeeeveeereeseesteee e e ee e e 192
14.1.2.3 Nausf_UEAuthentication_ProseAuthenticate ServiCe Operation..........ccvevereereesieniieseee e e seeeee s 193
14.1.3 NaUSE_SORPIOLECHION SEIVICE ....euiiceiicieiie ettt e et te et e ssaesbeesteeteenaessnesaeesaeenseensenns 193
1414 NAUSf _UPUPTOLECHION SEIVICE ......eieeeeie ettt ettt sttt st ettt se e e e e teseesnesbesneene e e eneeses 193
1415 RV o o SRRSO 194
14.2 ServiCeES Provided DY UDM ..ottt bbbttt b bbb 194
1421 LT 1 S PRSRSN 194
14.2.2 Nudm_UEAuthentication _Get SErViCe OPEIaLiON .........cceeereeerierierie s ettt e e e e e s 194
14.2.3 Nudm_UEAuthentication_ResultConfirmation Service Operation............c.ccooeveeeeereeieneenene e 194
14.2.4 Nudm_UEAuthentication GetProSeAV ServiCe OPEratioN.........cccccuveeereereesesie e seeseeseeeseeseeseesseensenns 194
14.25 Nudm_UEAuthentication GetGhaAV ServiCe OPEratioN..........ccviceeeiereeieeiieseeseesessiesseeseeseeseeensesneens 194
14.3 Services Provided DY NRF ........oooieieec e e et st e s e e ae et e eaeesaeeereesteesteenteeeeanneenes 195
143.1 (=0T o OSSPSR 195
14.3.2 NNrf_AccessToken Get SErviCe OPEIalioN.........ccecueiueieeieeseereeieeeee e e etesae e sreesreesseenaeseesaeenseeseens 195
14.4 ServiCeS Provided DY NSSAAF ...t et e et e e e e e s e st e et e e e enteste e seeseeeeeneeenes 195
1441 N R NS S N N g o= 195
14411 LT 0 - RO SRSRPSRPE 195
144.1.2 Nnssaaf NSSAA_Authenticate ServiCe OPEIratioN ..........cooeveeeeieneerere et 196
14413 Nnssaaf NSSAA_Re-AuthenticationNotification service Operation...........ccocovceveveieeeeieeseneseneens 196
14414 Nnssaaf NSSAA_RevocationNotification Service Operation ..........ccoeveveeeeeenenese e 196
14.4.2 NNSSABE ATV SENVICES. .....viieiiieie e st re ettt et et e e e s tesaeesteesreesae e seeneeeseesse e seenseentesssesneesneesaeesseanseensenns 196
14421 (€T 4T - I OSSP PRYRPRTN 196
14.4.2.2 Nnssaaf_ AIW_Authenticate SErvice OPEration .........ccceieeieeieeie e e et e e e e e e 197
15  Management security for NEIWOIK SlICES........coi it 197
151 LT 07 SRR 197
15.2 U0 =011 1= g (oo o SRR 197
15.3 Protection of management interactions between the management service consumer and the management
SEIVICE PIOTUCEY .....verviuietitieeetert ettt ettt ekttt e s bbb e s b £ b £ et e bt b e e e bt b e e e ae e b e b e st e b et et e b e bt 198
154 Authorization of management Service CONSUMES’ STEOUESL .........couerveuerterieuerterieiesreseee st seeesbesee e s seeesreneenens 198
16 Security proceduresfor NEIWOIK SHICES........c.iiiiiicie ettt sr e sreens 198
16.1 LT o1 =SOSR 198
16.2 AUthOrization fOr NEIWOIK SIICE BCCESS........cuiriiie e bbb e b e s 198
16.3 Network slice specific authentication and authoriZation ..............cc.eveieeiecce e 199
16.4 AAA Server triggered Network Slice-Specific Re-authentication and Re-authorization procedure.............. 201
16.5 AAA Server triggered Slice-Specific AuthOrization REVOCALION ..........ccoueeiirieiriereeese e 202
16.6 AF Authorization for network slice quota-usage information notification/retrieval ...........c.ccocecveveenennnens 203
16.6.1 11 0o 1 ' o TSR 203
16.6.2 (=0T - SRS 203
16.6.3 Subscription/unsubscription procedure of NSACF notification SErVICe.......oocvvvvecveeecieseeeeece e 203
Annex A (normative): Key derivation FUNCLIONS ........cccoiiieirinenesee e 205
A.1l KDFinterface and input parameter CONSITUCTION ........ccueiieiviiieeie et 205
A.l1l LC T o1 - OSSR 205
A.1l2 FC VAU BIIOCELIONS ...ttt bbbt e e b s et bt s bt b e e e e e et e s b e ebeemees e e e aneenes 205
YANVZA (ONUIS = (= (AT 1o a1 0 o SR 205
A.3  CK'and IK' derivation fUNCHION ..........ooueieieieinisesese st 205
A4 RES* and XRES* defivation FUNCHION .........coiiiiieieecnises et 206
A5 HRES* and HXRES* derivation FUNCHION .........cccoiiiieieieeese e 206
A6 Ksear ENVation FUNCHION ......ocueieicieieecese sttt st e e e e nenrennees 206
A7 Kamr GENVELTON FUNCHION ......viiiiceciieees ettt n s 207
A.7.0 Parameters for the iNPUE STOthE KD .........ooee et e e e sneas 207

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 11 ETSI TS 133 501 V17.13.0 (2024-04)

A71 ABBA PAIAIMELES VEAIUBS......c.eiuiitiiiieteitesiete sttt sttt st b e i b e st b se st bt se e st b e sa et ebeseebesbeneebesbeneenesresrenea 207
A.8 Algorithm key derivation FUNCLIONS ..........cceeiiiicie et s 207
A.9 KgNB, KWAGF, KTNGF, Krwie and Knaiwe AeriVation FUNCHION. ......eeeee e e e e e e e e e e e e e e e e eeaeeeaeeeeeaeeeenaeens 208
A.10 NH derivatiion fUNCHION. ......ccieieeiiee ettt e te e steene e besre e sesneenenseeenes 209
A.11 Kne-ran® derivation function for target gNB ..o e 209
A.12 Knoc-ran® derivation function for target NG-ENB .........c.oooviieiiii e et 209
A.13 Kamrto Kame derivation in MODITITY.........ccooiiiiiiee e 210
A.14 Kawmr to Kasve' derivation for interWorking .........cocoveeeirinenenesesee s 210
Y 7t R Vo (1o 000 L= o' To o T L Y/ 210
Y I A o = 1010 (0 Y= S 210
A.15 Kasuve to Kame' derivation for interworking .........coeoeece ettt 210
A.15.1  1dIEMOCE MODITITY ..ot b et b e b bbb e et et e e e sb e e bt saeene e e e b e 210
A.15.2 L = 1070 [0 USSR 211
A.16 Derivation of Ksy fOr dual CONNECHIVITY .......cveieeieieieiriisesesiese e 211
A.17 SOR-MAC-Iausr geNEration FUNCLION ........ocueeieiicicc ettt ere e 211
A.18 SOR-MAC-Iye/SOR-XMAC-Iue generation fUNCLION...........cccueiiieeie e 212
A.19 UPU-MAC-Iausr geNeration FUNCHION ..........oiviiieieeieieieesese s 212
A.20 UPU-MAC-Iyg/UPU-XMAC-Iue generation fUNCLON...........ccociieeii it 212
A.21 Kamrto Kasve srvce derivation for interworking ........c.coeceece e cieese et 213
A.22 Kripsee aNd Knap ENVELTON FUNCLION........ccviiiiiee ettt sre e e e eteeeree e snreeenneeens 213
A.23 KiaB GENENELION FUNCHION ...ttt nr e 213
Annex B (informative): Using additional EAP methodsfor primary authentication.................... 215
= 700 R 111 0o (1 1 o OSSR 215
B.2 Primary authentication and K&y agreemeNt ...........oeoeiiiee i 215
B.2.1 Ly e N I PSP 215
B.2.11 SECUIMLY PrOCEUUIES......c.eeeiteeteeeteeteete e tee e e e e te s e saeesaeesseeseesseesaesseesse e teenseessesseesseesseeseenseenseensenseessnesnens 215
B.2.1.2 PriVaCy CONSIAEIALIONS........ccueiieieeceese et e e e e eee s e s e st e e ste e e seesaeesse e teenteestesseesseesseensesneesneesaeesseanseensenns 218
B.2.121 EAP TLS without subscription identifier PriVaCy ........ccveveeierie e 218
B.2.1.2.2 EAP TLS with subscription identifier PriVaCY ........c.cooeererieirereese et 218
B.2.2 Revocation of SUDSCIDEr CartifiCalES ... ..o i e 219
T T (= YA (= 1AV (o] o S 219
Annex C (normative): Protection schemesfor concealing the subscription per manent

[ 1= 1 = USSR 221
@300 R 1 11 L o1 o o SRS 221
O [ = = o R SPRN 221
C.3 Elliptic Curve Integrated Encryption SCheme (ECIES) ......cccoooieieiiiieie e 222
C31 GENEIAl ...t ettt et e b e et e et e bt e bttt eateeheeate e beeteateeateeaeeaheeteeteeabeeateeheesheesheeateereenreanns 222
C32 L eercSS o [ T 1o L= SR 222
C33 Processing 0n home NEEWOIK SIHE .......ccveiuieiicice sttt et s ete e enaesnaesraesneas 223
C34 O Y o] o] 1 == SR 223
C.34.0 LT 0T - | 223
C34.1 (0 11 A USSR 224
C34.2 (0= S 224
(O 1410 1= 00 1= 10 SR (= A 1= - RSSO 225
c41 LT 07 U RRRRR 225

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 12 ETSI TS 133 501 V17.13.0 (2024-04)

c4z2 NUI=SCREIMIE ...ttt et e e e be e be e teeabesbaesbeesbeebeensesaeesaeesaeenteenteentesntesaaesanas 225
C4.21 IMSI-DASEA SUPI ...ttt et s e s ae e be et e eae e e aeasbe e beeabeentesnsesanesaeasaeenseentenns 225
C4.22 Network specific identifier-Dased SUPI ..o e 225
Cc43 ECIES PrOfil@ A .ottt et st e st e e he e te et e e aeeebe e be e beeabesaeesaeesheesaeeteenbeenteentesaaesanas 225
C431 IMSI-DASEA SUPI ...ttt s s e s ae e be et e eaeeeaeasbe e beenbeentesnsesanesaeasaeenbeentenns 225
C4.3.2 Network specific identifier-based SUPI ...........oooiiie e sre e ereens 226
Cc44 O Y . o) 11 1= = S 227
C44.1 IIMSI-DASEA SUPI ...t et e s e s ae e te et e eneeeae e se et e enteenseeneesneesneesaeanseensenns 227
Cc44.2 Network specific identifier-based SUPI .........c.oooiiie e eneens 228
Annex D (normative): Algorithmsfor ciphering and integrity protection .........ccccooveeeveieennnnne. 229
D.1 Null ciphering and integrity protection agorithms............ccceieiiiiinne e 229
D.2  Ciphering @l gOrtMS. ......ccuiiieeeieee ettt bt b e b e et nb e n e e s 229
D.21 128-bit Ciphering @l gOMTIIMS .......c.ciiiiic e 229
D.211 [NPULS BN OULPULS. ......eeeeeeetereeieete ettt eb e bttt b e bt e s bt s et b e b e bt nn e ens 229
D.21.2 025 A A OSSPSR 230
D.2.1.3 T28-NEAZ.... ettt ettt et e bt b et bt bt b e e b et e b e e b et e nhee e b et e be e e beeenae e e nbeeenree e e 230
D.214 T28-NEAS. ..ottt be e bt bt e b et be e e b et b e e abe e e b et b ee e nhee e b et e be e e beeenae e e nbeeenreeenes 230
[ JRC T (01 =0 VA= o011 a0 RS 230
D.31 128-Bit iNtegrity @l gOrtNMIS ... ..c.cooiie ettt st eae et e e et e e ereeneene e e e e ee 230
D.311 [NPULS BN OULPULS. ...ttt ettt eb e bt et b et e e bbbt s et eb e b e b e nn e ens 230
D.3.1.2 0225 AL OSSPSR 231
D.3.1.3 025 AL OSSPSR 231
D.314 025 AL PR SUSSPRS 231
D.4 Test Datafor the security algorithmsS ..o e e 231
D.4.1 LT T 231
D.4.2 22 N PSPPSR 231
D.4.3 128-NIAL ........ LALRRL R D o [ [ D G e R € A e L e e 231
D.4.4 S B A SR 231
D.4.5 S B A SR 232
D.4.6 S B A SR 232
D.4.7 S B A R 232
Annex E (informative): UE-assisted networ k-based detection of false base station....................... 233
0 T [ o w0 (1o o o S 233
E.2 Examplesof using MEasUreMENt FEPOMS. ........ceiuiiieiieitieie e st este e ete e ee e e s te e ebesreesesreeaeseeseeens 233
Annex F (normative): 3GPP 5G profilefor EAP-AKA ...ttt 234
g R [ o1 0o (1 ot o o S 234
F.2  SUDSCIIDEN PITVACY .....oieiiiitiieee ettt ettt ne e b n e 234
F.3  Subscriber identity and K&y deriVation............cccoviieiiiiie et 235
Y o T o T 235
Annex G (informative): Application layer security on the N32 interface.........ccoocevvveevvieccesnenne 236
L R 1 (oo L1 o o o SRS 236
G.2  SHUCIUrE Of HTTP MESSAJE. ... e tieiiteiteietee ettt sttt sttt e e se s b e nenn e 236
Annex H (infor mative): VOI ot n e n e 238
Annex | (normative): NON-PUDITC NEIWOIKS.......eeiicieciecie ettt 239
I R 1= 0 1= | S 239
.2 Authentication in standalone NON-public NEIWOTKS..........coiiiieie e 239
1.2.1 GENEIAl ...ttt ettt et et e e et eebe e bttt eateeheeeheeabeeateebeeteaheeaaeebeeteenteeateehaesheesheeateereenreanns 239
1.2.2 EAP framework, selection of authentication method, and EAP method credentials...........cccoeeeeeeieevveenen. 239

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

3GPP TS 33.501 version 17.13.0 Release 17 13 ETSI TS 133 501 V17.13.0 (2024-04)

.2.21 GENEN@L... .ottt ettt e et e et e et e s tesaeesheeeheeabeebeeateeheeeheebe e teebeeateeaeeeheeaaeeabeebeebeenteenreareesaeas 239
.2.2.2 Credentials holder using AAA server for primary authentiCation ............cooeoeverrinennenese e 240
.2.2.21 LT 0T - RS PTRSRRSRPSRP 240
.2.2.2.2 (07010 (1= PR 240
1.2.3 Key hierarchy, key derivation and Key distribULION. ...........ccooreiiiriiire e 242
1.2.3.1 LT 0T - | SRS 242
1.2.3.2 Credentials holder using AAA server for primary authentiCation ...........cccceveeeveereeceseeseese e 243
.24 Credentials Holder using AUSF and UDM for primary authentication............ccceeveevecesieseeseesesseesnnns 243
.3 Serving network name for standalone Non-public NEWOTKS............ccooriiiiinenereeeee e 243
.3.1 LT 0T SRR 243
1.3.2 Definition of SN Id for standalone Non-public NEIWOIKS ............ooeeiiiiiei e 244
.4 Modification of CAG ID liStINTNEUE ........cooiiiii e e 244
.5  SUPI privacy for standalone non-publiC NEIWOTKS...........coeieieirieinesesese s 244
.6  Authentication in Public Network Integrated Non-Public Networks (PNI-NPN)..........cccccoeiiinennne. 244
.7 Authorization aspPeCtSin SNPNS ......cc.iii et e et s re et s aesreeaesreenes 244
.7.1 Credentias holder using AUSF and UDM for primary authentication .............ccocceoerereninnenienieseeeeneee e 244
.8  SEPP and interconnect related SECUrity ProCEAUIES ..........c.ccvivieieiieceecte et st 245
1.8.1 Credentials holder using AUSF and UDM for primary authentiCation .............ccoceeeeererenenenenieseeeeseee e 245
1.9 Security of UE onboarding in SNPNS........coiiiieeeieeese e 245
1.9.1 LT 0T P RRRR 245
1.9.2 F U 11071 (o= 1 o S 245
1.9.2.1 REGUITEIMENTS ...ttt bbb st bbbt bt b e e e bt b e et b et e b b 245
1.9.2.2 Primary authentication Without USING DCS .........c.cociiieiie et sreenreeneens 245
1.9.2.3 Primary authentiCation USING DCS.........ccuiiieiieie ettt e st e e eaesaesreesneesneenseesenns 246
1.9.24 Secondary aUtNENTICALTION.........cc.eiecie et e e s e s reesreesaeeteenteeneeeneesneesnnas 246
1.9.24.1 Secondary authentication USING DCS........ooiiiie et sa e seesneenaeereens 246
1.9.2.4.2 Secondary authentication USING DIN-AAA ...ttt te e e e e sreenneeneenreens 246
Annex J (normative): SRVCC from 5G tOUTRAN ..ottt e 247
J1  SRVCCTIOMNRIOUTRAN. ..ottt sttt st eesteeseeeesaeeneestesneeneeseeeneensensens 247
J11 LT 1 PPN 247
J1.2 Procedlrel St Al O S L D T L D O T O D D S S LS T I A 2 n 2N Y A s 247
J2 Emergency cal in SRVCCfrOMNR IO UTRAN . ....c.ooi et ene 248
J2.1 LT 0T - | S 248
J.2.2 PIOCEAUIE......cee ettt e bbb et b e Rt bt e ae et e b e eE e bt e he e bt e et e s e neeebeebesaeene e e et nes 248
Annex K (normative): Security fTOr SGLAN SENVICES .....cccvviiirierieierie et 249
N R © = 3T | ST TRR 249
K.2 Authentication and authOriZation .............c.oieeeeiiiieces et enes 249
K.3  Handling Of UP SECUILY POIICY .....eiuiitireiieieeeeeeeeis sttt 249
Annex L (normative): SECUTItY TOIr TSC SENVICE. ...ttt 250
R €= 1 1= - OSSR 250
L.2 Accesssecurity for abGS TSC-enabled UE.........c.oooiiiiieiiceee ettt 250
L.3 Protection of user plane datain TSC including (g)PTP control messagesin bridge mode.................. 250
L.4  Exposure of time SYNCHIONISAIION ........c.eiiitiriirieieiee ettt nr e snesn e 250
Annex M (normative): Security for Integrated Access and Backhaul (IAB).......cccccooiininennne. 251
Y R €= 3T | PSSR 251
M.2 Security requirements and FEALUNES ............ccui ettt s ee b e e ae s reens 251
M.2.1 Requirements on the TAB-NOAE (IAB-UE) ..........ooiiieieeece ettt sttt snae e e snees 251

ETSI


https://standards.iteh.ai/catalog/standards/etsi/f2fcdc3a-d7cc-416e-874f-83bb6fb3a0e2/etsi-ts-133-501-v17-13-0-2024-04

