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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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0 Scope

This Technical Specification specifies the network functions needed to provide the security related service and
functions specified in 3GPP TS 42.0009.

This specification does not address the cryptological algorithms that are needed to provide different security related
features. Thistopic isaddressed in annex C. Wherever a cryptological agorithm or mechanism is needed, thisis
signalled with areference to annex C. The references refers only to functionalities, and some algorithms may be
identical or use common hardware.

0.1 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.905: “Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 41.061: " GPRS ciphering algorithm requirements”.

[3] Void

[4] 3GPP TS 42.009: " Security aspects'.

[5] 3GPP TS 42.017: " Subscriber Identity Modules (SIM) Functional characteristics'.

[6] ’i»?PP TS 42.056: " GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage

[7] 3GPP TS 22.060: “Genera Packet Radio Service (GPRS); Service description; Stage 1".

(8] 3GPP TS 23.003: "Numbering, addressing and identification".

[9] GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone
System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10] 3GPP TS 23.060: " Service description; Stage 2".

[17] 3GPP TS 24.008: “Mobileradio interface layer 3 specification”.

[12] Void

[13] 3GPP TS 45.001: “Physical layer on the radio path; General description”.

[14] 3GPP TS 45.002: “Multiplexing and multiple access on the radio path”.

[15] 3GPP TS 45.003: “Channel coding”.

[16] 3GPP TS 29.002: " Mobile Application Part (MAP) specification”.

[17] 3GPP TS 51.011: " Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME)
interface".

[18] 3GPP TS 33.102: "Technical Specification Group Services and System Aspects; 3G Security;
Security architecture".
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[19] 3GPP TS 24.301: "Technical Specification Group Core Network and Terminals; Non-Access-
Stratum (NAS) protocol for Evolved Packet System (EPS)".

[20] 3GPP TS 44.064: "Technical Specification Group Core Network and Terminals; Mobile Station -
Serving GPRS Support Node (MS-SGSN); Logical Link Control (LLC) layer specification”.

[21] 3GPP TS 55.226: " Technical Specification Group Services and System Aspects; 3G Security;
Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption
agorithm for GPRS".

[22] 3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA)".

[23] Void

[24] 3GPP TS 33.102: " 3G security; Security architecture".

[25] 3GPP TS 55.251: " Specification of the GEAS encryption and GIA5 integrity algorithms for GPRS;

GEAS5 and GIA5 algorithm specification”.
[26] 3GPP TS 55.241: " Specification of the GIA4 integrity algorithm for GPRS; Gl A4 specification”.

0.2 Abbreviations

Abbreviations used in this specification are listed in 3GPP TS 21.905.

Specific abbreviations used in annex A arelisted in clause A.3.

Specific CTSrelated abbreviations used in annex E arelisted in clause E.1.3.

Specific VCGS and VBS related abbreviations used in annex F arelisted in clause F.1.3.

Throughout this specification, the abbreviation Kci2s is used to indicate a 128-bit ciphering key as derived by UMTS
AKA [18]. The abbreviation Kcizs is only used where it matters that the ciphering key is 128 bits long; the abbreviation
Kcisusedinall other places.

1 General

The different security related services and functions that are listed in 3GPP TS 42.009 are grouped as follows:
- Subscriber identity confidentiality;
- Subscriber identity authentication;

- Signaling information element and connectionless user data confidentiality and data confidentiality for physical
connections (ciphering).

It shall be possible to introduce new authentication and ciphering agorithms during the systems lifetime. The fixed
network may support more than one authentication and ciphering algorithm.

The security procedures include mechanisms to enable recovery in event of signalling failures. These recovery
procedures are designed to minimize the risk of a breach in the security of the system.

General on figuresin this specification:

- Inthefigures below, signalling exchanges are referred to by functional names. The exact messages and message
types are specified in 3GPP TS 24.008 and 3GPP TS 29.002.

- No assumptions are made for function splitting between M SC (Mobile Switching Centre), VLR (Visitor
Location Register) and BSS (Base Station System). Signalling is described directly between M S and the local
network (i.e. BSS, MSC and VLR denoted in the figures by BSS/MSC/VLR). The splitting in annex A isgiven
only for illustrative purposes.
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- Addressing fields are not given; all information relates to the signalling layer. The TMSI alows addressing
schemes without IMSI, but the actual implementation is specified in the GSM 04-series.

- Theterm HPLMN in the figures below is used as a general term which should be understood as HLR (Home
Location Register) or AuC (Authentication Centre).

- Whatisputinabox isnot part of the described procedure but it is relevant to the understanding of the figure.

2 Subscriber identity confidentiality

2.1 Generality

The purpose of this function is to avoid the possibility for an intruder to identify which subscriber is using a given
resource on the radio path (e.g. TCH (Traffic Channel) or signalling resources) by listening to the signalling exchanges
on theradio path. Thisalows both a high level of confidentiality for user data and signalling and protection against the
tracing of a user's location.

The provision of this function implies that the IMSI (International Mobile Subscriber Identity), or any information
alowing alistener to derive the IMSI easily, should not normally be transmitted in clear text in any signalling message
on the radio path.

Consequently, to obtain the required level of protection, it is necessary that:
- aprotected identifying method is normally used instead of the IMSI on the radio path; and
- theIMSI isnot normally used as addressing means on the radio path (see 3GPP TS 42.009);

- when the signalling procedures permit it, signalling information elements that convey information about the
mobile subscriber identity must be ciphered for transmission on the radio path.

The identifying method is specified in the following subclause. The ciphering of communication over the radio path is
specified in clause 4.

2.2 |dentifying method

The means used to identify a mobile subscriber on the radio path consists of a TMSI (Temporary Mobile Subscriber
Identity). ThisTMSI isaloca number, having a meaning only in a given location area; the TM S| must be accompanied
by the LAI (Location Area |dentification) to avoid ambiguities. The maximum length and guidance for defining the
format of aTMSI are specified in 3GPP TS 23.003.

The network (e.g. a VLR) manages suitable data bases to keep the relation between TMSIsand IMSIs. WhenaTMSI is
received with an LAI that does not correspond to the current VLR, the IMSI of the MS must be requested from the VLR
in charge of the indicated location areaif its address is known; otherwise the IMSI is requested from the M S.

A new TMSI must be allocated at least in each location updating procedure. The allocation of anew TMSI corresponds
implicitly for the MS to the de-allocation of the previous one. In the fixed part of the network, the cancellation of the
record for an MSin aVLR impliesthe de-alocation of the corresponding TMSI.

To cope with some malfunctioning, e.g. arising from a software failure, the fixed part of the network can require the
identification of the MSin clear. This procedure is a breach in the provision of the service, and should be used only
when necessary.

When anew TMS! isallocated to an MS, it is transmitted to the MSin a ciphered mode. This ciphered modeisthe
same as defined in clause 4.

The MS must storeits current TM Sl in anon volatile memory, together with the LAI, so that these data are not lost
when the MSis switched off.
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2.3 Procedures

This subclause presents the procedures, or elements of procedures, pertaining to the management of TMSIs.

2.3.1 Location updating in the same MSC area

This procedureis part of the location updating procedure which takes place when the original location area and the new
location area depend on the same MSC. The part of this procedure relative to TMSI management is reduced toa TMSI
re-allocation (from TMSlo with "0" for "old" to TMSIn with "n" for "new").

The MS sends TM Sl o as an identifying field at the beginning of the |ocation updating procedure.

The procedure is schematized in figure 2.1.

M3 Radio path B33 /MICALE

LAI, THSIo

Management of means for new ciphering
[see clause 4)

Allocation
of TH3In
Cipher (TM3In)
{
Acknowleddge
=

De-allocation
of TH3Io

Figure 2.1: Location updating in the same MSC area
Signalling Functionalities:
Management of means for new ciphering:
The M_Sand BSS/MSC/VLR agree on means for ciphering signalling information elements, in particular to
transmit TMSIn.
2.3.2 Location updating in a new MSCs area, within the same VLR area

This procedureis part of the location updating procedure which takes place when the original location area and the new
location area depend on different MSCs, but on the same VLR.

The procedure is schematized on figure 2.2.
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M3 Fadio path B33 /W30 /VLE HFLMH

LAI, THMSIa

}_

Management of means for new
ciphering (see clause 4)

allocation
of TH3In
[note)
Cipher (TH3In) (note) Loc.Updating
= =
[note)
Acknowledge [note) Acknowledge
=t

De-allocation
of THM3Io

NOTE: From a security point of view, the order of the procedures is irrelevant.
Figure 2.2: Location updating in a new MSCs area, within the same VLR area
Signalling functionalities:
Loc.Updating:
stands for Location Updating
The BSS/IMSC/VLR indicates that the location of the MS must be updated.

2.3.3 Location updating in a new VLR; old VLR reachable

This procedure is part of the normal location updating procedure, using TMSI and LAI, when the original location area
and the new location area depend on different VLRs.

The MSis till registered in VLRo (0" for old or original) and requests registration in VLRn ("n" for new). LAl and
TMSlo are sent by MS as identifying fields during the location updating procedure.

The procedure is schematized in figure 2.3.
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