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INTERNATIONAL ELECTROTECHNICAL COMMISSION 313 

____________ 314 

 315 

MANAGEMENT OF ALARMS SYSTEMS FOR THE PROCESS INDUSTRIES 316 

 317 

FOREWORD 318 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 319 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 320 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 321 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 322 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 323 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 324 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 325 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 326 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 327 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 328 
consensus of opinion on the relevant subjects since each technical committee has representation from all 329 
interested IEC National Committees.  330 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 331 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 332 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 333 
misinterpretation by any end user. 334 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 335 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 336 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 337 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 338 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 339 
services carried out by independent certification bodies. 340 

6) All users should ensure that they have the latest edition of this publication. 341 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 342 
members of its technical committees and IEC National Committees for any personal injury, property damage or 343 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 344 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 345 
Publications.  346 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 347 
indispensable for the correct application of this publication. 348 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 349 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 350 

International Standard IEC 62682 has been prepared by subcommittee 65A: System aspects, 351 
of IEC technical committee 65: Industrial-process measurement, control and automation. 352 

The text of this standard is based on the following documents: 353 

FDIS Report on voting 

65A/704/FDIS 65A/706/RVD 

 354 
Full information on the voting for the approval of this standard can be found in the report on 355 
voting indicated in the above table. 356 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 357 

358 
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The committee has decided that the contents of this publication will remain unchanged until the 359 
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to 360 
the specific publication. At this date, the publication will be  361 

• reconfirmed, 362 

• withdrawn, 363 

• replaced by a revised edition, or 364 

• amended. 365 

 366 

367 
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INTRODUCTION 368 

Purpose 369 

This standard addresses the development, design, installation, and management of alarm 370 
systems in the process industries. Alarm management includes multiple work processes 371 
throughout the alarm management lifecycle. This standard defines the terminology and models 372 
to develop an alarm system, and it defines the work processes recommended to effectively 373 
maintain the alarm throughout the lifecycle. Ineffective alarm systems have often been cited as 374 
contributing factors in the investigation reports following major process incidents. This standard 375 
is intended to provide a methodology that will result in the improved safety, quality, and 376 
operation in the process industries. 377 

The 1st edition of this standard was adapted from ANSI/ISA-18.2-2009, Management of Alarm 378 
Systems for the Process Industries, an International Society of Automation (ISA) standard, and 379 
with due consideration of other guidance documents that have been developed throughout 380 
industry. This 2nd edition has incorporated some changes made in ANSI/ISA-18.2-2016.  381 

This standard is not the first effort to define terminology and practices for effective alarm 382 
systems. In 1999 the Engineering Equipment and Materials Users’ Association (EEMUA) issued 383 
Publication 191, Alarm Systems: A Guide to Design, Management and Procurement, with the 384 
2nd edition published in 2007 and the 3rd edition published in 2013. In 2003 the User Association 385 
of Process Control Technology in Chemical and Pharmaceutical Industries (NAMUR) issued 386 
worksheet NA 102, Alarm Management, which was updated in 2008. During the development 387 
and maintenance of this standard every effort was made to keep terminology and practices 388 
consistent with the previous work of these respected organizations and committees. 389 

This document provides requirements for alarm management and alarm systems. It is intended 390 
for those individuals and organizations that 391 

 manufacture or implement embedded alarm systems, 392 

 manufacture or install third-party alarm system software, 393 

 design or install alarm systems, 394 

 operate and maintain alarm systems, and 395 

 audit or assess alarm system performance. 396 

Organization 397 

This standard is organized in parts. The first part (Clauses 1 to 3) are normative without any 398 
mandatory requirements.  Clause 4 contains mandatory requirements. Clause 5 is normative 399 
without any mandatory requirements. The main body of the standard (Clauses 6 to 18), 400 
describes mandatory requirements and non-mandatory recommendations. 401 

Within this standard, mandatory requirements are stated with ‘shall’, non-mandatory 402 
recommendations are stated with ‘should’, and conditional requirements are state with ‘may’. 403 
The phase ‘is required’ indicates the requirement has been stated previously in the standard.  404 
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MANAGEMENT OF ALARMS SYSTEMS FOR THE PROCESS INDUSTRIES 405 

 406 

1 Scope 407 

1.1 General applicability 408 

This standard specifies general principles and processes for the management of alarm systems 409 
based on controls system and human-machine interfaces (HMI) for facilities in the process 410 
industries. It covers all alarms to be presented to the operator through the control system, which 411 
includes alarms from basic process control systems, annunciators, packaged systems (for 412 
example refrigeration machines), and safety instrumented systems. 413 

The practices in this standard are applicable to continuous, batch, and discrete processes. 414 
There can be differences in implementation to meet the specific needs based on those process 415 
types. 416 

In jurisdictions where the governing authorities (for example national, federal, state, province, 417 
county, city) have established process safety design, process safety management, or other 418 
requirements, in addition to the requirements of this standard, these should be taken into 419 
consideration. 420 

The primary function within the alarm system is to notify operators of abnormal process 421 
conditions or equipment malfunctions and support the response. The alarm systems can include 422 
both the basic process control system (BPCS) and the safety instrumented system (SIS), each 423 
of which uses measurements of process conditions and logic to generate alarms. Figure 1 424 
illustrates the concepts of alarm and response dataflow through the alarm system. The alarm 425 
system also includes a mechanism for communicating the alarm information to the operator via 426 
an HMI, usually a computer screen or an annunciator. Additional functions of the alarm system 427 
are an alarm and event log, an alarm historian, and the generation of performance metrics for 428 
the alarm system. There are external systems that can use the data from the alarm system.  429 

Figure 1 is not intended to represent physical wiring. 430 

  431 
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