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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see

www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 27553 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The functionalities and computation capabilities of consumer-grade mobile devices are evolving fast.
Authentication technologies using biometrics based on physiological or behavioural characteristics (e.g.
fingerprint, face, voiceprint) have been developed and widely adopted across various mobile platforms.
Compared to traditional authentication methods on mobile devices such as passwords, patterns, or
SMS messages, biometric characteristics are easy to use and hard to share. Authentication methods
using biometrics can, in some respects, provide a secure, reliable, and convenient solution, albeit with
some potentially awkward restrictions.

However, the fragmentation of computing environments for mobile devices (e.g. different operating
systems, different trusted environment implementations, different biometric system implementations,
and open computation environments in mobile devices) often results in inconsistent implementations,
which potentially increase the risks of vulnerabilities in, and attacks against, mobile devices. This
fragmentation makes it even more necessary to analyse security challenges, threats, and security
frameworks for authentication using biometrics on mobile devices. It is also necessary to specify the
high-level security requirements that can mitigate the security risks for applications of authentication
using biometrics in mobile devices.

Biometrics in this document is used for authentication on mobile devices whose result is consumed by
relying parties. This document applies to the cases where the biometric data and any derived biometric
data, except information on the verification outcome, do not leave the device, i.e. local modes.

This document provides high-level security requirements and recommendations for authentication
using biometrics on mobile devices, including for functional components and for communication
between the biometric system and the mobile applications requesting authentication success. Detailed
security requirements are left to implementations. This document also analyses security challenges,
threats, and security frameworks for authentication using biometrics on mobile devices.

The following contents are not addressed in this document:
— Identity proofing and enrolment requirements.

— The use of biometrics for authentication to applications which are entirely local to the mobile device
and no remote service is involved.
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INTERNATIONAL STANDARD ISO/IEC 27553-1:2022(E)

Information security, cybersecurity and privacy
protection — Security and privacy requirements for
authentication using biometrics on mobile devices —

Part 1:
Local modes

1 Scope

This document provides high-level security and privacy requirements and recommendations for
authentication using biometrics on mobile devices, including security and privacy requirements and
recommendations for functional components and for communication.

This document is applicable to the cases that the biometric data and derived biometric data do not leave
the device, i.e. local modes.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 24745:2022, Information security, cybersecurity and privacy protection — Biometric information
protection

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

attack presentation classification error rate

APCER

proportion of attack presentations using the same presentation attack instrument (PAI) species
incorrectly classified as bona fide presentations in a specific scenario

Note 1 to entry: PAI means the biometric characteristic or object used in a presentation attack (3.17).
[SOURCE: ISO/IEC 30107-3:2017, 3.2.1, modified — Note 1 to entry has been added.]

3.2

artefact

artificial object or representation presenting a copy of biometric characteristics or synthetic biometric
patterns

[SOURCE: ISO/IEC 30107-1:2016, 3.1]
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3.3
authentication
provision of assurance in the identity of an entity

[SOURCE: ISO/IEC 29115:2013, 3.2]

3.4

authentication agent

component in a mobile device that performs authentication-related functions on the mobile device and
interacts with the local biometric components

3.5
authentication credential
credential containing information that can be used to help authenticate the entity

[SOURCE: ISO/IEC 20009-4:2017, 3.3]

3.6
authentication service provider
entity that provides authentication services to a relying party (3.19)

3.7
biometric data
biometric sample or aggregation of biometric samples at any stage of processing

EXAMPLE Biometric reference, biometric probe, biometric feature or biometric property.

Note 1 to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background
Models.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.06]

3.8
biometric information
information conveyed or represented by biometric data (3.7)

Note 1 to entry: Biometric data include for instance data derived or transformed from biometric data which are
handled in connection with biometric data within a biometric system.

[SOURCE: ISO/IEC 24745:2022, 3.9]

3.9

biometric probe

biometric sample (3.12) or biometric feature set input to an algorithm for comparison to a biometric
reference(s)

[SOURCE: ISO/IEC 2382-37:2022, 37.03.14, modified — Notes to entry have been removed.]

3.10

biometric processing unit

BPU

trusted implementation of a collection of biometric subprocesses implemented in a single physical unit

Note 1 to entry: A BPU commonly comprises biometric subprocesses that are sequential in the process flow for a
biometric verification.

Note 2 to entry: Application/service requirements typically require BPU subprocesses to meet a uniform level
of security assurance. In ACBio, assurance is achieved through a BPU evaluation process that is authenticated by
means of an X.509 certificate embedded in an ACBio instance.

[SOURCE: ISO/IEC 24761:2019, 3.3]
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3.11
biometrics
automated recognition of individuals based on their biological and behavioural characteristics

[SOURCE: ISO/IEC 2382-37:2022, 37.01.03, modified — Notes to entry have been removed.]

3.12
biometric sample
analogue or digital representation of biometric characteristics prior to biometric feature extraction

EXAMPLE A record containing the image of a finger is a biometric sample.
[SOURCE: ISO/IEC 2382-37:2022, 37.03.21]

3.13
credential
representation of an identity for use in authentication (3.3)

Note 1 to entry: As described in ISO/IEC 24760-1:2019, 5.4, customary embodiments of a credential are very
diverse. To accommodate this wide range, the definition adopted in this document is very generic.

Note 2 to entry: A credential is typically made to facilitate data authentication of the identity information
pertaining to the identity it represents. Data authentication is typically used in authorization.

Note 3 to entry: The identity information represented by a credential can, for example, be printed on human-
readable media, or stored within a physical token. Typically, such information can be presented in a manner
designed to reinforce its perceived validity.

Note 4 to entry: A credential can be a username, username with a password, a PIN, a smartcard, a token, a
fingerprint, a passport, etc.

[SOURCE: ISO/IEC 24760-1:2019, 3.3.5]

3.14

device binding

association of a specific device with the data (credential) and the holder (individual getting the
credential)

Note 1 to entry: The binding process typically provides assurance to a known level.

3.15
information asset
knowledge or data that has value to the individual or organization

[SOURCE: ISO/IEC 27032:2012, 4.27, modified - Note 1 to entry has been removed]

3.16

mobile device

small, compact, handheld, lightweight, standalone computing device, typically having a display screen
with digitizer input and/or a miniature keyboard

Note 1 to entry: Examples include laptops, tablet PCs, wearable information and communication technology
(ICT) devices, and smartphones.

[SOURCE: ISO/IEC 30107-4:2020, 3.1]

3.17

presentation attack

presentation to the biometric data capture subsystem with the goal of interfering with the operation of
the biometric system

Note 1 to entry: Presentation attack can be implemented through a number of methods, e.g. artefact, mutilations,
replay, etc.
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Note 2 to entry: Presentation attacks can have a number of goals, e.g. impersonation or not being recognized.

Note 3 to entry: It is possible that biometric systems are unable to differentiate between biometric presentation
attacks with the goal of interfering with the systems operation and non-conformant presentations.

[SOURCE: ISO/IEC 30107-1:2016, 3.5, modified — "may" has been changed to "can" and "it is possible" in
Notes 2 and 3 to entry.]

3.18

presentation attack detection

PAD

automated determination of a presentation attack (3.17)

Note 1 to entry: PAD cannot infer the subject’s intent. In fact it may be impossible to derive that difference from
the data capture process or acquired sample.

[SOURCE: ISO/IEC 30107-1:2016, 3.6]

3.19

relying party

RP

entity that relies on the verification of identity information for a particular entity

Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically it has a
trust relationship with one or more identity information authorities.

Note 2 to entry: In the context of this document, an RP is implemented as a server plus an agent. An RP agent
is a software component located in the mobile device which initiates authentication requests to an RP server,
displays the returned information, and interacts with the identity information provider (IIP) agent to fulfil the
authentication process.

EXAMPLE An RP agent can be a mobile browser.
[SOURCE: ISO/IEC 24760-1:2019, 3.3.7, modified - Note 2 to entry and EXAMPLE added]

3.20

renewable biometric reference

RBR

renewable identifier that represents an individual or data subject within a domain by means of
a protected binary identity (re)constructed from the captured biometric sample, and fulfilling
irreversibility requirements

Note 1 to entry: A renewable biometric reference fulfilling irreversibility requirement provides additional
security property.

Note 2 to entry: An example of a renewable biometric reference is a pseudonymous identifier and additional data
elements required for biometric verification or identification such as auxiliary data.

[SOURCE: ISO/IEC 24745:2022, 3.34]

3.21
threat
potential cause of an unwanted incident, which can result in harm to a system or organization

[SOURCE: ISO/IEC 27000:2018, 3.74]

3.22
trusted environment
secure area that guarantees the confidentiality and integrity of code and data loaded inside

Note 1 to entry: Examples include trusted execution environment (TEE), SE secure element (SE), and trusted
platform module (TPM). See ISO 12812-1 and the ISO/IEC 11889 series for further details.
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4 Abbreviated terms

BR biometric reference
DNA deoxyribonucleic acid
FAR false acceptance rate

IT information technology

PITM  person in the middle

0S operating system

PIN personal identification number
RTE runtime environment

TEE trusted execution environment

5 Security challenges

5.1 General

User authentication is done to obtain a level of trust in the identity information pertaining to that user.
ISO/IEC 29115 describes different levels of assurance for the identity information obtained during
authentication and specifies that biometric mechanisms can contribute to a higher level of assurance.

This document addresses the security requirements for using biometrics as an authentication
mechanism in a mobile device to realize alevel of authentication assurance. In addition to ISO/IEC 29115,
information on levels of assurance can be found in Annex C of this document.

5.2 Security challenges common to all biometric systems

Biometric systems, in general, are faced with a number of threats that can result in vulnerabilities as
described in ISO/IEC 19792:2009, 8.3 including:

— performance limitations;

— artefact of biometric characteristics;

— modification of biometric characteristics;

— difficulty of concealing biometric characteristics;

— similarity due to blood relationship;

— special biometric characteristics;

— synthesized wolf biometric samples;

— hostile environment;

— procedural vulnerabilities around the enrolment process;

— leakage and alteration of biometric data.

© ISO/IEC 2022 - All rights reserved 5
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The components in a biometric system, and the biometric data transmitted through the interfaces
between these components, confront certain threats as listed in ISO/IEC 24745:2022, Tables 1 and 2,
including:

— threats to data capture: presentation attacks against the biometric capture subsystem;
— threats to signal processing: unauthorized manipulation of data during processing;

— threats to comparison: manipulation of comparison scores;

— threats to storage: database compromise;

— threats to decision: hill-climbing attack, threshold manipulation;

— threats to the interfaces between data capture, signal processing, and comparison: eavesdropping,
replay, or brutal force attack on the biometric sample and feature;

— threats to the interface between storage and comparison: eavesdropping, replay, person-in-the-
middle (PITM), or hill climbing attack on the biometric reference;

— threats to the interface between comparison and decision: comparison score manipulation.

Any applications depending on authentication using biometrics on mobile devices shall consider these
threats and decide whether to mitigate them or accept the corresponding risks.

5.3 Security challenges specific to authentication using biometrics on mobile devices

5.3.1 Diversity across mobile devices

The IT environments of mobile devices involved in mobile transactions are diverse and variable. There
is remarkable fragmentation across mobile devices, for example, different OSs, customized OS versions,
different trusted environment implementations and different biometric system implementations.

Therefore, it can be more difficult to integrate all these components without vulnerabilities, even if each
component is securely implemented. And it is generally harder for authentication service providers to
guarantee security across environments involving a multiplicity of different mobile devices where a
single party cannot manage the entire workflow.

5.3.2 Open computation environment

Unlike dedicated biometric systems, most mobile and other user-owned devices use open computation
environments, for example, installable application software, which can include malware. This exposes
more attack surfaces to the adversary.

Some mobile devices have a secure processing pipeline such that an operating system or kernel
compromise cannot allow data to be directly injected to falsely authenticate as the user. However, if the
authentication service provider can’t ensure such a secure processing pipeline, this creates a significant
and hard to mitigate security and privacy risk.

5.3.3 Operation in an unsupervised environment

An authentication operation on a mobile device can occur anywhere, anytime. In most cases, the
authentication operation is carried out in an unsupervised environment, which can increase the risk
compared to operations in supervised systems.

An unsupervised environment can facilitate presentation attacks, physical attacks on the device, and
authentication attacks without the mobile device. An unsupervised environment also presents risks
to enrolment as it can be difficult to ensure that the right person’s biometrics is being enrolled without
proper electronic verification using an identity document.
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