ETS| TS 124 502 V15.8.0 (2024-07)

. “E'-“:"::--—

TECHNICAL SPECIEICATION

5G;
Access to the 3GPP 5G Core Network (5GCN)
via non-3GPP access networks
(3GPP TS 24.502 version 15.8.0 Release 15)

H°56

A GLOBAL INITIATIVE


https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 1 ETSI TS 124 502 V15.8.0 (2024-07)

Reference
RTS/TSGC-0124502vf80

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure
https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 2 ETSI TS 124 502 V15.8.0 (2024-07)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under https.//webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx
https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 3 ETSI TS 124 502 V15.8.0 (2024-07)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
0= Yo o RS 7
1 o0 o< TP P URUP PRSPPSO 8
2 L= 1= 1= U 8
3 Definitions, symbols and abbreviationS .............cceieeeii e e e 9
31 D= T aT] (0] TP P TR PRTUPTPPURRSI 9
3.2 ADDIEVIBLIONS ...ttt ettt b et ese e bt sh e b e e he e ae e s e e ne e b e eReeh e e Re et e e e bt bt eheene e e ne e 10
4 LT o1 | S 10
4.1 OVEIVIBW ...ttt et ettt e e et e st e e te e beeatesaeesaeeeae e beeabeeaseesseeheeabeebeeabeessesnsesaeesaeesseenseenteenteessesseesteessnns 10
4.2 UNLMUSEEO @CCESS......c.uveiiie it itee it ettt ettt e et e et e et e e tesaeesaeesheesbeeteeaseeaseebeaabe e beenteensesasesteentesnsesneesaeesanesseenseenseans 10
43 Lo (= 01 L =TT 11
431 UL = T (=g (] (=TRSOOSR 11
432 FODN fOr NSIWF SEIECHON......ccuiiieieiesiesieie ettt sttt sttt sttt e sbeste e ebe e es 11
4.4 QUAITLY OF SEIVICE SUDPPIONT ....veeveeteeteeteeteetestestee st e st e steesteeteesseeseeeseesseesseesseesseeseaneeessesseeseanseensennsesneessensnnns 11
44.1 LCT= 0T o SO PPSPPSN 11
442 QoS differentiation in untrusted NON-3GPP GCCESS.........ciiiiiiie et sre e nae e 11
4421 LC T o1 =TT 11
4422 (0 10 1S 3= o 0= 1 T USSR 11
4.4.2.3 QOS differentiation iN USEN PLAINE ......c.ciuiieiieieetereet et nn s 12
4424 REFIECHIVE QOS ...ttt ettt st et e b e ae et e neeseesbesaeeaeeseeneeneensensesbeseeeneeneeneeneens 12
4425 QOS ENFOICEMENT ...ttt ettt et e et e st e tesaeeae et eneese e st e sbeseeebesaeeseeneenseseseesbesneeneeneenseneens 12
5 Network discovery and SEIECHION .........coviiiiiiicie ettt et s b e e sreereenaenbeereas 12
51 GBNENEL ...ttt b b h ek E R £ R e R R R e R £ A e e R £ e R e R e EeARe b e e Re R e e e e b e Rt ehe bt e Rt ene e ennes 12
5.2 ACCESS NELWOIK Ti SCOVENY PrOCEUUIE ........eeiieeieeieeeeteseesee st e ste et e e e eseeste e te e teetesseessaesaeesseeseenseenseeneessenssens 12
521 (€T 0T - o O P R e o SO O PRRTP 12
5.2.2 Discovering availability of WLAN @CCESS NEIWOIKS.......ccceiiieiierieeieecieceeseeseeeie e ssassee e saesaesnaesneeenes 12
53 ACCESS NELWOrK SEIECHION PrOCEAUIE. .........eieeeeereeteeieeiesae st e st e steeteeteesaesteeste e teeteeneesaeesaeesseenseenseesseeneessenssnns 13
531 GENEN@l... .ttt ettt et et et e et e et e s aeesheeehe e bt eteeateeheeebe e beebeeteeaeeaaeeaaeebeereenaeeaeeeheeateeateereenreaaes 13
532 WLAN SEIECLION PrOCEAUIE ......cviiiieetieeet ettt bbbttt b et b e b 13
5321 (1= 0T - SRS UROPRSS 13
5.3.2.2 Manual MOde WLAN SEIECHION........c.eii ettt et re e beebeeabesbaesbeesreesreas 13
5.3.23 Automatic MOde WLAN SEIECHON.......oiiiieieee e st 13
54 Access NEtWOTK reSEl€CtION PrOCEAUIE ........c.oiuiieeirieeeterteet ettt b ettt b e e eb s b e b sreseene s 14
54.1 LCT= 0T o SO PPSPPSN 14
542 WL AN reSel€CHON PrOCEAUIE ......c..eiuieieeieie sttt ettt sttt sb bt e e e b e bt b e s st ebe e e e s et e sbenbesaeene e e ennenes 14
6 UE - 5GC NEIWOIK PIrOLOCOIS. ...ttt e eb e ane e n e 15
6.1 GENEIAl ..ottt et et e et et e e be e teeee et e ehe e bt ebeebeeateeheeaheeaheeabeeabeeteaaeeaheeateebeenteeteeaeeereesteenres 15
6.2 UNLMUSEEO ACCESSES......c.ueeitieitieite et ettt etteete e te e be e tesatesaeesaeesaeeabeeaseeaseeaseabeaateenteeabesssesasesaeentesnsesnsesaeesanesseareentenns 15
6.3 Authentication and authorization for accessing 5GS via an untrusted non-3GPP access network................... 15
6.3.1 GBNEN@l... .ttt ettt e et et e e tesaeesheeehe e bt eteeateeheebe e be e beeteeaeeaaeeaaeebeereeaeeeaeeaheeateeateereenreeaes 15
6.4 Handling of ANDSP INFOMMELION.........ctiiiiiriieert ettt 15
6.4.1 GBNEN@l... .ottt ettt ettt e et e et e et e saeesheeehe e bt eateeateeheeateebeebeeteeaeeaaeeaheebeereeaaeeaeeeheenteeareereanreaaes 15
6.4.2 L] o 0= 1= 16
6.4.2.1 LC T o1 =TT 16
6.4.2.2 Use of WLAN SaleCtion iNfOrMEatioN .........coeieeiiieeie et 16
6.4.2.3 Use of N3AN node configuration information............ccccueiiereesieie s 16
6.4.3 ANDSP information from the NEIWOTK ..o e 16
7 Security association management PrOCEAUIES............ovrieereereeeereeeereeseeeeseesseeseeseeeeessesseessessesseseesnes 16
7.1 GENEIAl ..ottt ettt e et e st e e te e be e te e eeeeeehe e bt ebeebeeateehteaheeaheeaheeabeeteaaeeaaeeareeabeenteeteeaeeereesreenres 16
7.2 N3AN NOUE SEECHION PIrOCEAUIE .......cvitieetertieetertee ettt sttt e e bbb e b e st b e bt ebe e ens 17

ETSI


https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 4 ETSI TS 124 502 V15.8.0 (2024-07)

721
722
723
724
7241
7242
7243
7244
7.244.1
7.244.2
72443
7.3
731
732
7321
7322
7323
7.3.3
7331
7.3.3.2
7333
734
7.3.5
74
74.1
742
7421
7422
7423
74.3
7431
7432
7433
7.5
751
752
7.5.3
754
755
7.5.6
7.6
7.6.1
7.6.2
7.6.3
7.7
7.7.1
7.7.2
7721
7.7.22
7.7.23
7.7.3
7731
7.7.3.2
7.7.33
7.7.4
7.7.5
7.8
781
7.8.2
7.8.3
784
7.9

(€71 PR 17
N3AN node configuration iNfOMMELTON. .........cieiiiiiie e e 17
Determination of the country the UE iSIOCAIEA IN........ccoiiiiiriiiiece e 17
NBAN NOUE SEIECLION. ...ttt sttt a et e e eeseesbesaeese e e eneeeeseesteseeeseeneenseseeas 17
LT 07 PP 17
Determine if the visited country mandates the selection of N3IWF in thiscountry..........ccccccccevevene. 18

UE procedure when the UE only supports connectivity With N3IWF ..o, 18

UE procedure when the UE supports connectivity with N3IWF and ePDG.........cccccevvvveenvesiecieenen, 20
GBNETEL ...t h e bR bR R a £ et et e tenE e b eheehe e e nennen 20

N3AN node SEIECtion fOr IMS SEIVICE........cciiirieie it 20

N3AN node selection for NON-IMS SEIVICE ......c.oiiiiiieeeeee e 24

IKE SA establiShment PrOCEAUNE ........cc.eiieiitieeieiteree sttt n s 26
(€71 PR 26
IKE SA and signalling 1Psec SA establishment proCedure...........cooureiireeneneenesee e 27
IKE SA and signalling IPsec SA establishment initiation............cocooeerineineneineneee e 27

IKE SA and signalling IPsec SA establishment accepted by the network ... 27

IKE SA and signalling IPsec SA establishment not accepted by the network ...........cccoocvecviviiennns 29
EAP-5G S2SSi0N OVEr NON-3GPP BCCESS ......ccuvititiitisteeieeeeie sttt st ettt ee st s ae bt bt sse e b see b e sseenesbesneeneennens 30
GBNETEL ...ttt b bbb h e e R eE R R e Re et e e e e e e e beeR e beeheebe e e nnennen 30
EAP-5G session completion initiated by the NEWOTK............ccceeeeiceiieeieeseee e 31
EAP-5G session completion initiated by the UE ..o 31
ADNOrMAl CESESTNTNE UE ... bbbt s b et 32
ADNOrMaAl CaSESTNTNE NSBIWF ...ttt st ae e e b e ene e eneees 32
IKEV2 SA del€ion PrOCEOUNE ........oeitiieiieiert ettt b bbb e bbbt e s 32
(€71 PR 32
IKE SA deletion procedure initiated by the N3IWFE ..o e 33
[KE SA deletion iNITTAHON. .....c..coieie e st e et e st esaesneese e e eneees 33

IKE SA deletion accepted by the UE ... 33
ADBNOrMal CaSES TN TE NSIWWF ... e e b et 33

IKE SA deletion procedure initiated by the UE............coue et 33
[KE SA del@tion INITTBHION. .....c..coiiiieiietere ettt e e b e sbe e e e 33

IKE SA deletion accepted DY the NSBIWF ........co i s e 33
ADBNOrMaEl CASESTNTNE UE ... .o i bbb e 34

User plane [PSeC SA Creation PrOCEAUIE .........cc.eiiuiieiereeieieste sttt ettt b e sbe et 34
LT 1= TSSO 34
Child SA creation procedure INITIATON ..........cccoereirereere ettt b e e sbe e ebe e nnenens 34
Child SA creation procedure accepted by the UE.............ooo i 34
Child SA creation procedure not accepted by the UE............ccooiiiiiniceee e 34
ADNOIMAl CASESTNTNE UE ... et e et s neene e e e es 35
ADNOrMal CaSESTNTNE NSBIWWF ... bbb et b e 35
IPseC SA MOdifiCation PrOCEUUIE..........ccueeiieee e cee st et ete et e st e e e s te s e sreesreeseeaseeseesseesseesseesseeseensennennnes 35
GBINENEL ...ttt b h e bR AR R R £ e e e R e R SR e Rt Rt ehe e e e b e bR e ebesneene et nres 35
N3IWF procedure for IPsec child SA modifiCation............ccccveeie e 35
UE procedure for IPsec child SA MOdifiCalion...........ccocveiieiieiesie e 35
IPSEC SA dEl€liON PrOCEUUIE. ......coiuieee ettt et e e s esreeste et e sseesseessaesseesseesseeseensenneennns 35
(71 PP R 35
N3IWF-initated child SA deleion PrOCEAUNE.........cooieiiireeee et 36
N3IWF-initiated child SA deletion procedure iNitiation ..o 36
N3IWF-initiated child SA deletion procedure accepted by the UE ... 36
AbNOrmMal CaSESTNthE NSIWWF ...t ettt st eee e et e 36
UE-initiated child SA deletion PrOCEAUNE..........c.oiieiiiieertere et 36
UE-initiated child SA deletion procedure initiation.............ccovceeveeieecieeeeseeseee e 36
UE-initiated child SA deletion procedure accepted by the N3IWF .........coovecvece e 36
ADNOrMaEl CASESTNTNE UE ... .o it 37
ADNOrMAl CESESTNTNE UE ... bbbt e b e e 37
ADNOrMaAl CaSESTNTNE NSBIWWF ... b e 37
UE-initiated [iVeness CheCK PrOCEAUNE.........c.iieiieiieiert et 37
(€71 PR 37
UE-initiated liveness check procedure initiation ...........c.coeveoeeeriiene et 37
UE-initiated liveness check procedure COMPIELION............ooriiiirieiierecerieree st 37

F Y o]0 0 o S TSR 37
Network-initiated liVeness CheCK PrOCEAUIE............coi it 38

ETSI


https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 5 ETSI TS 124 502 V15.8.0 (2024-07)

791 (€71 PR 38
7.9.2 Network-initiated liveness check procedure iNitiation............cocoereirereeneneee e 38
7.9.3 Network-initiated liveness check procedure COMPIELION ..........cooeieiiriiieieee e 38
794 F N o]0 0 o S TSP 38
7.10 [KE SA reKeYiNG PrOCEAUIE ..ottt ettt sttt e st b e se e b bbb e eb e e et b e s e ne bt st e e eb e s e ens 38
7.10.1 (=0T o SO PPSPPSN 38
7.10.2 N3IWF-initiated |KE SA rekeying PrOoCEAUNE ..........ocieiieeieieee et sieeste et ae et reeteseesneeenes 38
7.10.2.1 N3IWF-initiated IKE SA rekeying procedure initiation ...........c.ccecceeveeieeieeieeseeseeseese e ee e 38
7.10.2.2 N3IWF-initiated IKE SA rekeying procedure COMPIELioN..........ceceeierceicn e 38
7.10.2.3 ADNOIME] CBSES. ...ttt ettt et b bt bt e e et e s et eb e s aeeb e et e e e eesbenbesaeer e e e enne e 39
7.10.3 UE-initiated IKE SA rekeying ProCRAUIE........c.coiiiiiieeeeitereei ettt 39
7.10.31 UE-initiated IKE SA rekeying procedure initialion ...........ccccoeeereieneniene s 39
7.10.3.2 UE-initiated IKE SA rekeying procedure COMPIELION..........oiueiiirieererieiee e 39
7.10.3.3 W N o] 0] 00 0 =S TSR 39
711 IPSEC SA reKEYING PIrOCEAUIE ..ottt ettt b bbbt b bt b bbb e bt e e eb e e ens 39
7111 (€71 PR 39
7.11.2 N3IWF-initiated 1Psec SA reKeying ProCEAUIE ..........cueveereeseereese e see s e se e eete e ssaesrae e e sreenteseesneesnes 39
71121 N3IWF-initiated |Psec SA rekeying procedure initiation ...........ccocceeveeieeveecee e 39
7.11.2.2 N3IWF-initiated |Psec SA rekeying procedure COMPIELION..........ccevcereeieeiee e 39
7.11.2.3 ADNOIME] CBSES. ...ttt btttk et b bt bt et e e et e s e e e b e s bt eh e et e e e e e sbeebesaeene e e e e e 40
7.11.3 UE-initiated IPseC SA rekeying PrOCEAUNE............cccuieciere e see st e steeste et e et be e e ae e sreeteeeesneeenes 40
71131 UE-initiated I Psec SA rekeying procedure iNitialion ...........cceveeieiceeieeseese e e e 40
7.11.3.2 UE-initiated IPsec SA rekeying procedure COMPIELION. ...........oieirerieerieeee et 40
7.11.3.3 WY o] 0] 00 o =S RS 40
8 MeSsage tranSPOIt PrOCEAUIES ..........eccueiieeeeitecee ittt e s e e et esae et e s reeae st e eaeesbesbeensesaeessesbesaeeseeseesneesenrens 40
8.1 (€T 0T PSP PP USROSRP 40
8.2 Transport of NAS mMessages OVEr CONLIOI PLANE ........iiie et ee st e e e sne e e e enaesneesneas 40
821 LC1= 0T o SO PRPSPRPSN 40
8.2.2 IO 7= (= 0= 101 | = 1o o SRS 41
8.2.3 Establishment of TCP connection for transport of NAS MESSAgES........ccevvereeiieeerneeseeseee e saeseeseeees 43
8.24 Transport of NAS messages OVEr TCP CONNECLION.........ccvveiueiiieeiesieesteeseeiesee e seesreeseeeee e e sse e seesseeseens 43
8.25 Release of TCP connection for transport of NAS MESSAgES........cocirirrinerere et 43
8.3 Transport Of MESSAPES OVEY USEN PIANE.......cci ittt ettt ettt se et b e e b b e b b seebesreneeneas 43
831 (€71 PR 43
832 Generic routing encapsulation (GRE).........cociiiriiiiiieiie ettt b e s b e e ebesneneene 43
9 Parameters and COUING.........couiiuiiiieiieie ettt s re et st e s e st e ebeesbesbeensesbeeaeestesaeenseseesnnensesrens 45
9.1 GBNENEL ...ttt h bbb R £ R e R R R e R £ SR e ea £ e R e R e Ee ARt b e e Re R e e e e b e Rt eRe bt eneenee e ennes 45
9.2 3GPP speCific codiNg INFOIMALION. ........ceieeieeceece et sa e e e e reeereeneeenteeneeenaesneesreas 45
921 (18N 1 OSSP PSPTSN 45
922 Establishment cause fOr NON-3GPP 8CCESS..........coiiiriiieierie sttt et e b e 46
9.2.3 1Y 5 TP 46
9.24 IKEV2 NOtify MESSAgE TYPE VEIUE.......c.eiuiiiiieiiiteieit ettt ettt 47
9241 LT 0T SO RRRSUSR 47
9242 Private NOtify MeSSAgE - EITON TYPES. ....ccuiitirieuiriereeieste st sttt st sttt st sb e et sb e seebe b e s s e b b nnenens 47
9243 Private NOtify MeSSage - SIALUS TYPES ....cueeveriiieterieeeie sttt ettt r e eb e e b e ebe b nnenen 48
9.3 IETF RFC COUING INFOMMBLION ...ttt bbbt 48
931 LS Y2 N\ o L Y7 e 7= o - 48
9311 5G_QOS _INFO NOtify PAYIOBH........ccoiuieiriiriiisiriese e 48
9312 NAS_IP4_ADDRESS NOLIfY PAYIOAH .......coieeiiiieieiesienieie ettt s sbe st e neenens 49
9.3.13 NAS_IP6_ADDRESS NOLIfy PAYIOAH .......coeeeeirieieiesieieie ettt st st e eene 50
9314 UP_IP4_ADDRESS NOLtify PaylOad.........coeieirieiee ettt st st st neenens 50
9.3.15 UP_IP6_ADDRESS NOLtify PaYI0ad..........coueiiiiieieieieceie ettt er e s 51
9.3.16 NAS_TCP_PORT NOLIfY PAYIOAH ......c.eeeiiiiiieeiiiteseeieseseeesie sttt sesb e sne i 52
9317 N3GPP_BACKOFF_TIMER NOtify Payload..........cccoireiiinieiniereeesie s 52
9.3.2 BAP-5G MELNO........eoieiecieee ettt ettt et et e s ee s besae s e et eneeneeseeseesaeeneeneeneeseens 53
9321 LT 07 | PO 53
9322 IMIESSAGE FOMMIBL ...ttt bbb bbb e bt b e e b e b e se bt eb e se et e sb e e ebesbe e ebesbenneneas 53
93221 EAP-REQUESL/SG-SLart MESSA0E.....cc vt eeeeeeesteesteeteeiestesieeseesteesteeeesneesseeste e teesseesaessensseeseeeneesnsesans 53
9.3.2.2.2 EAP-RESDONSE/SG-NAS IMESSAGE .....evveeteeteeteeteesieetessaesseesseesseesseessesssassessesssesssesssesssesssessssssssnes 54
9.3.2.2.3 EAP-REJUESH/SG-NAS IMESSAGE. ... e evevereetereiseetesteseetesseeesesseseesessessesessessesessessesessessesessessesessessensases 56

ETSI


https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 6 ETSI TS 124 502 V15.8.0 (2024-07)

93224 EAP-REQUESH/SG-SEO0D MESSAGE ... vttt sttt see ittt se et sbe e b s sbe e ebe s ebe b e b e e enas 57
9.33 GRE encapsulated USEr dal@ PACKEL ...........oieueiirieiiiiereeie ettt st e b e e e b b e b e neenen 58
9.4 NAS MESSAGE BNVEIOPE ...ttt sttt bbb e bbbt s e et b s e e st bt se e e eb e e eae bt s et bt b e e en e e e e ens 60
Annex A (informative): ChangE NISLONY ..o 61
115 PR 64

ETSI


https://standards.iteh.ai/catalog/standards/etsi/6a1a4ef0-f597-47ee-943a-4e317c8c0a5d/etsi-ts-124-502-v15-8-0-2024-07

3GPP TS 24.502 version 15.8.0 Release 15 7 ETSI TS 124 502 V15.8.0 (2024-07)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies non-3GPP access network discovery and selection procedures, the access authorization
procedure used for accessing untrusted non-3GPP access networks.

The present document also specifies the security association management procedures used for establishing IKEv2 and
I Psec security associations between the UE and the N3IWF and the procedures for transporting messages between the
UE and the N3IWF over the non-3GPP access networks.

The present document is applicable to the UE and the network. In this technical specification the network refersto the
3GPP 5GCN and the untrusted non-3GPP access network.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[4A] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[5] 3GPP TS 33.501: " Security architecture and procedures for 5G System".

[6] IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[7] 3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks, Stage 3".

[8] 3GPP TS 23.003: "Numbering, addressing and identification".

[9] IETF RFC 3748: "Extensible Authentication Protocol (EAP)".

[10] 3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP
accesses.”

[11] IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[12] IETF RFC 4301: " Security Architecture for the Internet Protocol”.

[13] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[14] IETF RFC 2784: "Generic Routing Encapsulation (GRE)".

[15] IETF RFC 2890: "Key and Sequence Number Extensionsto GRE".

[16] 3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
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[17] 3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[18] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.
[19] |EEE Std 802.11-2012: "|EEE Standard for Information technology - Telecommunications and

information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)

Specifications'.

[20] Wi-Fi Alliance: "Hotspot 2.0 (Release 2) Technical Specification, version 1.0.0", 2014-08-08.

[21] ITU-T Recommendation E.212: "The international identification plan for public networks and
subscriptions’, 2016-09-23.

[22] 3GPP TS 24.007: "Mobileradio interface signalling layer 3; General aspects'.

[23] IETF RFC 4555: "I1KEv2 Mobility and Multihoming Protocol (MOBIKE)".

[24] IETF RFC 791: "INTERNET PROTOCOL".

[25] IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".

[26] IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and I1Pv6
Headers".

[27] IETF RFC 793: "Transmission Control Protocol".

[28] 3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[29] 3GPP TS 38.413: "NG Application Protocol (NGAP)".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

M TU: Maximum transmission unit (MTU) isthe largest PDU size which can be transmitted and received by a network
entity in one single IP packet without any need for IP fragmentation.

NWu: In this specification, NWu is the reference point between the UE and the N3IWF for establishing secure
tunnel(s) between the UE and the N3IWF so that control-plane and user-plane exchanged between the UE and the 5G
core network is transferred securely over untrusted non-3GPP access.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [2] apply:

5G Access Network
5G Core Network
5G QoS flow

5G QoSidentifier
5G System

PDU Session

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [8] apply:
NAI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [5] apply:

SUPI
SUCI
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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5GCN
5GS
5G-AN
5Q

5G Core Network
5G System

5G Access Network
5G QoS Identifier

AMF Access and Mobility Management Function
ANDS Access Network Discovery and Selection
ANDSP Access Network Discovery and Selection Policy
AUSF Authentication Server Function
CP Control Plane
DL Downlink
DNS Domain Name System
DSCP Differentiated Services Code Point
ePDG Evolved Packet Data Gateway
ESP Encapsulating Security Payload
FQDN Fully Qualified Domain Name
H-PCF A PCFinthe HPLMN
IP Internet Protocol
| Psec Internet Protocol Security
N3AN Non-3GPP Access Network
N3IWF Non-3GPP InterWorking Function
NAI Network Access Identifier
NAS Non Access Stratum
PCF Policy control Function
PDU Protocol Data Unit
QFI QoS Flow Identifier
RQI Reflective QoS Indicator
SA Security Association
SPI Security Parameters | ndex
SUPI Subscription Permanent Identifier
SUCI Subscription Concealed Identifier
TCP Transmission Control Protocol
UL Uplink
UP User Plane
UPF User Plane Function
V-PCF A PCFinthe VPLMN
WLANSP WLAN Selection Policy

4 General

4.1 Overview

The 5G core network supports the connectivity of the UE via non-3GPP access networks. In this rel ease of
specification, only untrusted non-3GPP access is supported.

4.2

Untrusted access

For an untrusted non-3GPP access network, the communication between the UE and the 5GCN is not trusted to be

secure.

For an untrusted non-3GPP access network, to secure communication between the UE and the 5GCN, a UE establishes
secure connection to the 5G core network over untrusted non-3GPP access viathe N3IWF. The UE performs
registration to the 5G core network during the IKEv2 SA establishment procedure as specified in 3GPP TS 24.501 [4]
and |[ETF RFC 7296 [6]. After the registration, the UE supports NAS signalling with 5GCN using the N1 reference
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point as specified in 3GPP TS 24.501 [4]. The N3IWF interfaces the 5GCN CP function via the N2 interface to the
AMF and the 5GCN UP functions via N3 interface to the UPF as described in 3GPP TS 23.501 [2].

4.3 Identities

4.3.1 User identities

When the UE accesses the 5GCN over non-3GPP access networks, the same permanent identities for 3GPP access are
used to identify the subscriber for non-3GPP access authentication, authorization and accounting services.

The Subscription Permanent Identifier (SUPI) is defined in 3GPP TS 33.501 [5]. The SUPI can contain either an IM S
or a network specific identifier as specified in 3GPP TS 23.501 [2]. A SUPI containing an IMS| isdefined in

3GPP TS 23.003[8]. A SUPI containing a network specific identifier always takes the form of a NAI as defined in
3GPP TS 23.003[8].

The Subscription Concealed Identifier (SUCI) isaprivacy preserving identifier containing the concealed SUPI as
specified in 3GPP TS 33.501 [5]. SUCI is calculated from SUPI. When the SUPI contains an IMSI, the corresponding
SUCI is derived as specified in 3GPP TS 23.003 [8]. When the SUPI contains a network specific identifier, the
corresponding SUCI in NAI format is derived as specified in 3GPP TS 23.003 [§].

User identification in non-3GPP accesses can require additional identities that are out of the scope of 3GPP.

4.3.2 FQDN for N3IWF Selection

An N3IWF FQDN is either provisioned by the home operator or constructed by the UE in either the Operator Identifier
FQDN format or the Tracking Area ldentity FQDN format as specified in 3GPP TS 23.003 [§],

The N3IWF FQDN is used as input to the DNS mechanism for N3IWF selection.

4.4 Quality of service support

44.1 General

When the UE accesses the 3GPP 5G System (5GS) via non-3GPP access networks, the same QoS flow based 5G QoS
model and principles are followed as described in 3GPP TS 23.501 [2]. For PDU sessions that were established over
non-3GPP access, the QoS flow remains to be the finest granularity of QoS differentiation in the PDU Session.

4.4.2 QoS differentiation in untrusted non-3GPP access

4421 General

For untrusted non-3GPP access, the N3IWF is the access network node that provides QoS signalling to support QoS
differentiation and mapping of QoS flows to non-3GPP access resources.

4.42.2 QoS signalling

A QoS flow is controlled by the SMF and can be preconfigured, or established viathe UE requested PDU Session
establishment via untrusted non-3GPP access procedure, the UE or network requested PDU session modification via
untrusted non-3GPP access procedure. (see 3GPP TS 23.502 [3]),

During PDU session establishment, based on local policies, pre-configuration and the QoS profiles received, the
N3IWF determines the number of IPsec child SAsto establish and the QoS profiles associated with each | Psec child
SA. The N3IWF then initiates IPsec SA creation procedure to establish Child SAs associating to the QoS flows of the
PDU session.
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4.4.2.3 QoS differentiation in user plane

For uplink, the UE associates an uplink user data packet with a QFI as specified in 3GPP TS 24.501 [4]. The UE shall
then encapsulate the uplink user data packet and the QFI associated with the uplink user data packet in the GRE header
and select IPsec child SA based on PDU session and QFI associated with the uplink user data packet as specified in
subclause 8.3.

For downlink, the UPF maps the user data packet to a QoS flow. The N3IWF shall determine the IPsec child SA to use
for sending of the downlink user data packet over NWu based on mapping of the QoS flow to the IPsec child SA based
on QFI of the QoS flow of the user data packet and the identity of the PDU Session of the user data packet.

4.4.2.4 Reflective QoS

Reflective QoS is a so supported when the UE accesses the 5GCN via untrusted non-3GPP access network as specified
in 3GPP TS 23.502 [3]. If the N3IWF receives adownlink user packet associated with Reflective QoS Indicator (RQI),
the N3IWF shall set the RQI in the GRE header when the N3IWF encapsulates the downlink user data packet into a
GRE encapsulated user data packet as specified in subclause 8.3.

4425 QoS enforcement

If the UE is provided with maximum flow bit rate (MFBR) for UL for a QFI as specified in 3GPP TS 24.501 [4], the
UE should send user data packets associated with the QFI with a bitrate lower than or equal to the maximum flow bit
rate (MFBR) for UL.

5 Network discovery and selection

5.1 General

The following aspects are included when selecting a 5GC network and routing traffic via the 5GC network:
a) access network discovery procedures as defined in subclause 5.2;
b) access network selection procedures as defined in subclause 5.3; and

C) access network reselection procedures as defined in subclause 5.4.

5.2 Access network discovery procedure

521 General

If PLMN selection specified in 3GPP TS 23.122 [13] is applicable (e.g., a switch-on, recovery from lack of 3GPP
coverage, or user selection of applicable 3GPP access technology), the PLMN selection to select the highest priority
PLMN according to these specificationsis performed before any access network discovery.

In the access network discovery procedure, the UE can get ANDSP information on available access networksin its
vicinity and can use this information when determining the presence of operator preferred access networks.
Determination of the presence of access networks requires using radio access specific procedures, which are not further
described here.

5.2.2 Discovering availability of WLAN access networks

The UE may obtain WLAN Selection Policy (WLANSP) rulesinformation by pre-configuration or by downloading the
policy information from the PCF as specified in 3GPP TS 23.503 [16]. The policy contains the UE access network
discovery and selection related policy information to help the UE in discovering and selecting a WLAN access network
(see 3GPP TS 24.526 [17]).
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The UE may receive multiple valid WLANSP rules. When the UE isin the home PLMN, the UE uses the valid
WLANSP rules from the home PLMN to select an available WLAN. When the UE is roaming and the UE has valid
rules from both HPLMN and VPLMN, the UE gives priority to the valid WLANSP rules from the VPLMN. A
WLANSP ruleisvalid if it meets the validity conditions included in the WLANSP rule (if provided).

The UE may apply the techniques specific to the WLAN access technologies to discover available WLAN access
networks. Such techniques will not be further described here.

In addition, the UE may obtain information on operator preferred WLAN access networks via ANDSP.

5.3 Access network selection procedure

531 General

In this release of the specification, only selection of WLAN access network is supported. The ANDSP policy contains
WLANSP rules for the UE to select aWLAN access network. Rules for selecting other types of hon-3GPP access
networks are not specified.

5.3.2  WLAN selection procedure

5.3.2.1 General
The purpose of the WLAN selection procedure isto create aprioritized list of selected WLAN(S).

The UE shall perform WLAN selection based on the user preferences and WLANSP rules. The UE may be provisioned
with WLANSP rules from multiple PLMNSs. User preferences take precedence over the WLANSP rules.

The user preferences are used to select between the automatic WLAN selection procedure or the manual WLAN
selection procedure:

- if user preferences are present, the UE shall determine the prioritized list of selected WLAN(S) using the manual
mode WLAN selection procedure (see subclause 5.3.2.2); and

- if user preferences are not present or if thereis no user-preferred WLAN access network available, the UE shall
determine the prioritized list of selected WLAN(S) using the automatic mode WLAN selection procedure (see
subclause 5.3.2.3).

5322 Manual mode WLAN selection

The UE creates a prioritized list of available WLAN(S). The creation of the prioritized list isimplementation specific.

5.3.2.3 Automatic mode WLAN selection

The UE shall first determine valid WLANSP rules for WLAN selection:
a) if the UE isnot roaming over 3GPP access, the UE shall use the valid WLANSP rules from the HPLMN;

b) if the UE isroaming over 3GPP access, the UE may have valid WLANSP rules from both the VPLMN and the
HPLMN. WLANSP rules from the HPLMN will have lower priority from the WLANSP rules from the VPLMN.

The UE shall then determine the selected WLAN(S) according to the following steps.

a) usethe procedures specified in the |IEEE 802.11-2012 [19] to discover the available WLANSs. The UE may
perform ANQP procedures as specified in the IEEE 802.11-2012 [19] or the Hotspot 2.0 [20] to discover the
attributes and capabilities of available WLANS. If the UE supports ANQP procedures, the UE may send an
ANQP request for lists of service providers (i.e. ANQP-elements "Domain Name", see |IEEE 802.11-2012 [19])
and PLMN identities (i.e. ANQP-element "3GPP Cellular Network", see 3GPP TS 24.302 [7]); and

b) if the UE has performed ANQP proceduresto discover the attributes and capabilities of available WLANS,
compare the attributes and capabilities of the available WLANSs with the group of selection criteria of the valid
WLANSP rules and construct a prioritized list of available WLANSs that fulfill the selection criteria.
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