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European foreword

The text of ISO/IEC 29101:2018 has been prepared by Technical Committee ISO/IEC JTC 1 "Information
technology” of the International Organization for Standardization (ISO) and has been taken over as
EN ISO/IEC 29101:2021 by Technical Committee CEN-CENELEC/ JTC 13 “Cybersecurity and Data
Protection” the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by April 2022, and conflicting national standards shall be
withdrawn at the latest by April 2022.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN and CENELEC websites.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Roniania),Serbia, /Slovakiaj, Slovenia) Spdin, Sweden,/Switzerland, Turkey and the
United Kingdom.

Endorsement notice

The text of ISO/IEC29101:2018_ has, been approved, by CEN-CENELEC as EN ISO/IEC 29101:2021
without any modification.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voliintdry‘natureof/standards, theé neaning of1SO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principlesyin theyTechnical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Technieal Commlttee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Security techniqtes.

This second edition cancels and replaces the first edition (ISO/IEC 29101:2013) which has been
technically revised. The main change compared to the previous edition is that old Annex D has been
removed.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

iv © ISO/IEC 2018 - All rights reserved



ISO/IEC 29101:2018(E)

Introduction

This document describes a high-level architecture framework and associated controls for the
safeguarding of privacy in information and communication technology (ICT) systems that store and
process personally identifiable information (PII).

The privacy architecture framework described in this document:

— provides a consistent, high-level approach to the implementation of privacy controls for the
processing of PIl in ICT systems;

— provides guidance for planning, designing and building ICT system architectures that safeguard the
privacy of PII principals by controlling the processing, access and transfer of personally identifiable
information; and

— shows how privacy enhancing technologies (PETs) can be used as privacy controls.

This document builds on the privacy framework provided by ISO/IEC 29100 to help an organization
define its privacy safeguarding requirements as they relate to PII processed by any ICT system. In some
countries, privacy safeguarding requirements are understood to be synonymous with data protection/
privacy requirements and are the subject of data protection/privacy legislation.

© ISO/IEC 2018 - All rights reserved v
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Information technology — Security techniques — Privacy
architecture framework

1 Scope

This document defines a privacy architecture framework that:

— specifies concerns for ICT systems that process PII;

— lists components for the implementation of such systems; and
— provides architectural views contextualizing these components.

This document is applicable to entities involved in specifying, procuring, architecting, designing,
testing, maintaining, administering and operating ICT systems that process PII.

It focuses primarily on ICT systems that are designed to interact with PII principals.

2 Normative references

The following documeéntscare referred tol in/theitext in such, a/way, that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition'of thereferenced’ dacument (including any amendments) applies.

ISO/IEC 29100, Information technology — Security.techniques — Privacy framework
ISO/IEC/IEEE 42010, Systems and software engineering — ‘Architecturedescription

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29100 and ISO/IEC/
IEEE 42010 apply.

4 Symbols and abbreviated terms

The following abbreviations apply to this document.

ICT Information and Communication Technology
PET Privacy Enhancing Technology

PII Personally Identifiable Information

5 Overview of the privacy architecture framework

5.1 Elements of the framework

The privacy architecture framework presented in this document is intended as a technical reference
for developers of ICT systems that process PII. This document does not set requirements for privacy
policies; it assumes that a privacy policy is in place and that privacy safeguarding requirements have
been defined and that appropriate safeguards are implemented within the ICT system.

© ISO/IEC 2018 - All rights reserved 1
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This architecture framework focuses on the protection of PII. Since this is partly a security goal,
ICT systems processing PII should also follow information security engineering guidelines. This
architecture framework lists some information security components that are critical for safeguarding
PII processed within ICT systems. The architecture framework presented is based on the model used in
ISO/IEC/IEEE 42010.

The stakeholders related to these concerns are the privacy stakeholders defined in ISO/IEC 29100. They
are discussed in more detail in Clause 6.

The concerns for the architecture framework are described in Clause 7 and include the privacy
principles of ISO/IEC 29100 and privacy safeguarding requirements specific to an ICT system.

The architecture framework is presented as follows:

a) the layers of the technical architecture framework in 8.2 show the architecture from a component
viewpoint. Each layer groups components with a common goal or a similar function;

b) the deployment model in 8.3 shows the architecture framework from a standalone ICT system
viewpoint. Each view shows a grouping of the components based on their deployment in the
stakeholders’ ICT systems; and

c) the views in 8.4 show the architecture framework from an interaction viewpoint. The views
illustrate how the components interact between ICT systems of different stakeholders.

The architecture framework also presents correspondence rules between the concerns and viewpoints
through the use of mapping tables.

| ~
Lo
ISOAEE 2o10i 1211 Jother }
concerns | concerns |
|
| B/ R, - ——
affect [ affect
v
| C T ___
! I
— ISO/IEC 29101 | Other [
. components I components |
e I
ISO/IEC 29101
actor ICT system processing PII

Figure 1 — Elements of the privacy architecture framework in context

Figure 1 illustrates the relationship between the elements of the privacy architecture framework.
The central element of the architecture framework is the ICT system being built. An ISO/IEC 29101
actor uses the ICT system. The design of the ICT systems is affected by both concerns addressed in this
document and also other concerns. Examples of other concerns include non-functional requirements
that affect the performance, accessibility and design of the ICT system and do not affect the functional
processing of PII. These other concerns are out of the scope of this document.

The ICT system can contain components from the privacy architecture framework of this document as
well as other components. These components do not process PII, but instead handle other functionality
in the ICT system like providing accessibility or rendering special user interfaces. Such components are
out of the scope of this document.

2 © ISO/IEC 2018 - All rights reserved
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5.2 Relationship with management systems

The use of a management system enables PII controllers and processors to more effectively meet
their privacy safeguarding requirements using a structured approach. This structured approach also
provides PII controllers and processors the ability to measure outcomes and continuously improve the
management system'’s effectiveness.

An effective management system is as transparent as possible but still impacts people, processes
and technology. It should be part of the internal control program and risk mitigation strategy of an
organization and its implementation helps to satisfy compliance with data protection and privacy
regulations.

6 Actors and PII

6.1 Overview

The actors of the ISO/IEC architecture framework are the privacy stakeholders involved in PII
processing described in ISO/IEC 29100. These actors are:

a) the PII principal;
b) the PII controller; and
c) the PII processor.

NOTE The “third party” defined as one of the four categories of the actors in ISO/IEC 29100 is out of the
scope of the architecture frameworkspecified in this do¢ument.

From the deployment viewpoint, the architecture framework is divided into three parts. Each part
applies to the ICT system deployed from!théxriewpoint of'each of these actors.

Figure 2 shows the ICT systems.ofthe actors.and the flows of Pll between these ICT systems. Itillustrates
the logical division of functionality for the architecture framework described in this document. It is
not intended as a representation of the physical structure, organisation or ownership of ICT system

ot - . -

The ICT The ICT The ICT
system of the system of the system of the
PIl principal PIl controller PIl processor
Pl Pll Pll
principal controller processor

Figure 2 — Actors and their ICT systems according to this document

An actor can be responsible for building the ICT systems that it uses, or not. For example, the PII principal
can use a system built by and the responsibility of the PII controller or the ICT system of the PII principal
can be a part of the ICT system of the PII controller. Furthermore, the functionality of the ICT system

© ISO/IEC 2018 - All rights reserved 3
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