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Foreword

ISO (the International Organization for Standardization) amd=tE€—{tre—tntermational-Elcetrotechnicat

organizations, governmental and non-governmental, in
liaison with ISO-aﬂcH-EG also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of should be noted. This document was drafted in accordance
with the editorial rules of the ISO/IEC Directives, Part 2 (see wwarisororgrdirectiveswww.iso

org/directives).

Attention is drawn to the possibility that some
of patent rights. ISO amd=HE€=shall not be he
rights. Details of any patent rights identifie
Introduction and/or on the ISO list of pat

& 5 W

.org/patents). Qg. b
s@forr@goﬁ gzi‘ven for the convenience of users and does not

Any trade name used in this docu@
constitute an endorsement. ‘Q% %@, 0\\1\6\ Y

%@e elements $\th15 document may be the subject
espon51ble 1dent1fy1ng any or all such patent
the de\@?fqﬁ:ment of the document will be in the
e@ratlons g,é@ved (see wwrwiserorg/patentswww.iso

meaning of ISO specific terms and

nt, as well as information about adherence to
‘vrmaples in the Technical Barriers to Trade (TBT) see the
www.iso.org/iso/foreword. html|

For an explanation on the
expressions related to conformity asses
the
following URL:

23
\6\‘3 b&Q\

ISO/IEC]JTC 1, Information tech#ology, SC 27, IT Security techniques.
This

i fom-&-h- edition cancels and replaces the edition (ISO/IEC 27000: , which
has been technically revised.

Clause 3

Clause 5
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Introduction

0.1 Overview

International Standards for management systems provide a model to follow in setting up and
operating a management system. This model incorporates the features on which experts in the field
have reached a consensus as being the international state of the art. ISO/IEC JTC 1/SC 27 maintains an
expert committee dedicated to the development of international management systems standards for
information security, otherwise known as the Information Security Management system (ISMS) family
of standards.

Through the use of the ISMS family of standards, organizations can develop and implement a framework
for managing the security of their information assets, including financial information, intellectual
property, and employee details, or information entrusted to them by customers or third parties. These
standards can also be used to prepare for an independent assessment of their ISMS applied to the
protection of information.

vi © ISO/IEC 2018 - All rights reserved
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Information technology — Security techniques —
Information security management systems — Overview
and vocabulary

1 Scope

This i provides the overview of information security management
systemss; terms and definitions commonly used in the ISMS family of
standards. This htemhml—ﬁtaﬂdmd_ is applicable to all types and sizes of organization
(e.g. commercial enterprises, government agencies, not-for-profit organizations).

A S ————
\
—https: //www.electropedia.org/

2434

access control

means to ensure that access to assets is authorized and restricted based on business and security
requirements (2:633.56)

2=3

attack

attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized
use of an asset

© ISO/IEC 2018 - All rights reserved 1
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2533

audit
systematic, independent and documented process (26*+3.54) for obtaining audit evidence and evaluating
it objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

2634
audit scope
extent and boundaries of an audit (2:53.3)

[SOURCE: ISO 19011:2011, 3.14, modified — Note 1 to entry has been deleted.]

2735
authentication
provision of assurance that a claimed characteristic of an entity is correct

2886 Q[ o
authenticity 46) P

property that an entity is what it claims to be QO &

) W
2:93.7 Q> S
availability
property of being accessible and usable upen waucthorlzed entity

2:103.8
base measure

% K =y
% q
measure (2=4%3.42) defined in terms -@an M and the method for quantifying it

) Ay 6
& O

Note 1 to entry: A base measure is functlonallxg?'l%eﬁendent of other mmerﬁ-ﬁﬂ-

—

2443.9

competence
ability to apply knowledge and skills to achieve intended results

242310
confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or
processes (2=6+3.54)

2433.11
conformity
fulfilment of a requirement (2:633.56)

244312

consequence
outcome of an event (2=253.21) affecting objectives (2563.49)

Note 1 to entry: An mﬁéﬁ- can lead to a range of consequences.

2 © ISO/IEC 2018 - All rights reserved
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is usually negative.

Note 2 to entri: A consequence can be certain or uncertain and, in the context of fformmertiomrsecority-(2=333

Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.

Note 4 to entry: Initial consequences can escalate through knock-on effects.

2453.13
continual improvement
recurring activity to enhance performance (2:593.52)

2463.14
control
measure that is modifying risk (2-683.61)

Note 1 to entry: Controls include any process (2%6%3.54), policy (2:663.53), device, practice, or other actions
which modify risk (2=683.61).

Note 2 to entry: Gml-rd-rnﬂry_ not zkways exert the i%n,tended or assumed modifying effect.

2473.15 < S
control objective
statement describing what is to be achie %sbh resu It Qﬁm@ementmg controls (2+63.14)

é > 6‘
2:183.16 &v S \%0 \e
correction n% é A
action to eliminate a detected nehconformity g@ﬂ)

({ 1\\ Qq,%

2:493.17 S
corrective action S’ &
action to eliminate the cause of a nor@gﬁbﬁf‘mlty (2s533.47) and to prevent recurrence

NN

Sl

220 &
data N

derived measure
measure (2=4#3.42) that is defined as a function of two or more values of base measures (2=+83.8)

[SOURCE: ISO/IEC- 15939:6}9-9-7,—279-, modified — Note 1 to entry has been deleted.]
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223

documented information

information required to be controlled and maintained by an organization (2=5%3.50) and the medium
on which it is contained

Note 1 to entry: Documented information can be in any format and media and from any source.
Note 2 to entry: Documented information can refer to

— the management system (2+463.41), including related processes (2:6*3.54);

— information created in order for the organization (2=5%3.50) to operate (documentation);
— evidence of results achieved (records).

224
effectiveness
extent to which planned activities are realized and planned results achieved

225321

event
occurrence or change of a particular set of circumstances

Note 1 to entry: An event can be one or more occurrences,

Note 2 to entry: An event can consist of something not p

Note 3 to entry: An event can sometimes be refer@? Q&an d@}t"?yr “accident”.

226 P
. x \:}\\ Qﬁ\,%
executive ““’“”ge';“’"' ittt ettt o330
S _
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)y )

!

external context

external environment in which the organization seeks to achieve its objectives (2=563.49)
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