ETSITS 133 501 v18.9.0 2025-04)

TECHNICAL SPECIFICATION

5G;
Security architecture and procedures for 5G System
(3GPP TS 33.501 version 18.9.0 Release 18)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TS 33.501 version 18.9.0 Release 18 1 ETSI TS 133 501 V18.9.0 (2025-04)

Reference
RTS/TSGS-0333501vi90

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 33.501 version 18.9.0 Release 18 2 ETSI TS 133 501 V18.9.0 (2025-04)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.501 version 18.9.0 Release 18 3 ETSI TS 133 501 V18.9.0 (2025-04)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ...ttt b bt et h b e s e bt e E R e e e s et Rt e bt Rt e e e e e e e e eb e b e e ns 2
AV TeTo = Y= g oY (= 01T 070] oo SRS 2
0= 11V o OSSPSR 17
1 o0 o< PSPPSR 19
2 REFEIEINCES .....ccveeeee ettt b bbb e b et et et e Rt e bt e b e e bt s b e s b et et et et e nenr e b ee 19
3 Definitions and @bhreVIatioNS...........ccueiriiirisie ettt 23
31 DT 1oL o] TSP 23
3.2 ADBDIEVIBLIONS ...ttt et r e et r e et r e e Rt et R r et r e een e e e ene s 27
4 Overview Of SECUNtY @rChItECTUNE ...........oiuiiiieece e e 29
4.1 S ol ] Y0 (0]0107= T = T OO OO PSRV PR 29
4.2 Security at the perimeter Of the 5G COre NELWOIK .........c.ciirieiiirieeseriee e 30
420 (€71 TSP 30
421 Security Edge Protection ProXy (SEPP) ..ottt 30
422 INter-PLMN UP SECUFLY (IPUPS).......ccoiirieiiiniereire ettt snene e 30
4.3 Security entitieS iN the 5G COre NEIWOIK...........eiieiie ettt ee e e e e e sae s ae e e sreesseesseesseesaesneesseesrens 30
5 Security requiremMents and FEEEUNES ...........ueiviriereee et e e e e 31
51 GENEral SECUMLY FEOUITEMENTS. ...eviutitereeie et sttt sttt sttt b bbbt b e bt b e b st e b e e et eb e s bbb 31
511 Mitigation of Didding OWN GEEACKS .........ceiiriiiieiiii e 31
512 Authentication and AULNOITZBLION...........coi ittt re e et seesaesneene e e eneees 31
513 Reguirements on 5GC and NG-RAN related tO KEYS ........cociiiiiiii e 31
52 ReqUIrEMENES ON ThE UE.........oiiiiiee ettt b et b e bbbt b ens 31
521 (€71 PR 31
5.2.2 User data and signalling data CoNfidentiality .........cceeieeieiieiee et 32
523 User dataand signalling data iNtegrity .........c.ccverierieeiere e see e eseessee e seeste e e et e te e se e e ereenesneeenes 32
524 Secure storage and processing of SUDSCHPtioN CredentialS ........cvvvveieerecce s 33
525 T 01 o T o o Y=o 33
53 RequIreMentS ONTNE ONB ... .cooiiiiieeee et st sa e e et e e e e e e e e ae e e teeate e te e e e sreesseesbeeneeenseanennans 34
531 LCT= 11 = TP P TSR P O SPR PRSPPI 34
532 User dataand signalling data Confidentiality ...........coeeereiiriniecneeeese e e 34
533 User dataand Signalling data iNtEgIity .........cooeerereiieree et 34
534 Reguirements for the gNB setup and CONfigUIatioN...........co.ccerireiininese e 35
535 Reguirements for key management inSidethe gNB..........coo e 35
536 Reguirements for handling user plane datafor the gNB ... 35
537 Reguirements for handling control plane datafor the gNB ... 35
5.3.8 Requirements for secure environment Of the gNB..........c.oooi e e 35
5.3.9 Requirements for the gNB FL INEITACES.........cveiieiiice et 36
5.3.10 Requirements for the gNB EL INTEITaCeS .......ccuvciiceiceee ettt 36
54 RequirementS ONthE NG-ENIB .......c.vi i s s re e e et e e s s e s teeste e testeesaeesteereensenneennes 36
55 S [T = 001 630 R S N 1 S 36
551 Signalling data CONfIAENTIAITLY ..........eeiirieiiieeereet e b e bbb i 36
552 SIgNAlliNG AL TNEEGITLY .....veeeteiteeeterte ettt b et e et b e bbb et s b e seebesbennenea 37
553 SUDSCITDEN PIIVACY ...ttt b et b bbbt b e b e et b e s b e e et e sbeseebesbeneenea 37
5.6 ReqUITEMENES ON The SEAF ...t b bbbt e bt et b et e e ens 37
5.7 Yoo S 37
58 ReqUIreMENtS 0N the UDM ..ottt bbbttt e e bbbt ens 37
58.1 GENENTC FEOUITEIMENTS. ... eeteeteceieeteesteeste et eeteeeesseeste e teesteestesseesseesseesseeseaneeaseeaseesseenseeseenseesseessenssensennsennes 37
5.8.2 Subscriber privacy related requirementsto UDM and SIDF .........cccooevieii e 37
5.8a REQUITEMENIS ON AU SH ... ettt e s e s e s ae e aeeateeaeeeaeesse e se e teenteensesneesneesneesseanseensenns 38
5.9 COME NELWOIK SECUIITY ..veeuvieeeieeeieteesteestee e eestesseesteesaeesaeeaeenseesseeseesseesseenseenseeneesaeesseesaeesseenseenseensennsesnsessensnnns 38
59.1 TTUSE DOUNGBITES ...ttt et e e et r e n e r e n s 38
5.9.2 Requirements on service-based arChiteClUre..............oocv e 38
5921 Security Requirements for service registration, discovery and authorization .............cccoeevenecrcnnne, 38

ETSI



3GPP TS 33.501 version 18.9.0 Release 18 4 ETSI TS 133 501 V18.9.0 (2025-04)

5922 NRF SECUIMTY FEOUITEIMENTS ...ttt sttt sttt ettt ettt se bt sb e se et beseeb e s b e st et e sae e ebesbennenen 38
59.23 NEF SECUIITY FEOUITEIMIENTS. .....ecueitieeteiteieteste ettt ettt sttt st e et e et se et b e e e ebese e e ebesae e ebesbennenens 39
5924 Requirements on the Service Communication ProXy (SCP) ........ccocerireirineine e 39
593 Reguirements for €2e core network iNterConNECtioN SECUMLY .......c.covrveerereererieenie e 39
5931 LT 07 PP 39
5.9.3.2 Requirements for Security Edge Protection Proxy (SEPP) .........cccceveeieene e 40
5.9.3.2a Support for Messages generated by Roaming Intermediaries..........ccccvvcvve e veeve s 42
59.33 Protection Of @IIFDULES..........c.iiiieeee et r bbb nne 42
5.9.34 Requirements for IPUPS fUNCLIONGIITY .........ccoieeiiee et 43
5.9.35 Requirements for Network FUNCHIONS (NF).......cooviiieie ettt 43
5.10 Visibility @and CONfigUIaDITITY .........coiiriiiiieree et b e bbb e 43
5.10.1 SECUIMEY VISIDIHTTY ..ttt b bbbt st b e bt eb e b e e et e s b e e b e sbennenen 43
5.10.2 SECUItY CONFIGUIADITTITY ....veeeeiitiieeecete ettt b et bbb b b nnenea 43
511 Requirements for algorithms, and algorithm SEleCHiON ... 43
5111 AlQOrTtM TAENTITIEr VBIUBS......c.eceiitiece bbb bbb 43
51111 Ciphering algorithm identifier VAIUBS..........ccciiiiiiiiceeee s 43
511.1.2 Integrity agorithm identifier VAIUES...........cuoiee i ens 44
5.11.2 Requirements for algorithim SEIECHION.........c.occuieiece e 44
5.12 LR e o [ = 1 0 650 I € (SR 45
5.13 REQUITEMENTS ON INSSAAF ... ettt te e e e s aeeste e teeateaatessaesseesteesteensesneesneesseesseaseensenns 45
6 Security procedures between UE and 5G Network fFUNCLIONS...........cccoivirininienieneeeeesesese e 45
6.0 LT 0T SRS 45
6.1 Primary authentication and KeY agrEEIMENT ..........ccoiiiiiiieree et 45
6.1.1 AUthentiCation FraMEWOTK ..ottt e e ene e e e e e 45
6.1.1.1 LT 07 SRR 45
6.1.1.2 EAP TFAIMEBWOTK. ...t b et se et b e bt saeebe e e e 46
6.1.1.3 Granularity of anchor key binding to SErving NEWOIK............cviierierieie e 46
6.1.1.4 Construction of the Serving NEtWOIK NAIME...........cccivie e neees 47
6.1.14.1 SErVING NEIWOIK NAIME......ciiice et st et e et et e e s e s taeste e teeteenaesneesneesaeenseenseans 47
6.1.1.4.2 Construction of the serving network name by the UE...........ccco o 47
6.1.1.4.3 Construction of the serving network name by the SEAF ..o 47
6.1.2 Initiation of authentication and selection of authentication method ..............ccocooeriiiiii e 48
6.1.3 AULNENEI CALTON PrOCEAUIES ......c.eeieiietirtetee sttt b et b et b et b e st bbb e 49
6.1.3.1 Authentication procedure for EAP-AK A" ...t 49
6.1.3.2 Authentication Procedure fOr 5G AKA ... et 52
6.1.3.2.0 5G/AKAdards/etsa/310e7119:0250:4304:0274:2).09dR82509¢/ats1xt521. 332301 -0 L.&: 52
6.1.3.2.1 V2o o DRSSO 54
6.1.3.2.2 RES* verification failurein SEAF or AUSF OF DOth .........coiiiiiiiie e 54
6.1.3.3 Synchronization fallure of MAC fAIIUME .........ocue i 54
6.1.33.1 Synchronization failure or MAC fallure iNUSIM ........coooiiiiicicceceee e 54
6.1.3.3.2 Synchronization failure recovery in HOme NEtWOrK ...........ccooovicieiniesiesee e 54
6.1.4 Linking increased home control to subsequent ProCEAUIES .........ocue e ieereere e 55
6.14.1 0100 1 1 o PR 55
6.1.4.1a Linking authentication confirmation to Nudm _UECM _Registration procedure from AMF................ 56
6.1.4.2 Guidance on linking authentication confirmation to Nudm_UECM _Registration procedure from

N | PSSR 56
6.1.5 Home network triggered primary authentication ProCeduUIe............ccouoerieierrenenene e 57
6.1.5.1 LT 07 SRR 57
6.1.5.2 SECUMTY MECNANISITIS. ... eeiieeeie et ciestesee et ste et esteesteeteesteeseeste e teenteessesseesaeesaeesseenseensesnsenneessenssnns 57
6.2 Key hierarchy, key derivation, and distribution SChEME ........cccvveeieeii e s 59
6.2.1 L 4= = o Y2 59
6.2.2 Key derivation and distribution SChEME.............ccv it 61
6.2.2.1 KEYS TN NEIWOIK ENEITIES. ... eiieieieie e ce et sre e steesae et e e e e eneesteeneeenseenaesneesneesanes 61
6.2.2.2 L T 111 1SS 63
6.2.3 Handling Of USEr-relalet KEYS..........ciiiieiieee ettt et bbb 65
6.23.1 KIBY SEELING ..ttt et et b et b et b e et eb e s R e bt e e e bt e e e b e e R et bt nRe e bt b nnenea 65
6.2.32 KEY TAENEITICALION. ...ttt bttt b e et b e b se b b e b e sbennenea 65
6.2.3.3 KEY THFELIMES ...ttt b et b e et b e e h e b se e bt b se et eb e s b e e ebesbeneebeebenneneas 66
6.3 SECUITY COMEEXES ...ttt ettt sttt sttt sttt b et b e bt b e b e b e s b e e bt s R et eb e s E e e e bt e e e e eb e b e bt e b e e e emeebene e st eb e s e e neebenneneee 67
6.3.1 Distribution Of SECUNTY CONLEXES. .......coirieirtireeierie ettt sttt st b e e sb e 67
6.3.1.1 LC T o1 - TSRS 67

ETSI



3GPP TS 33.501 version 18.9.0 Release 18 5 ETSI TS 133 501 V18.9.0 (2025-04)

6.3.1.2 Distribution of subscriber identities and security data within one 5G serving network domain........... 67
6.3.1.3 Distribution of subscriber identities and security data between 5G serving network domains............. 67
6.3.1.4 Distribution of subscriber identities and security data between 5G and EPS serving network

o (o0 P RRRRSUSN 67
6.3.2 Multiple registrations in same or different serving NEWOIKS .........cccooeiiiieiiincine e 68
6.3.2.0 GENETA ...ttt E R R R R R R Rt b R 68
6.3.2.1 Multiple registrations in different PLIMINS.........ccooiiiicicece et 68
6.3.2.2 Multiple registrations in the SAME PLIMIN .........cooiiiiiii et nnees 68
6.4 NAS SECUITY MECHANISIMS.....cutiiieiie e iee sttt ees st e e s et e e sseesseesreesteesseeaesseesseasseenteenseeseesseesseesseeseensennennnns 69
6.4.1 (C1c 07 - OSSP TSP SP PR PPTRRPRTON 69
6.4.2 Security for MuUItiple NAS CONNECTIONS .........oiiiiriiiiteriee ettt be e besreseene 69
6421 Multiple active NAS connections with different PLIMNS ..o 69
6.4.2.2 Multiple active NAS connectionsin the same PLMN'S serving NetWOork ..........cccooeeeverecenieneeencnienens 69
6.4.3 NAS INLEGITLY MECNANISITIS ......uiitiieiiiteieie ettt b et b e et b e et be st et b e n e 70
6.4.3.0 LT 07 SRR 70
6.4.3.1 NAS input parameters to integrity algorithm..........oociiiii e 70
6.4.3.2 NAS INEGIILY BCHIVALION .....eeviiiecee et e st e e e e s e e s seesne e teenseenaeenaesneesseesanes 71
6.4.3.3 NAS integrity falure NandliNg..........coiieii e et esnaesreennees 71
6.4.4 NAS confidentiality MEChANISMS ........c.occuiiiicicceee ettt e aeeeesneeenes 71
6.4.4.0 GENETA ...ttt E R R AR R R R e R Rt R bRt 71
6.4.4.1 NAS input parametersto confidentiality algorithm ..o 71
6.4.4.2 NAS confidentiality @CHIVALION..........coiieiieie et e e te et enaesraesraesreeneees 71
6.4.5 HaNAIING Of NAS COUNTS ...ttt sttt bbbt b e bbbt b et b e et sb e st 72
6.4.6 Protection of initial NAS MESSAJE. ..ottt st b e et 72
6.4.7 Security aspectS Of SMS OVEN NAS ...t b e b b b e eb e b neenea 73
6.5 RRC SECUNTY MECNBNISITIS. ... .eueitiitiietiit ettt b et b bbbt b b et bt sb et eb e b s e b b e eb e e e ens 73
6.5.1 RRC INtegrity MECANISIMS . .......citiiiiiitiieetestesiei sttt bbb et b e et b et b e et b b et b b 73
6.5.2 RRC confidentiality MEChaNISIMS .........oiiiiiii bbb e 74
6.5.3 RRC UE capability transfer ProCEOUNE ..........ccieiieie ettt se st e st e et teeteeneeneeenes 74
6.6 UP SECUFTY MECHANISIMIS ...ttt s e et e s te e bt et e e saeste e te e teenseensesneesneesneesseansaensenns 74
6.6.1 L1 ol 1 V2 o] oY S 74
6.6.2 UP security activation MECNANISIM..........ccuiiiiiiesieie ettt e s e te e e e teeteennesneeenes 75
6.6.3 UP confidentiality MEChaNIiSMIS.........cccuviiiiiee ettt e e e e 77
6.6.4 UP iNtEGIitY MECHANISITIS......i ittt et b et b et b e et b e et nb e b 77
6.6.4.1 LT 7 - TSSO 77
6.6.4.2 UP integrity mechanisms between the UE and the gNB ..........ccooiiiiiineiceeee e 77
6.6.4.3 UP integrity mechanisms between the UE and the Ng-eNB ..o 77
6.7 Security algorithm selection, key establishment and security mode command procedure............ccoceveveeeennee. 78
6.7.1 Procedures for NAS algorithm SEIECHION .........ccooiiiiiiieee e e 78
6.7.1.1 Initial NAS security context estalliShMeNt .............cvoie e 78
6.7.1.2 N AV I o = o P 78
6.7.2 NAS security mode cOmMMand PrOCEAUNE ...........c.ecuiiiereereereeieseesee e seeesre e e aesraessaeste e se e teetesneesneesnes 78
6.7.3 Procedures for AS algorithm SEIECHION ..........ecieiieiiee et 80
6.7.3.0 Initial AS security context estalliShMENT ...........ccco i 80
6.7.3.1 D4 1721016 (0} = TSP 80
6.7.3.2 NP2 7= T o (01 SRS 80
6.7.3.3 Intra-gNB-CU handover/intra-ng-eNB handOVEr ............ccoiriiiiineiieeese e 81
6.7.34 Transitions from RRC_INACTIVE to RRC_CONNECTED StateS .......cooeevererereieeneneeeeeeeeeee e 81
6.7.3.5 RNA UPAELE PrOCEOUIE. .....c.ecviitieetiiteieeteet ettt sttt sttt b e et b e e e e bt s b e ebesbe e ebesbennenen 81
6.7.3.6 Algorithm negotiation for unauthenticated UESIN LSM ........cccoiiieiiiinnineeeeeee e 81
6.7.4 AS security mode COmMMANG PIrOCEAUNE ..........eviuiriiieeertiiei ettt ettt b et b st b st sbe e 82
6.8 Security handling iN StAtE trANSITIONS........c.cicveiieieere e ee e e sreeste et e e e sreeseenseenteesaesneessaesreas 83
6.8.1 Key handling at connection and registration state tranSitioNS...........ccvecuveceereeseeseere e 83
6.8.1.1 Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED dtates.............. 83
6.8.1.1.0 GENETA ...ttt R R R R bR Rt R b n b nen s 83
6.8.1.1.1 Transition from RM-REGISTERED to RM-DEREGISTERED .........ccccooeivniincneseeeenee 83
6.8.1.1.2 Transition from RM-DEREGISTERED t0 RM-REGISTERED ..........ccccooiiiiiieneie e 84
6.8.1.1.2.1 LC T 01 PP PRRRSRSN 84
6.8.1.1.2.2 Full native 5G NAS security context available...........cocooeiieiiinee e 85
6.8.1.1.2.3 Full native 5G NAS security context not available............coviieiniieinincee e 85
6.8.1.1.24 UE registration over a second access type to the same AMF ... 86
6.8.1.2 Key handling at transitions between CM-IDLE and CM-CONNECTED States.........ccocovvrereereeseenens 86

ETSI



3GPP TS 33.501 version 18.9.0 Release 18 6 ETSI TS 133 501 V18.9.0 (2025-04)

6.8.1.2.0 LCTC 0T - OSSPSR TSRS 86
6.8.1.2.1 Transition from CM-IDLE t0 CM-CONNECTED.........cccceiiiirererieeeeeeee e 86
6.8.1.2.2 Establishment of keys for cryptographically protected radio bearersin 3GPP access.................... 87
6.8.1.2.3 Establishment of keys for cryptographically protected traffic in non-3GPP access...........cccevvenene. 87
6.8.1.24 Transition from CM-CONNECTED t0 CM-=IDLE..........ccoiiiieeeeeeeee e 88
6.8.1.3 Key handling for the Registration procedure when registered in NG-RAN...........cccccveveveenieresiennne 88
6.8.2 Security handling al RRC State tranSItiONS .........cccveieeiieseerie et ee et e e e e eaesae e e sneesneenseenseens 89
6.8.2.1 Security handling at transitions between RRC_INACTIVE and RRC_CONNECTED states.............. 89
6.8.2.1.1 LC T g1 - PSS 89
6.8.2.1.2 State transition from RRC_CONNECTED to RRC_INACTIVE.......ccccviiiineineneeeeneese e 89
6.8.2.1.3 State transition from RRC_INACTIVE to RRC_CONNECTED to anew gNB/ng-eNB................ 89
6.8.2.14 State transition from RRC_INACTIVE to RRC_CONNECTED to the same gNB/ng-eNB .......... 91
6.8.2.2 Key handling during mobility in RRC_INACTIVE SLAE........cccoiriiririeereneeerie e 91
6.8.2.2.1 LCTC g1 o= OSSOSO P TSRS UT SRR 91
6.8.2.2.2 RAN-based notification area update to anew gNB/NG-eNB ..o 91
6.8.2.2.3 RAN-based notification area update to the same gNB/NG-eNB ...........ccccciiriinencineneeeeseeees 91
6.9 Security handling iN MODIHTITY .....ecieee e s be e et e e neeeneesneesreas 92
6.9.1 Yoo TSP 92
6.9.2 Key handling iN haNCOVES ..........ccui it e e et sa e st e s te e be e teeteenneennennes 92
6.9.2.1 LC T o1 = TR 92
69211 ACCESS SIFAIUM....cciiiiiie s e b a e bbb b sa e sa e b b s 92
6.9.2.1.2 NON GCCESS SITBLUM ...t e s bbb s 93
6.9.2.2 Key derivations for context modifiCation ProCEAUIE.............cceiriieereriee et 93
6.9.2.3 Key derivations during NANGOVE ...........cooiiieiiiieneete ettt e eb e 9
6.9.23.1 Intra-gNB-CU handover and intra-ng-eNB handoVver ..o 94
6.9.2.3.2 DT 70T [0 TSP RRSRSN 94
6.9.2.3.3 N D2 T [0 P 95
6.9.234 UE NBNAITING. .ttt eb ettt b e bt e h bbbt e nb e bbbt ens 96
6.9.3 Key handling in mobility registration UPaLe ..........c.ccueieereeseeie ettt e 97
6.9.4 L e 7= a0 T 0] 1 Lo Y 99
6.9.4.1 LC T o1 - TSRS 99
6.9.4.2 TN Y Y (= G271 o SR 99
6.9.4.3 N TS =Y =1 (=== TP 99
6.9.4.4 ASKEY FEKEYING ...ttt bbbt b bbb b et s b et b e n e 100
6.9.4.5 ASKEY FEFFESN. ... bbb e bbb 100
6.9.5 Rules on concurrent running of SECUNitY ProCEAUIES..........coeivririerieirieieesie et 101
6.9.5.1 Rules related to AS and NAS security context Synchronization .............ccoeveenennienenenenese e 101
6.9.52 Rules related to parallel NAS CONNECLTIONS.......coiirieiierieisiereeie ettt bbb 101
6.9.6 Security handling in registration with AMF reallocation viadirect NAS reroute...........cooeeeeeeeceeneeienenns 101
6.10 DUBI CONMNECLIVITY ..eevveeiieiie ettt st e e e esae e s te e e e tees e sseesaeesseeaseeneesaeesaeenseenseensennsensansnnns 102
6.10.1 gLl [F ot (oo TSP P SR P TSP 102
6.10.1.1 (€T o1 - TSRO SRPN 102
6.10.1.2 Dual Connectivity protocol architecture for MR-DC With 5GC........cccccevievvcrceceeseeee e 102
6.10.2 Security mechanisms and procedureS for DC........cooiiiiiiieii et 103
6.10.2.1 SN Addition OF MOGITICAIION........cceiieeererrereee ettt r e e nenneneenen 103
6.10.2.2 Secondary NOUE KEY UPUELE..........coi ittt st sb e st e b snenneneas 105
6.10.2.2.1 LCTC 0T o TSP PTRPRRO 105
6.10.2.2.2 IMEN TNITTAEEA ...ttt b bbbt b e et b e et eb e s e et b e s b e e e b e nbenrene s 105
6.10.2.2.3 SN TNITIAEEA. ... eeveeeet ettt bbb bbb e a bt b s eb et b e e e enes 105
6.10.2.3 SN relEase @and ChANGE ..o ettt b e bbb seeneas 105
6.10.2.4 Security mechanism and procedures for SCPAC ...ttt 105
6.10.2.4.1 LC T g1 - TR 105
6.10.2.4.2 Security context initialization for SEective SCPAC ... 106
6.10.2.4.3 Security mechanism for UE to accesstarget PSCell Or SN ........occvvievierieieee e 106
6.10.2.4.4 Security procedure for UE to accesstarget PSCell Or SN .......cccccveivevesieceee e 106
6.10.3 Establishing the security context between the UE and SN ..........ccceoieiieiniesiesiese e 108
6.10.3.1 S N o001 (= 7= 10 11= 7= o 108
6.10.3.2 DENTVALION OF KEYS.... .ottt ettt b e bbbt bbb bbb 109
6.10.3.3 Negotiation of security @lgorithms...........ccooiiiiiii e 109
6.10.4 Protection of traffic between UE @and SN.........ooo oo 109
6.10.5 [ P20 (00 oo o (U] RS 110
6.10.6 Signalling procedure for PDCP COUNT ChECK..........oiiiiiiiiieeeeeee et 111

ETSI



