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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

drafted in accordance with the i i the ISO/IEC Directives, Part 2
.iso.org/directiveq.

eastimgavote:

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights.

www.iso.org/patent

—

www.iso.org/iso/foreword.html

was prepared by jetrt=-Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security techniques.

ww.iso.org/members.html;

This seeund- edition cancels and replaces the fi edition (ISO/IEC 27005:2'9'99-) which
has been technically revised.
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Introduction

This W provides guidelines for information security risk management
~Supportingtrparticular-tirerequirementsofarinfornrationrsecurity nratragenrent

in an organlzatlon

H5MS-aeeording-te15604EE2766+. However, this does not provide

any specific method for information security risk management. It is up to the organization to define their

approach to risk management, depending for example on the scope of thr_
H context of risk management, or industry sector. A number of existing
methodologies can be used under the framework described in this

implement the requirements of an ISMS.

—

This W is relevant to managers and staff concerned with information

security risk management within an organization and, where appropriate, external parties supporting
such activities.
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Information technology — Security techniques —
Information security risk management

1 Scope

This W provides guidelines for information security risk management.

This W supports the general concepts specified in ISO/IEC 27001 and is
designed to assist the satisfactory implementation of information security based on a risk management
approach.

Knowledge of the concepts, models, processes and terminologies described in ISO/IEC 27001 and ISO/
IEC 27002 is important for a complete understanding of this i .

This W is applicable to all types of organizations (e.g. commercial

enterprises, government agencies, non-profit organizations) which intend to manage risks that
compromise the organization’s information security.

2 Normative references

The following referemreed=documents are imd+

this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

Note3 ¢ l Fererarbtrtired crtrretre
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4 Structure of this Internatienal-Standarddocument
This W contains the description of the information security risk

management process and its activities.

The background information is provided in Clause 5.
A general overview of the information security risk management process is given in Clause 6.

All information security risk management activities as presented in Clause 6 are subsequently
described in the following clauses:

-. context establishment in Clause 7:|
-. risk assessment in Clause 8;|

== risk treatment in Clause 93

-. risk acceptance in €tause-Clause 10:|
-. risk communication in Clause 11:|

-. risk monitoring and review in Clause 12.

© ISO/IEC 2018 - All rights reserved 5
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Additional information for information security risk management activities is presented in the
annexes. The context establishment is supported by Annex A (Defining the scope and boundaries of
the information security risk management process). Identification and valuation of assets and impact
assessments are discussed in Annex B. Annex C gives examples of typical threats and Annex D discusses
vulnerabilities and methods for vulnerability assessment. Examples of information security risk
assessment approaches are presented in Annex E.

Constraints for risk modification are presented in Annex F.

All risk management activities as presented from Clause 7 to Clause 12 are structured as follows:
Input: Identifies any required information to perform the activity.

Action: Describes the activity.

Implementation guidance: Provides guidance on performing the action. Some of this guidance may not
be suitable in all cases and so other ways of performing the action may be more appropriate.

Output: Identifies any information derived after performing the activity.

5 Background

A systematic approach to information security risk management is necessary to identify organizational
needs regarding information security requirements and to create an effective 1nformat10n security
management system (ISMS). This approach should be suitable for the -
r-partientarorganization’s environment and, in particular, should be aligned with overall enterprlse
risk management. Security efforts should address risks in an effective and timely manner where
and when they are needed. Information security risk management should be an integral part of all
information security management activities and should be applied both to the implementation and the
ongoing operation of an ISMS.

Information security risk management should be a continual process. The process should establish
the external and internal context, assess the risks and treat the risks using a risk treatment plan to
implement the recommendations and decisions. Risk management analyses what can happen and what
the possible consequences can be, before deciding what should be done and when, to reduce the risk to
an acceptable level.

Information security risk management should contribute to the following:
=— risks being identified;

=— risks being assessed in terms of their consequences to the business and the likelihood of their
occurrence;

«— the likelihood and consequences of these risks being communicated and understood;
=— priority order for risk treatment being established;
=— priority for actions to reduce risks occurring;

=— stakeholders being involved when risk management decisions are made and kept informed of the
risk management status;

=— effectiveness of risk treatment monitoring;
=— risks and the risk management process being monitored and reviewed regularly;
<— information being captured to improve the risk management approach;

*— managers and staff being educated about the risks and the actions taken to mitigate them.

6 © ISO/IEC 2018 - All rights reserved
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The information security risk management process can be applied to the organization as a whole, any
discrete part of the organization (e.g. a department, a physical location, a service), any information
system, existing or planned or particular aspects of control (e.g. business continuity planning).

6 Overview of the information security risk management process

A high level view of the risk management process is specified in ISO 31000 and shown in Figure 1.
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Figure 1 — The risk management process
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Figure 2 shows how this W applies this risk management process.

The information security risk management process consists of context establishment (Clause 7), risk
assessment (Clause 8), risk treatment (Clause 9), risk acceptance (Clause 10), risk communication and
consultation (Clause 11), and risk monitoring and review (Clause 12).
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