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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organlzatlons governmental and non-governmental, in liaison with ISO and IEC also take part 1n the

accordance with the i i the ISO/IEC Directives, Par
directives.www.iec.ch/members_experts/refdocs-?_‘-l.

www.iso.org/patent

iso/foreword.html www.iec.ch/understanding-standards

This edition cancels and replaces the
has been technicall

Wwww.iso.org/members.html www.iec.ch/national
-committees
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@-Introduction

0.1 Background and context

This W is designed for organizations _

as a reference for

as a guidance document for organlzatlons implementing commonly
accepted information security controls. intended
for use in developing industry= and organization-specific information security management guidelines,
taking into consideration their specific information security risk environment(s).

Organizations of all types and sizes (including public and private sector, commercial and non-profit)
ﬁcollect process, storeﬂﬁ-&m& information in many forms,

including electronic, physical and verbal (e.g. conversations and presentations).

The value of information goes beyond #lre=written words, numbers and images: knowledge, concepts,
ideas and brands are examples of intangible forms of information. In an 1nterconnected World

toitsassets:

Information security is achieved by implementing a suitable set of controls, including policies, -
processes, procedures, organizational structures and software and hardware functions. Frese

9T takes a holistic, coordinated view of the organization’s
implement a comprehensive suite of information
the overall framework of a coherent management system.

ISMS such as that specified in ISO/IEC 27001
information security risks in order to
security controls

have not been designed to be
and this

Many information systems
secure in
The

ISO/IEC 27001
security that can be achieved i
is limited and should be supported by appropriate management
. Identifying which controls should be in place requires careful planning

and attentlon to detallﬂhumﬁﬂﬁﬁmmmﬁﬁmwewgmm

management and other stalcehrotders—tirat—tire
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and protected against harm, thereby zetirgas-abusiress

0.2 Information security requirements

It is essential that an organization rel-ent-rﬁes_ its _security requirements. There

are three main sources of security requirements:

a) the assessment of risks to the orgamzatlon taking into account the organlzatlon s overall busmess
strategy : and objectives.

b) the legal, statutory, regulatory and contractual requirements that an organlzatlon—rts
*,tradmg partners, eontraetors-amd-service providers ;

and their socio-cultural environment;

c) the set of principles, objectives and business requirements for % -
i featt v that an

organization has developed to support its operations.

6:3-Sefecting0.4 Determining controls

controls is dependent

all relevant national and international
legislation and also depends on the manner in which

regulations. Control i
controls interact _to provide defence in depth.

o
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—

Some of the controls in this can be considered as guiding principles for 1nformat10n
security management and -appllcable for most organizations.

=More information about
controls and other risk treatment options can be found in ISO/IEC 27005.f11

ek Beveloping your-own0.5 Developing organization-specific guidelines

This be regarded as a starting point for developlng
organlzatlon specific guldelmes Not all of the controls and guidance in this

controls

and uidelines not included in this

. When documents are
developed containing additional guidelines or controls, it can be useful to include cross-references to

mw

8-5Eifeeyele0.6 Life cycle considerations
Information hasamt-m-&l-hieeyele- from creation amd-erighrat SECTPTS peevey

The value of and risks to, assets
(e.g. unauthorized
significant after they have been
information security remains

disclosure or theft of a company’s financial accounts is

formratty—publishedj—bv

important to some extent at all stages.

Information systems
within which they are conceived, specified, designed, developed, tested, implemented, used,

maintained and eventually retired from service and disposed of. Information security should be taken
m—m_ at every stage. New system ¢ and changes
to existing systems i

While this s-tmdard_ offers guidance on a broad range of information security controls that
are commonly applied in many different organizations, W in the

ISO/IEC 27000 family provide complementary advice or requirements on other aspects of the overall
process of managing information security.

Refer to ISO/IEC 27000 for a general introduction to both and the family of

. ISO/IEC 27000 provides a glossary, fernraty=defining most of the terms used
throughout the ISO/IEC 27000 family of mdardsﬁ, and describes the scope and objectives

for each member of the family.

Clauses 5-8
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Information security, cybersecurity and privacy
protection — Information security controls

1 Scope

oh : : +ees-imehdrre—the—setectionmol : ]

This i
M is designed to be used by organizations-hatintend

to:

a) sefeet-eontrots-within the of i : : .
based on ISO/IEC 27001;%
D emaonaly oo Eetbestoicey T ST contolspased on

) dev'ebp—t-hcn—m_ information security management

guidelines.

2 Normative references

references in this document-rrd-are-indispersablefor-itsapptication—For-dated-referemcesonty-the
e SRR bt ) L : - Cimvehiet

NSO OFliE BFOWSIE BIAONEAVANABIGHE  tps://www iso.org/obp
_https://www.electropedia.org/

3.1.2) i authorized and restricted based on
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