ISO/PRF TS 23526
ISO/TC 68/SC-02/WG17 2

Secretariat: BSI

Date: YWYY-MM-DDB2023-07-19

Security Aspeetsaspects for Digital Curreneiesdigital currencies

FDIS stage

© IS0 2023 - All rights reserved




iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO/PRE TS 23526
https://standards.iteh.ai/catalog/standards/sist/47407b58-33d0-4f49-9¢07-
eb6435a395ed/iso-prf-ts-23526




©ISO /TS 2 35%6M

© ISO #### - All rights reserved




ISO/PRF TS 23526:(E)

©1502022

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this
publication may be reproduced or utilized otherwise in any form or by any means, electronic or mechanical,
including photocopying, or posting on the internet or an intranet, without prior written permission. Permission can
be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva

Phone: + 41 22 749 01 11
EmailE-mail: copyright@iso.org
Website: www.iso.orgwwrise-org

Published in Switzerland

iv © 1SO 2023 - All rights reserved



http://www.iso.org/

ISO/PRF TS 23526:(E)

Contents

0] Q=T ) (o PP vii
00T L1 () N viii
1 N 610 ) 01T 1
2 NOITNATIVE TEIEIEIICES .covu reusressereerersreesseessees s e s s sssesssees s s s s e R R R R R R 1
3 Terms and defiNIIONS ... —————————————— 1
4 Considerations on security framework for digital.......con s seees 2
S =) 4 1<) - 1 N 2
4.2  Security considerations for processing digital CUITENCIES......ocrueureereereererneeeseesesseesersees s sssssssssseseeans 3
4.3 Variations of SECUTItY fTAMEWOTKS ... sssssss s ssssssssssssssssssssssssssssssssssssssssssans 3
431 Non-fiat digital currency (digital asset) security frameworK......nncneenseneeseeseeseessesseeeees 3
432 Creating a national digital currency with an anonymity security framework........oeeerecereeenn. 4
4.3.3 Secure digital cash as digital currency with consumer identity security framework .........cc.ouece... 4
4.4 Overview Of SECUTILY fTaIMEWOTKS. .....ooeerreerees e ssesssess s sssess s sssess s sesssss s sssessessssessseses 4
4.4.1 1= 4T =) 4
442 Standards as a basis for seCUrity framMEWOTIKS ... ssesssesssesssessnss 4
5 The emergence of currency in digital fOrMALS .....coceeereereee et sess s ssssssessssss s 5
5.1  Digital cash representing money as a basis for financial usage with security.........nonnen: 5
5.2  Cryptocurrencies as a digital entity for financial USAZe.......cucoueniinmerneenneenneeseesseeesseesessessssssssesssssssesesss 6
5.3  Cryptocurrencies and the digital currency market challenges........couoeneenmerneennenserneenseeseeseeseesseessesseseens 6
54  Cryptocurrencies and financial market formats ... seessses 7
5.5  Cryptocurrencies and banking regulation - stablecoin eXxample........c.cconncnncnsenseneeseesseseeneens 8
5.6  Security criteria representing SECUIItY aSPECES....cureeesreersernsersessssesssessesssesssesssssssssssssssssssessssssssssssssans 8
5.6.1 SECUTIEY ODJECLS eurreucuitrereeueee et ee et es s et s s bR R s R R s s 8
5.6.2 K@Y MANAZEIMENT. ... ot es s s s s s e 9
5.6.3 Hiding and steganography teChNIQUES......crereiec e eese s 9
5.6.4 Digital FEPTESENETATION ...cuueeceeeeeeeeseeect ettt es s s s bbb s bbb s s 9
5.6.5 03T 1 L 44 Lo 6 (=] TP 9
5.6.6 SECUTILY COUNTEIIMEASUTES. ....iurivierirersersssssss e s s bbb s b s 9
5.6.7 Legal and regulatory rEQUITEIMIENTS ..o eeeeseeseersersseesseesseessesssesssessssssssesssesssesssessssesssesssesssessssssssesssssssessass 9
5.6.8 1 010 ] N 10
5.6.9 ChaiNing SECUTILY PIOCESSES ..uuveuriemreerersrersseesseesseesssesssssseesssessesssasssesssessssssssesssessssssssssssesssesssessssssssssssessssssssssssess 10
5.6.10  Security framework implemMentation. ... ss s sssssssessesas 10
5.6.11  PlatfOrm INAEPENAEIICE ... euueeuieeeereereeessees s seesseeesss s s s sssesssess s s s s s s esssees e ssssssesssessssees 10
5.6.12  EXiStING ZO0U PrACICES cocuveereereemermeeseersesssesssessseesssssssssssesssessssesssesssasssessssssss s sssessssssssasssesssessssssssesssesssesssassssees 10
5.6. 13  DiGItal INTEI ACES . cuureereeereeeeueeect sttt sees et s b s bbb R bR a e s 10
6 Critical areas for security to establish trust, acceptance and risK ... 10
6.1 DiGILAl WALlEES ettt ee e ts e s bbb R R AR R R R 10
6.2 SpecCific SECUTItY CONSIAETALIONS ..uvvureeeecereerseesseeseesseessessseesseesseessessse s ss s sssess s s ss s s ns s esens 12
6.3  Digital currency financial security framework considerations ........coeoneneseeneeneessseseessessecsseens 12

© IS0 2023 - All rights reserved \%



ISO/PRF TS 23526:(E)

7 Fraud
Bibliography
Vi

PN o Lo B oD =T X uo0) ARy L6 () = U [0 o K3

© IS0 2023 - All rights reserved



ISO/PRF TS 23526:(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any
patent rights identified during the development of the document will be in the Introduction and/or on
the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee [SO/TE68TC 68, Financial Servieesservices,
Subcommittee SC 2, Infermation—Seecurity—Working—sroup—WG—17—Seeurity aspeets—of—digital

eurrenciesFinancial Services, security.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

TheThere is a need for the international financial community sheuld-recegnriseto recognize certain
security measures and criteria to promote public trust in digital currencies. From a security and
assurance perspective, protecting an ecosystem surrounding any type of digital currency ultimately
protects and informs any future issuance goal of a fiat digital currency. Security aspects as they relate to
cross-border transactions are to be compiled as well.

Alook at the security horizon for thefinaneialservices-digital currencies surfacesreveals a need to adjust
and to add new capabilities-thatinelade, including a broadening of the business needs for banking and
financial actions with security representing national and international uses. The financial landscape has
expanded into the digital realm-that-has-eaused, causing a re-examination of what-hasbeentraditional
security technologies-that-have-years—ofuse, while the-digital applications are constantly changing.
Adding an-additienalanother digital dimension for secure payments and secure transactions with a digital
currency pushes the security paradigms and addirngadds a mix of threats that become real for every level
of the financial ecosystem.

A security framework and assurance shouldneeds to recognize existing international financial
ecosystems and their security components. A security framework is needed that international financial
markets can select and adapt to their own needs.

Fe-buildBuilding a digital currency model can require a security framework that is not identified in this
document—An-example-ofa—security framework-that and is netincluded-in-this-docwmentisyet to be

determined.
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Security Aspeetsaspects for Digital Curreneiesdigital currencies
1 Scope

This document specifies an acceptable security framework for the issuance and management of digital
currencies using cryptographic mechanisms standardized by ISO/TC 68/SC 2 and other references.

This document is-intended-to-prepeseproposes a framework approach based on standards for mitigating
vulnerabilities for digital currency systems. The objective is that security aspects are integrated by design
and not added afterwards as an extra processing layer that needs to accommodate legacy infrastructures.

2 Normative references
There are no normative references in this document.
3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

central bank digital currency

CBDC

central bank digital money

digital representation of cash, issued by the central bank and a claim on the central bank

3.2
crypto asset
digital asset (3.4) implemented using cryptographic techniques

[SOURCE: ISO 22739:2020{en};, 3.13]

3.3
cryptocurrency
crypto-asset (3.2) designed to work as a medium of value exchange

[SOURCE: ISO 22739:2020{en};, 3.14}, modified — Note 1 to entry removed.]

34
digital asset
asset that exists only in digital form or which is the digital representation of another asset

[SOURCE: ISO 22739:2020{en};, 3.20]
3.5

digital currency
digital representation of monetary value

© IS0 2023 - All rights reserved 1
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3.6

distributed ledger

ledger that is shared across a set of BLFdistributed ledger technology nodes and synchronized between
the BEFdistributed ledger technology nodes using a consensus mechanism

[SOURCE: ISO 22739:2020{en};, 3.60122, modified — Note 1 to entry removed.]

3.7

distributed ledger technology

DLT

technology that enables the operation and use of distributed ledgers

[SOURCE: ISO 22739:2020{exr),, 3.23]

3.8

fiat digital currency

digital currency model representing a debt of a central bank that can be redeemed with fiat money and
mutually exclusive to non-fiat digital currency

3.9

non-fiat digital currency

digital currency model governed by a business contractual relationship between the user and the issuer
of the digital currency, whose value is not guaranteed by a central bank and is mutually exclusive to fiat
digital currency

3.10

identity-security

identity capabilities which can be used for associating an action or an individual to an event which
performs some security access protection

3.11
envelope security
secure encapsulated access control capability with cryptography and additional security features

3.12
security framework
framework which defines policies and procedures for establishing and maintaining security

4 Considerations on security framework for digital

4.1 General

An—msepnaﬁeﬂaal—s%aﬂda{:d—mga%d-mg—Thls document establishes the foundation for a security and-its

framework for mu%&pwtdepeﬂéeﬂt—d-}gm#e&ﬁeﬂey—wp%esent&aens—

dlgltal currenc1es+vh+ebe&n—tak&ad¥a&tage in antlcmatlon ofthe future develonment of an Internatlonal
Standard.

A standard securityrideallys model is required to manage digital currencies that can utilize global security
practices and efadapt to local regulations. The security model can be designed as a series of interacting
modules implementing security controls under the responsibility of entities playing a pre-
definedpredefined role. This security model could be extended to encompass and to protect existing
financial applications using digital currencies, either fiat or non-fiat. As a framework, the security model

2 © 1SO 2023 - All rights reserved
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offers interoperability of information exchange as well as support for multiple currency objects, each
supporting their own security process.

The international financial community has undertaken many existing infrastructure investments in
which the introduction of security has historically been a major burden and easily deferred. However,
international financial organisations have experienced a growth in digital threats to payments, to
transactions; and to other forms of financial exchanges.

—AThe security
framework H—Heeded—tha{can be customlzable bV mternatlonal f1nanc1al markets eaﬂ—seleet—aﬂd—adapt—to
meet their ewnneeds-and-not-treat-the-subjectindividual requirements, instead of treating security
aspeets-as a_one-design-fer—-size-fits-all framewerkssolution. The goal is to establish an international
trusted financial infrastructure based on a collection of national financial architectures to include all
stakeholder members.

4.2 Security considerations for processing digital currencies

Security considerations for processing digital currencies include:

— Thethe need to agree on the security objectives for digital currency systems;
— Thethe roles required to manage a digital currency system;
— Thethe provision of controlled access to repositories of digital currencies, such as wallets;

— Thethe conflicts between confidentiality; and anonymity for users of digital currencies; and the desire
of regulators to control transactions;

— Thethe integrity or assurance of non-alteration of digital currency units;

— Thethe nature of the personal security credentials or attributes (e.g. cryptographic keys,
authentication elements; and certificates) used to generate evidence of a particular operation
involving digital currencies;

— Riskrisk impact assessment of different alternatives to process digital currencies;

— Funetienalfunctional engineering considerations: Availabilityavailability of infrastructures and of
appropriate personal devices to load and pay with digital currencies in a convenient way, including
transaction speed and the portability of digital currency unit aspects.

4.3 Variations of security frameworks

4.3.1 Non-fiat digital eurreneiescurrency (digital assetsasset) security framework

The—internationallnternational financial services have expanded athe role fer—aof virtual
eurreneycurrencies to account for the multiple definitions and models that have surfaced ferof what can
be considered as non-fiat digital currencies with-awithin the context asof digital assets. Cryptography has
been a major enabler for security among the non-fiat digital currencies:.

EarlyBitcoin emerged early in the formation of a-virtual eurreneyemerged Biteoin-currencies with a

commercial generation of its currency aspect— (i.e. a commercial monetary infrastructure as a potential
cryptocurrency).

Other digital currency models evolved that relate toa dlgltal form of a national currency withan empha51s
ofon cryptography.
eeyp%ee&rreneyd@t&ke&rreneymeéehm&h—as%a&edﬁtablecoms were created to brldge the gap between

cryptocurrencies and national menetary-designation-that-wascurrencies without #stheir own security
protection. Stablecoins with-a+:tration-ofatekenthat were pegged to a national currency ratie-without

itstheir own security eriteria—was—velatilemeasures were unstable in currency exchanges. A-missing
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