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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to [corniformity /asséssment,) as) wellds' inférmation about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html

This document was prepared by Technical Committee ISO/TC 215, Health Informatics.

Any feedback or questionsenthis' documentshould:be directedto the user’s national standards body. A
complete listing of these bodies can befound:atwwwziso.org/members.html.
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Introduction

Healthcare services go beyond the boundaries of physical providers, such as clinics or hospitals. Cloud
computing, cognitive computing, virtual reality/augmented reality, IoT, robot and wearable devices
have contributed to enhanced accessibility and provide value to customer health, addressing customer
demand for tailored healthcare services. Modern ICT is the catalyst to the promotion of customer
engagement and empowerment, especially through cloud-based services.

Cloud computing offers shared and configurable collections of computing resources and services that,
typically over the Internet, are made available with minimal management effort. It eliminates the
distinction between the physical and virtual resources by providing access from various devices such
as wearable, wellness devices and mobile phones. There are six key characteristics of cloud computing:

— broad network access,

— measured service,

— multi-tenancy,

— on-demand self-service,

— rapid elasticity and scalability, and
— resource pooling;

and three service models:

— Software as a Service(SaaS),

— Platform as a Service (PaaS), and
— Infrastructure as a Service/(laaS).

Cloud computing is expected to bring substantial and practical impact to healthcare services from a
customer perspective. Customers may enjoy by a contract customer-centric health services from the
cloud provider. The cloud provider offers a variety of benefits to its customers, such as predictive
disease analytics and evidence-based management of chronic diseases.

Health cloud services have evolved into a knowledge platform on which customer health data, including
generic data, are collected through multi-model data collection channels, and are made accessible
anywhere by any device or application. These data are analysed by sophisticated analytical techniques
such as artificial intelligence and inform personalized health-related advice and insights.

Health cloud services deal with critical and sensitive information related to life and health and are
subjected to regulations such as HIPPA and GDPR. The quality and quantity of services vary, depending
upon operating environments, supported devices, available intelligent analysis capacities, and service
level agreements. Regardless of the duration of a service contract with the health cloud provider, it is
important to establish standards for a minimum set of cloud service functions that ensures customer
protection.

When a customer holds contracts with multiple health cloud service providers, it is important to ensure
consistency of shared data between the providers. A clear demarcation of liability may be hard to
obtain in a disastrous event when the customer subscribes to various cloud service models. In case
of migrating from one service provider to another, there should be a method to validate the migration
is carried out in compliance with health-industry-specific criteria (e.g., rules on customer health data
transfer or deletion).

Healthcare is under transformation - manifested by the departure from the traditional face-to-face
healthcare services between stakeholders, such as hospitals, caregivers, and patients. In addition,
the general acceptance of customer empowerment is enabled by widespread dissemination of web
technology and cloud computing, creating various healthcare services such as virtual hospitals,

vi PROOF/EPREUVE ©1S0 2021 - All rights reserved



ISO/TS 23535:2021(E)

telehealth, online visit, and mobile health management. Health cloud services offer computer-customer
interviewing, home telehealth, and health monitoring through wearable/wellness devices.

The purpose of this document is to classify key characteristics of a cloud service agreement from the
perspectives and interest of the customer and to provide an agreement list pivotal to the provision of
customer-oriented healthcare service.

Please note that any trade name used in this document is information given for the convenience of users
and does not constitute an endorsement.

©1S0 2021 - All rights reserved PROOF/EPREUVE vii
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TECHNICAL SPECIFICATION ISO/TS 23535:2021(E)

Health informatics — Requirements for customer-oriented
health cloud service agreements

1 Scope

This document describes a core set of cloud service agreements for customer-oriented health cloud
services.

This document covers a customer-oriented cloud service agreement that can be used in healthcare
organizations and public health centers that use health cloud services.

This document defines key characteristics in the health cloud service agreement that are indispensable
in providing optimal health/healthcare management functionalities. Privacy and security features are
considered outside the scope of this document and are covered in ISO/TR 21332.

The purpose of this document is to present matters to be considered (e.g., cloud type, components, key
characteristics) by stakeholders involved in the implementation of cloud computing in hospitals or
healthcare organizations. The potential users of this document are mainly 1) IT managers of hospitals,
2) hospital management, and 3) cloud service providers and cloud partners that provide services to
healthcare institutions.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

application capabilities type

cloud capabilities type (3.2) in which the cloud service customer (3.9) can use the cloud service provider’s
(3.10) applications

[SOURCE: ISO/IEC 17788:2014, 3.2.1]

3.2

cloud capabilities type

classification of the functionality provided by a cloud service (3.5) to the cloud service customer (3.9)
based on resources used

[SOURCE: ISO/IEC 17788:2014, 3.2.4]

3.3
customer-oriented
relating to the needs and interests of individual customers, including businesses

© 150 2021 - All rights reserved PROOF/EPREUVE 1
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3.4

cloud computing

paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual
resources with self-service provisioning and administration on-demand

[SOURCE: ISO/IEC 17788:2014, 3.2.5]

3.5
cloud service
one or more capabilities offered via cloud computing (3.4) involved using a defined interface

[SOURCE: ISO/IEC 17788:2014, 3.2.8]

3.6

cloud service agreement

CSA

documented agreement between the cloud service provider (3.10) and cloud service customer (3.9) that
governs the covered service(s)

[SOURCE: ISO/IEC 22123-1:2021, 3.8.8, modified - Note to entry removed.]

3.7
cloud service category
group of cloud services (3.5) that possess some common set of qualities

[SOURCE: ISO/IEC 17788:2014, 3.2.10, modified - Note to entry removed.]

3.8
cloud service characteristic
qualitative or quantitative property of a cloud service (3.5)

[SOURCE: ISO/IEC 19086-2:2018, 3.1]

3.9

cloud service customer

CscC

party (3.16) which is in a business relationship for the purpose of using cloud services (3.5)

[SOURCE: ISO/IEC 17788:2014, 3.2.11]

3.10

cloud service provider

CSP

party (3.16) which makes cloud services (3.5) available

[SOURCE: ISO/IEC 17788:2014. 3.2.15]

3.11

incident conclusion report

final report on failures submitted to the provider, organized and prepared in chronological order,
specified by explanations and countermeasures

3.12

infrastructure as a service

IaaS

cloud computing (3.4) service model defined in section 2 of the NIST Definition of Cloud Computing
[SP800145]

[SOURCE: ISO/IEC 19831:2015, 3.8]
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3.13
measurement
set of operations having the objective of determining a measurement result (3.14)

[SOURCE: ISO/IEC 19086-2:2018, 3.4]

3.14
measurement result
value that expresses a qualitative or quantitative assessment of a cloud service characteristic (3.8)

[SOURCE: ISO/IEC 19086-2:2018, 3.5]

3.15

metric

standard of measurement that defines the conditions and the rules for performing the measurement
(3.13) and for understanding the measurement result (3.14)

[SOURCE: ISO/IEC 19086-2:2018, 3.6, modified - Note to entry removed.]

3.16

party
natural person or legal person, whether or not incorporated, or a group of either

[SOURCE: ISO 27729:2012, 3.1]

3.17

software as a service

Saa$

cloud service category (3.7) in which'the «@loud ‘capdbilities ‘type (3.2) provided to the cloud service
customer (3.9) is an application capabilities type (3.1)

[SOURCE: ISO/IEC 17788:2014, 3.2.36]

3.18
target response time
maximum wait time for a response to a request

3.19

platform as a service

PaaS

cloud service category (3.7) in which the cloud capabilities type (3.2) provided to the cloud service
customer (3.9) is a platform capabilities type (3.20)

[SOURCE: ISO/IEC 17788:2014, 3.2.30]

3.20

platform capabilities type

cloud capabilities type (3.2) in which the cloud service customer (3.9) can deploy, manage, and run
customer-created or customer-acquired applications using one or more programming languages and
one or more execution environments supported by the cloud service provider (3.10)

[SOURCE: ISO/IEC 17788:2014, 3.2.31]

3.21

interoperability

ability of two or more systems or applications to exchange information and to mutually use the
information that has been exchanged

[SOURCE: ISO/IEC 17788:2014, 3.1.5]

© 150 2021 - All rights reserved PROOF/EPREUVE 3
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3.22

service level agreement

SLA

documented agreement between the service provider and customer that identifies services and service
targets.

[SOURCE: ISO/IEC 17788:2014, 3.1.7, modified - Note to entry removed.]

4 Cloud computing in health and healthcare

4.1 Cloud computing in hospital

Cloud computing has been adopted in many domains. Hospital IT experts are seeking cloud services
that correspond with characteristics of hospital operation. Health cloud providers should deliver
services that match the demands particular to the health/healthcare industry. Hospital IT systems
perform complex functions that protect patient safety and provide timely data required by healthcare
practitioners. Because such systems normally operate non-stop, system stability is a critical factor.
Due to the integration of various devices and hospital information systems, system sustainability is
important. Healthcare service is disrupted in the event of a system breakdown. It is thus important to
have stable systems as they have a direct impact on all connected equipment and devices.

4.2 Gap between CSC’s expectation and CSP’s solution

An important factor to considemis predictability) and/préciseness of the sevrvices provided by the
cloud service provider. There is likely to be a gap between the expectations of a hospital as a cloud
service customer and the solution offered:byi al clotd service provider. First, the gap can originate
from the difficulty in specifying detailed requirements/characteristics from the customer to the
cloud service provider or operator. Second, it can,also.come from the highly abstract characteristics
of cloud computing, which. makes it difficult to translate inte functional units. And third, the range of
responsibilities to be defined when implementing health cloud,services can easily be unclear due to the
lack of common criteria between cloud service customers and providers.

( N )
Cloud Cloud
service service
provider provider
B1 B1
Cloud Cloud Cloud Cloud Cloud
service service service service service
customer prOVider customer agreement prOVideI‘
A B2 A B2
Cloud Cloud
service service
provider provider
B3 B3
N AN J
As-Is To-Be

Figure 1 — Expected role of a health cloud service agreement

These factors make it difficult to construct and put in action the measures in the event of accidents
(incident recovery scenario). A list of agreements, as detailed as possible, is required to eliminate the
ambiguity of the range of responsibilities. Fourth, services provided by multiple providers are not easy
to compare or evaluate one against another while applying the same criteria. Fifth, it is difficult to
ascertain all the facts of those services available in the real-world environment. Sixth, service contacts
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