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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS - INSTALLATION OF
COMMUNICATION NETWORKS IN INDUSTRIAL PREMISES

AMENDMENT 2

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

Amendment 2 to IEC 61918:2018 and to IEC 61918:2018/AMD1:2022 has been prepared by
subcommittee 65C: Industrial networks, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this Amendment is based on the following documents:

Draft Report on voting

B65C/XX/XXXX 65C/XX/IXXX

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Amendment is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part1 and ISO/IEC Directives, IEC Supplement,
available at www.iec.ch/members_experts/refdocs. The main document types developed by
IEC are described in greater detail at www.iec.ch/standardsdev/publications/.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

INTRODUCTION to Amendment 2

This Amendment 2 describes the result of the maintenance activity of IEC 61918:2018 that
takes into account the evolution of the technology, which is being considered during the
Installation Profiles revision cycle.


http://www.iec.ch/members_experts/refdocs
https://www.iec.ch/standardsdev/publications/
https://webstore.iec.ch/
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2 Normative references
Replace the reference to ISO/IEC 14763-4 with the following updated reference:

ISO/IEC 14763-4:2021, Information technology — Implementation and operation of customer
premises cabling — Part 4: Measurement of end-to-end (E2E) links, modular plug terminated
links (MPTL) and direct attach cabling

Replace the reference to IEC 61918 with the following updated reference:

IEC 61918:2018, Industrial communication networks — Installation of communication networks
in industrial premises
IEC 61918:2018/AMD1:2022

Delete the following normative reference:

ISO/IEC TR 11801-9902:2017, Information technology — Generic cabling for customer
premises — Part 9902: Specifications for End-to-end link configurations

Add the following normative references:

IEC 61156-13:—1, MULTICORE AND SYMMETRICAL PAIR/QUAD CABLES FOR DIGITAL
COMMUNICATIONS - Part 13: Symmetrical single pair cables with transmission
characteristics up to 20 MHz — Horizontal floor wiring - Sectional specification

ISO/IEC 11801-1:2017/AMD1:— 2, Information technology — Generic cabling for customer
premises — Part 1: General requirements

ISO/IEC TS 29125:2017/AMD1:2020, Information technology — Telecommunications cabling
requirements for remote powering of terminal equipment

4 Installation planning

4.1.2 Cabling in industrial premises

Replace Figure 3 with the following updated figure:
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Generic cabling system ISO/IEC 11801 Industrial cabling system

Figure 3 — Automation island cabling attached to elements of generic cabling

1T Under preparation. Stage at the time of publication: IEC/DECFDIS 61156-13:2023
2 Under preparation. Stage at the time of publication: ISO/IEC CD 11801-1/AMD1:2022
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4.2.2 Security

Replace, at the end of the first paragraph, “requirements for security.” with “technical and
organizational measures aimed at mitigating the specific security risk for the communication
subset identified during the security design of the whole automation system.”

Add, at the end of the second paragraph, the following sentence: “The prevention of
accidental disruption to any of these services requires careful consideration”

Delete the EXAMPLE.
Replace the third paragraph with the following two new paragraphs:

“IEC 62443, breaks down the design of security within a system to security levels based on
risk level. For each level there are different measures. For this purpose, cabling planning and
installation play a role in implementing countermeasures and is central to achieving physical
and environmental security countermeasures, in accordance with Clause 4 and Clause 5, in
general, and requirements described in 4.4.9.1 (Routing of cables), 4.4.9.6.(Installing
redundant communication cables), 4.4.11 (Mechanical protection of cabling components),
5.2.1.2 (Protecting communication cables against potential mechanical damage), in particular.

Moreover, the first security level defined in IEC 62443 requires that a protection against
unintentional failures be implemented. An important contribution to this protection comes from
the application of the rules for installation verification and installation acceptance test,
installation administration and installation maintenance and troubleshooting, described in
Clause 6, Clause 7 and Clause 8, which reduce the risk of intermittent system malfunction
due to incorrect cabling (e.g., insufficient implemented protection from electromagnetic
interferences, instable connections, etc.).”

4.2.3.2 Use of the described environment to produce a bill of material

Add, after Figure 7, the following sentence:

“Passive optical components in the harsh industrial environment should be protected with
suitable mitigation techniques or tested according to IEC 61753-1.”

4.4.3.2.1 Common description

d) Balanced 1-pair cabling
Replace the title with “Balanced 1-pair reference implementation and cabling”

Replace the paragraph with the following updated paragraph: “For 1-pair reference
implementation and cabling the requirements specified in Annex Q apply.”

Annex D Connector tables
Replace, in the first paragraph after Table D.1, "to Table D.13" with "to Table D.15".

Replace, in the second paragraph after Table D.1, at the end of bullet a), “ — “ with “ - “.

Add, at the end of the bullet list of CPFn before Table D.2, the following new bullet:
“CPF 22 (AUTBUS): CP 22/1 (AUTBUS).”

Add, in the bullet list of CPFn, at the end of the CPF8 bullet, “and CP 8/6 (CC-Link IE TSN).”
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Add, in the bullet list of CPFn, at the end of the CPF19 bullet, “, CP 19/3 (Z-LINK Il) and CP
19/4 (MECHATROLINK-4).”.

Replace, in Table D.8, the two rows that show identical pin assignment for CP 14/1 and
CP 14/2 with a single common row (with the same pin assignment).

Replace Tables D.3, D.5, D.10, D.11 and D. 12 with the following new tables.
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142 Table D.3 — 8-way modular connector

Pin
CcP

1 2 3 4 5 6 7 8 Housing

CP 11 - - - - - - - - -

CP 1/2 T568A or T568B Drain

CP 2/1 - - - - - - - - -

CP 2/2 T568A or T568B Drain

CP 2/3 - - - - - - - - -

CP 3/1 - - - - - - - - -

CP 312 - - - - - - - - -

cp3/3@
Cp3/48
cp3/5@
CP3/68

YE 0G WH - - BU - - Drain

CP 4/1 - - - - - - - - -

CP 4/3 T568A or T568B Drain

CP 6/1
CP 6/3

CP 6/2 T568B Drain

CP 8/1 ]
CP 8/2

CP 8/3 - -

CP 8/4

CP 8/5 T568B Drain
CP 8/6

CP 10/1 T568B Drain

CP 11/1 .
CP 11/2 T568B Drain

CP 11/3 - - ] [ , ] - - -

cp 12/1 P
cP 12/2 P

YE oG WH - - BU - - Drain

CP 13/1 T568B Drain

CP 14/1 .
CP 14/2 T568B Drain

CP 14/3 - - - - [ - ] - - - -

CP 15/1 .
CP 15/2 T568A or T568B Drain

CP 16/1 - -

CP 16/2 - -

CP 16/3 YE | oG | WH ] - | - | BU | - - Drain

CP 171 T568B Drain

CP 18/1 .
CP 18/2 YE oG WH - - BU - - Drain

CP 19/1 - - - - - - - - -

CP 19/2°¢ BU WH oG - - YE - - Drain

CP 19/3 - - - - - - - - -

CP 19/4 BU WH oG - - YE - - Drain

CP 20/1 .
CP 20/2 T568A or T568B Drain

CP 211 T568A or T568B Drain

CP 22/1 -

a8 With 4 pair cabling, use T568A or T568B
b with 4 pair cabling, use T568B
€ With crossover pairing pins: 1-3, 2-6, 3-1, 6-2.

143
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Table D.5 — M12-4 D-coding connector

-8-—

CP

Pin

Housing

CP 11

CP 1/2

CP 2/1

CP 2/2

CP 2/3

CP 3/1

CP 3/2

CP 3/3
CP 3/4
CP 3/5
CP 3/6

CP 4/1

CP 4/3

CP 6/1
CP 6/3

CP 6/2

CP 8/1
CP 8/2

CP 8/3

CP 8/4

CP 8/5

CP 8/6

CP 10/1

CP 111
CP 11/2
CP 11/3

CP 12/1
CP 12/2

YE

WH

0G

BU

Drain

CP 13/1

YE

WH

oG

BU

Drain

CP 14/1
CP 14/2

WH/OG

0G

WH/GN

GN

Drain

CP 14/3

CP 15/1
CP 15/2

WH/OG

oG

WH/GN

GN

Drain

CP 16/1

CP 16/2

CP 16/3

CP 171

CP 18/1
CP 18/2

CP 19/1

CP 19/2 8

CP 19/3

CP 19/4

CP 20/1

CP 20/2

CP 211

CP 22/1

a8 With crossover pairing pins: 1-2, 2-1, 3-4, 4-3.
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