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221 INTERNATIONAL ELECTROTECHNICAL COMMISSION

222

223

224 STANDARD INTERFACE FOR CONNECTING CHARGING POINTS AND/OR
225 CHARGING STATIONS TO LOCAL ENERGY MANAGEMENT SYSTEMS
226

227 Part 3: Communication Protocol and Cybersecurity Specific Aspects

228

229 For rules on the drafting of the title, refer to the ISO/IEC Directives, Part 2:2021, Clause 11.

230

231 The foreword is a mandatory element of the text.

232 For rules on the drafting of the foreword, refer to the ISO/IEC Directives, Part 2:2021,

233 Clause 12.

234

235

236 FOREWORD

237 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
238 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
239 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
240 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
241 Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
242 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
243 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
244 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
245 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
246 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
247 consensus of opinion on the relevant subjects since each technical committee has representation from all
248 interested IEC National Committees.

249 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
250 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
251 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
252 misinterpretation by any end user.

253 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
254 transparently to the maximum extent possible in their national and regional publications. Any divergence between
255 any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
256 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
257 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
258 services carried out by independent certification bodies.

259 6) All users should ensure that they have the latest edition of this publication.

260 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
261 members of its technical committees and IEC National Committees for any personal injury, property damage or
262 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
263 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
264 Publications.

265 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
266 indispensable for the correct application of this publication.

267 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
268 rights. IEC shall not be held responsible for identifying any or all such patent rights.

269 IEC 63380 has been prepared by subcommittee PT63380: Local Charging station management
270 systems, of IEC technical committee 69: Electrical power/energy transfer systems for
271 electrically propelled road vehicles and industrial trucks. It is an International Standard.

272 The text of this International Standard is based on the following documents:

Draft Report on voting
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69/878/CD CC_69_878_CD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/standardsdev/publications
https://webstore.iec.ch/?ref=menu
https://standards.iteh.ai/catalog/standards/sist/e17457d1-9588-4a9d-937f-4175e5552398/osist-pren-iec-63380-3-2024

289

290
291
292
293
294
295
296
297
298

299
300
301
302

303
304
305
306
307
308

309
310
311
312
313
314
315
316
317

318
319
320
321

322
323

IEC CDV 63380-3 © IEC 2024 -9-

INTRODUCTION

The expansion of renewable energy and the simultaneous reduction in conventional generation
result in new power flows and loads on the equipment in the grid and at the house connection
point. At the same time, electrical consumers with high power consumption are increasingly
being installed in low-voltage systems in private customer systems. These include charging
systems for electric vehicles. These two developments can temporarily lead to peak loads and
bottlenecks in the network. An expansion of the distribution grids for the comparatively few
hours of high simultaneous power consumption is not considered economically sensible. The
legislator has therefore introduced the concept of "network-friendly control of controllable
consumer devices".

It is crucial to define a standardized interface for the connected consumers and generating
facilities, which also includes the charging infrastructure for electric vehicles. When developing
a local, standardized interface, a fundamental distinction shall be made between the terms
power and energy management.

In order to avoid an overload and the associated emergency shutdown due to specified power
limits in the property while all consumers are drawing electricity at the same time - especially
heating and air conditioning technology as well as charging infrastructure - power management
is of great urgency. This could allow the maximum load at the grid connection point to be
reduced. Accordingly, priority shall be given to local power management over, for example,
optimization of operations and tariffs or desired charging plans.

In addition to the above-described goal of power management, the further goal of procurement-
or tariff-optimized operation can be pursued within the performance limits specified by the
infrastructure — controlled by the energy management system. Accordingly, a charging
infrastructure will be able to transmit information about procurement and tariff-optimized
operation from the local energy management of the property to the electric vehicle so that it
can coordinate its charging plan according to local requirements. Effective coordination
becomes essential if generating systems (e.g. solar system, combined heat and power plant)
are used within the property in order to achieve the highest possible self-consumption of
electricity.

The long-term goal is to buffer power and energy bottlenecks within a property using the energy
stored in the vehicle, which also brings the topic of energy recovery into focus and this aspect
needs to be considered during the development of a standardized interface for local power and
energy management.

The aim of this document is to define a standard interface for connecting charging points and/or
charging stations to local energy management systems.
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STANDARD INTERFACE FOR CONNECTING CHARGING POINTS AND/OR
CHARGING STATIONS TO LOCAL ENERGY MANAGEMENT SYSTEMS

Part 3: Communication Protocol and Cybersecurity Specific Aspects

1 Scope

This IEC 63380 series defines the secure information exchange between local energy
management systems and electric vehicle charging stations. The local energy management
systems communicate to the charging station controllers via the resource manager.

This IEC 63380 series specifies use cases, the sequences of information exchange, the data
models as well as the communication protocols to be used and includes all aspects of local
energy management of charging stations.

This IEC 63380 series covers scenarios where the charging infrastructure is managed by the
operator of the private electrical network, and local energy management systems are used for
local load management.

This IEC 63380 series does not cover the secure information exchange between the charging
station and the IT backend system(s), such as the management of energy transfer of the charge
session, contractual and billing data, provided by the IT backend.

The IEC 63380 series consists of the following structure, describing the interface between
charging stations and local energy management systems.

e Part -1 General Requirements, Use Cases and abstract Messages

e Part -2 Specific Data Model Mapping

e Part -3 Communication Protocol and Cybersecurity Specific Aspects

e Part -4 Test Specifications

This part of IEC 63380 specifies the application of relevant transport protocols; in this case,
SPINE (Smart Premises Interoperable Neutral-Message Exchange), SHIP (Smart Home IP),
and ECHONET Lite. Other communication protocols can be defined in future editions.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IETF RFC 793, Transmission Control Protocol

IETF RFC 3280 (2002), Internet X.509 Public Key Infrastructure Certificate Revocation List (CRL) Profile
IETF RFC 6455, The WebSocket Protocol

IETF RFC 6763, DNS-Based Service Discovery

ISO/IEC 14543-4-3:2015 Information technology, Home Electronic Systems (HES) architecture — Part
4-3: Application layer interface to lower communications layers for network enhanced control devices of
HES Class 1
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IEC 62394:2022, Service diagnostic interface for consumer electronics products and networks -
Implementation for ECHONET

IEC 63380-2 CDV: Local Charging station management systems and Local Energy Management
Systems network connectivity and information exchange - Part 2: Specific Data Model Mapping

3 Terms, definitions, and abbreviated terms

IEC maintain terminological databases for use in standardization at the following addresses:
e |EC Electropedia: available at http://www.electropedia.org/

For the purposes of this document, the following terms and definitions apply.

3.1 Terms and definitions

3.141

CA
Certificate Authority
Certification Authority

entity which can provide a digital signature for certificates

Note 1 to entry: Other SHIP nodes can check this digital signature with the certificate from the CA itself, the “CA-
certificate”.

3.1.2
Commissioning Tool

<SHIP> instrument to establish the trust between different devices in the smart home installation, e.g.,
distribute trustworthy credentials from some SHIP nodes to other SHIP nodes

Note 1 to entry: E.g., a smart phone, a web server or a dedicated device can embody the role of a commissioning
tool. So far, the SHIP specification does not specify a commissioning tool; an interoperable protocol for
commissioning can be used on the layer above SHIP.

Note 2 to entry: A manufacturer may also use their own solutions

3.1.3
DNS
Domain Name System,

[Source: IETF RFC 1035]

314

DNS host name

fully qualified domain name used within DNS as host name to get the IP address of the corresponding
internet host.

3.1.5
DNS-SD
Domain Name System — Service discovery

[Source: IETF RFC 6763]

3.1.6
Factory Default

setting that allows the user to reset the SHIP node to the as-new condition; this means that all data that
has been provided and stored by the SHIP node during its operation time shall be deleted
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3.1.7
IANA
Internet Assigned Numbers Authority

3.1.8
IETF
Internet Engineering Task Force

3.1.9
IP
Internet Protocol

3.1.10

mDNS, multicast DNS host name

fully qualified domain name used within mDNS as host name to get the IP address of the
corresponding local SHIP node

3.1.11
M/O/NV/C
abbreviations which refer to:

1. M = mandatory
2. O = optional

3. NV = not valid
4. C = choice, i.e., a presence or support depends also on the selection from multiple possibilities

and which are primarily used within specific definition tables describing certain specialized data model
definitions

3.1.12
Numerical representation

written system for expressing numbers. For example, Oxab represents a decimal value of 171

3.1.13
PIN

Personal Identification Number
specification which makes use of a PIN as secret for SHIP specific verification procedures

3.1.14
PKI
Public Key Infrastructure

3.1.15
Push Button

switching mechanism to control some aspect of a machine or a process

Note 1 to entry: A push button event does not necessarily mean that a real physical button has to be used to
trigger this event. A push button event may also be generated by other means, e.g., via a smart phone application
or a web-interface (secure connection to SHIP node required). A push button shall provide a simple mechanism for
a user to bring the device to a certain state or start a certain process.

3.1.16

QR Code

the term "QR Code" is a registered trademark of DENSO WAVE INCORPORATED; "QR Code" is the
short form for "Quick Response Code" and used for efficient encoding of data into a small graphic


https://standards.iteh.ai/catalog/standards/sist/e17457d1-9588-4a9d-937f-4175e5552398/osist-pren-iec-63380-3-2024

