SLOVENSKI STANDARD
SIST EN 14908-10:2025

01-junij-2025

Odprta izmenjava podatkov v avtomatizaciji stavb, regulaciji in upravljanju stavb -
Protokol regulacijske mreze - 10. del: Specifikacija spletnih storitev za protokol
regulacijske mreze

Open Data Communication in Building Automation, Controls and Building Management -
Control Network Protocol - Part 10: Web Services for Control Networking Protocol
Specification

Firmenneutrale Datenkommunikation flir die Gebaudeautomation und
Gebaudemanagement - Gebaude-Netzwerk-Protokoll - Teil 10: Spezifikation der
Webdienste fur das Kontrollnetzwerkprotokoll

Communication de données ouvertes dans le domaine de I'immotique, du contréle et de
la gestion des batiments - Protocole de réseau de contrdle - Partie 10 : Services Web
pour la spécification du protocole de réseau de contréle

Ta slovenski standard je istoveten z: EN 14908-10:2025

ICS:
35.240.67 UporabniSke reSitve IT v IT applications in building
gradbenistvu and construction industry
97.120 Avtomatske krmilne naprave Automatic controls for
za dom household use
SIST EN 14908-10:2025 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SI ST EN 14908-10: 2025

iTeh Standards
(https://standards.iteh.ai)
Document Preview

SIST EN 14908-10:2025
https://standards.iteh.ai/catalog/standards/sist/b24c0327-b74a-4ce8-9de5-4d6cba2666al/sist-en-14908-10-2025




EUROPEAN STANDARD EN 14908-10
NORME EUROPEENNE
EUROPAISCHE NORM April 2025

ICS 35.240.67; 91.140.01; 97.120

English Version

Open Data Communication in Building Automation,
Controls and Building Management - Control Network
Protocol - Part 10: Web Services for Control Networking
Protocol Specification

Communication de données ouverte dans le domaine Firmenneutrale Datenkommunikation fiir die
de 'automatisation, du controle et de la gestion des Gebdudeautomation und Gebaudemanagement -
batiments - Protocole de contréle réseau - Partie 10 : Gebaude-Netzwerk-Protokoll - Teil 10: Spezifikation
Services Web pour la spécification du protocole de der Webdienste fiir das Kontrollnetzwerkprotokoll

controle réseau

This European Standard was approved by CEN on 17 February 2025.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Ttirkiye and
United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2025 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 14908-10:2025 E
worldwide for CEN national Members.



EN 14908-10:2025 (E)

Contents

EUroPean fOr@WOTId .....cuieieisisissnsssssisisssssssssssss s sssssssssssssssasssssssssssss st sssssmsasas s s s s s s sssssssssasanasas s s sssssssnsns 9
000010 11 ot 0 10
1 Y 6 1 12
2 A0 3 01 B LA Q=3 ) () 4 U 0 12
3 Terms and definitions ... ————————————————— 12
4 IAP API FUNDAMENTALS.....cocicimmmssmsssssssssssssssssssssssssss s sssssssssssssssssssssssssssssssssssassssssasssssssss 13
4.1 JAP API OVEIVIEW ...coeierurummsisismsssmsmsssssssssss s ssssssssssssssssss s s s sssssas s s s s e 13
4.2 TIAP/MQ FUNAAMENtALS......cciiimimsmrmsssssssssssssssssssssssssssssssssssssssssssmsmsasasassssssssssssssssnsnsasasasasssssssssssanans 14
4.2.1 TAP/MQ OVEIVIEW ..cvviuresmissssssssssssssssssssssssssssssssssssssssssssssssssss s s s sassss st st s s st s s s s asassss s seses 14
T 72 | 10 1T 7 14
4.2.3 Supported MQTT VErSION .......ccimismmmsmsmsmsmsssssssmsssssasssssssssssssssssssssssssssssssssssssssssnsssasasasssssssss 14
4.2.4 TAP/MQ TOPICS toususrssmsssessmssssssssssssssssssssnsssnsssssssssssssnsssssssssssssnsssssssssssssnsssssssssssssssssssssssssssnssnssssssssssnssnnns 15
4.2.5 Persistent Clients vs Transient ClIENtS ... 15
4.2.6 Client EXPIration ... s s sasssss st sssssssssss s sassssssssssssses 15
4.2.7 MesSSage PaYIoad ......ccvinmsmsmiisissmsmssssssssssssssssssss s s s s s 15
4.2.8 CMS CONNECTIVITY .corrrrrermsmsmsnsassssssssssssssssssssssssssssssssssssesssssssssssasss s s ss s s s ssssssssasss s e e sesmsmsmsasassssesens 16
T L 1 1, N S 16
4.3 Partial Object ASSIGNIMENT .....c.ccvuinmsmsmsissmssssss s 16
3 0 T T3 i) 1) 16
4.3.2 Edge Servers and Partial Object ASSIgNMENt........cocovrrrinsmnmnmsmsmsmsssssmssssssssesssssssssasasssess 17
4.3.3 Timestamps IN JAP.....c s ———————————————— 18
4.3.4 Most Recently Used (MRU) TimeStAMDP ....ccovmrmnmnmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssasasassssssess 18
4.4 JAP /MQ TOPIC SYNEAX.uiiiiirrrisisesmsmsmsasssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssassssssssssssssssssssssssaes 19
4.4.1.+- Syntax elements.loo/atendardasistoadotdddubddpuboatn ddesdabelond s faldaiafam 19
T 30 720 D 3 T 4 1 D 23
0 G T 75 1 o U= 1 o 25
4.5 JIAP/REST FUNAamentals .....ccourmmrmmsssmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssaes 25
4.5.1 REST OVeIVICW...coiisiirtsusesmsasassssssssssssssssssssssssassssssssssssssssssssssasssssssssssssssssassssssssssss sssssesssssssssssasasassssssess 25
4.5.2  REST QDN AP it ssss s s ssas s s s s s s s s 26
4.5.3 MakKing IAP/REST CallS ...ccosmrmnmmmsmsmmnmssmsssssssssssssssssssssssssssss s sssssssssasssssssssssassssens 26
4.6 JAP /REST SYNEAX weuvuiusrcsssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssassssssssssassssssassssssassssssssssssssns 26
4.7 Queries and Parameters....... s sssssssassssssssssssssssssssssasssasssssssssssssssses 27
4.8 Path Parameters......cmsssssssssssssssssssssssssssssssssssssssssssssssssasasassssssssssssssssssssasssassssssssssssssnses 29
4.9 L0 1LY 0 e e 11 L] ) o, 30
4.10 TAP/WS FUNAAMENTALS c.ccurerecccninsmsmmssssssssssssssssssssssssssssssssss s sssssssssssssssssssssssssssssssssasassssssens 31
4.11 Data Log WebSocket Queries and Parameters.........ms, 32
4.11.1 Data Log WebSOCKET OVEIVIEW ....ccvieiiimsmmsmsssisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasssssssss 32
I - 32
T 00 T 01 T = 1 ) 32
s £ 1 1 32
4.11.5 Regular EXpression ENCOAING.....ccouiiimmsmsmnmsmsismsmssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssess 32
5 0 T (0 ¥ o 33
5.1 L0 1 o T, 33
5.2 72 o 0] L, 33
LS/ N 0 1 i 111 U o) 33




EN 14908-10:2025 (E)

LS00 D5 € ) 111 0] U 34
LS00 T o 1) 07 o 35
5.3 21 B 1 1 39
5.3.1  DefiNitioN s ——————————————————————————— 39
LT 0 D5 € ) 111 0 ) (T 39
5.3.3  Alarm ConfigUration ... ssssasases 41
5.3.4  AlQrm STATUS s 41
LT TSN 25 € ) 111 0] (T 41
5.3.6  Alarm ProPerties ... st sssssssssasssss s ssssssasassssasas 41
5.3.7  Alarm ACHONS i s 43
5.3.8 Alarm Conditions ... ————————————————_ 44
LR T0° T =1 (B Ve D g 0T 47
54 070 113 U ot 10 ) 1 1, 47
5.4.1  DefiNitioN s —————————————— 47
5.4.2 Connection Implementation ... ————————— 47
5.4.3 Connection with Datapoint Presets ... 48
5.4.4 Connection ODJECES....cums s —————————————————— 49
5.4.5 Connection DO ACtIONS. ... ————————————————————_ 54
5.4.6 CONNECLION TYPES ..ococirrmrmrmsmsmsnssssssssmsssssissssssssssssssas s s E A e e R AR 57
5.4.7 Type Translation..... s 58
5.5 Data Type Definitions.....osssssssssssssssss s 62
5.5.1  DefiNitioN . ————————————————————— 62
5.5.2 Data TypPe ReferenCeS......ccoummmmnmnismmsmmsissmssssssssssssssssssssssssssssssssssssssssssssssssssss s ssassssssssssssssasass 62
5.5.3 ADOUL IAP Data TYPeS..cucimnmmsmsmsssmsmmsssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssasasass 63
5.5.4 Data Type General INformation...... s 63
5.5.5 Data Type Presentation and FOrmatting..........ccccuuimmnmsssssssssssssssss 65
5.6 D T2 o3, 66
LS T D T 110 o) 66
5.6.2 DeViCe ODJECTES iiimmmsmsmsmismsmsmssssnssismsssssssssssisssssnssssssssssssssssssssssassssssssssssssssssnsssssssssssssnssssnsssassssnssssnssssnns 66
5.6.3 Device CONfigUIation .. sssssssssssssssasass 67
5.6.4 DeVICE DO ACLION ....coiimimsmsmsmsnssssssssssssssssssssssssssssasssssss s s sssssssssssssssss s s s sssssssesmsmsasasss s s s sssnsnsansssasas 68
5.6.5 DeviCe INLEITACE ... s s 78
LR TN D T 14 oI U S 79
TN D)% 1 =15 01 Coll 0 01 @ = U 81
5.6.8 Implementation Detail ObjJect......cconnmnnscinm s ————————————— 83
5.7 D )Y o4 1] o 85
5.8 Discovery and Provisioning Details ... 87
5.8.1 DeVICE DISCOVETY ..oiuiuiusmsmsmscssssssmsssssssssssssssssssssssssssssssssss s st s s asass st s s s s s asanans 87
5.8.2 Segment DISCOVEIY ... s 91
5.8.3 Segment ProviSioNing ... ssssssases 91
5.8.4 Segment DiSCOVErY MESSAZE .....coummmrmrmnmsmsmsmsmssssmsmsssssssssmssssssssssssssssssssssssssssssssssssasasssssssssssssssssssasas 93
5.9 D) L 95
L0 20 T D T 110 0 95
FT0S N D P U= ] 1L 97
LT T T )14 0 D87 =Y & 97
LI TR 1 T ) 98
5.9.5 Event ObjJect ProPerties ... sssssssssssssssssssssssssssssssssssssassss 98
5.9.6 Created EVENt ... s s sassss st s s nanas 101
5.9.7 Deleted EVENT ... sassss s s s nanes 103
5.9.8 UPdAted EVeNt.......iinmrecsiississsssssssssssssss st ssssssssss s s sassssss s ssssassssssss s sanas 104
L0 10 5 0 1 ) 105
5.10.1 DefiNitioN .. —————— 105
5.10.2 Group CharacteriStiCs ... s 106



EN 14908-10:2025 (E)

5.10.3 Group EXamPIes...iiimmmiismssssssssssssssssssssssssssssssssss s ssssssssssasssssssssssssssassssssssssssssssssssssas 106
5.10.4 TAP GIOUPS .ciuruimsmsmsmssssssssssssssssssssssssssssssssssasassssssssssssssssssssasssssss s ssss st st st sssssasas s s sssssssssssssasasssssssssssssanss 108
5.10.5 Selfiadd....cimmmi s ———————————————————— 110
5.10.6 SElf.Create......cuimmnmsmnminimnsssssss s ———————— 111
5.10.7 Selfidelete....m s ————————————————————— 112
LT 0TS Y=Y 10 02 T o) 112
5.10.9 SElf.r@IMOVE ..o ————————— 113
5.11 Handle AlIOCATION ... es 114
5.11.1 DefiNition i ——————— 114
5.11.2 Handle Allocation SeIVICE ... 115
5.11.3 Handle ReqUEST.....cccuiimimismmsmsmmisssssssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssasssasassssssnsssnas 115
5.11.4 Handle RESPONSE....uiieiuisiscmsmssisisssssmsssssssssssssssssssssssssssssssssssssssssssssssssasssss s ssssssssassssassssssssssssssssens 116
LS00 T ST D0 € )1 11 1) (. 116
5.12 Interface BlOCKS. .. sssssss s sssssssans 116
5.12.1 DefiNitioN .o A R 116
5.12.2 INEIrface TOPICS .o s 117
5.12.3 BlIOCK ObjecCt Properties... ... mssssssssisssssssssssssssssssssssssassssssssssssssssssssasasasssssssssssnss 117
5.12.4 Datapoint ODJECES ... sssssmsssasassssssssssssssssnsasasasasssssssssasas 119
5.12.5 Datapoint PreSets ... ssssssssss s ssassssasas 125
5.12.6 Datapoint LOCaliZation ... 133
5.12.7 Monitor Preference ODjJecCt ... nsssssisisssssssssssssssssssssssassssssssssssssssssssssssssssssssssssnas 137
5.12.8 Working with Datapoint Values ... 141
5.12.9 Working with UnNIOnNS.....cmmsssssssssssssssssssssssssssssssssssssssssssssss 145
5.13  LICENSE SEIVICES..commmmsrsmsussssmsmsmsmsssssssssssnsasssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssassssasssasssssssssssnnas 146
5.13.1 License ServiCe OVeIVIEW...mmmsisisssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssasassssas 146
5.13.2 Actions ..uucmenennns e SRR LR AN LA O A AR R AL AN AL A A 146
LS00 T T 05 1 1 - Lo o 7 153
LS00 % 20 T 08 (11 154
LT T T 00 1 ¥ 7o 1 L) 156
5.13.6 License ManaZeIMENLt .......ccouurmrmsesesmsmsmssssssmssssssssssssssssssssssssssssssssssssssssssasssssssssssssssassssssssssssssssesesens 157
LT S J0 ] - 111 159
LS00 I S U0 o D 1o 30 Wt () 1 S 161
LS00 0 T D T 1 0L 1) 161
5.14.2 Outer IMAage File ... 161
5.14.3 LOAd PrOCEAUIE ....cocvevereseiesssasssnsssssssssssssasssssssssssssssssssssssssssssssssssssssssssssnsasssssssssssssssassssasasassssssssnsnsnas 162
LS I N U 0 T e Q0 o) o 163
5.14.5 Inner Image File EXaMPIe ... sssssssssssssssssssssssssssssss 163
5.14.6 Load Action and Manifest Properties ... 164
5.15 On-Demand MONItOriNG ... 169
5.15.1 DefiNition i ————————————————— 169
5.15.2 On-Demand Datapoint Monitoring ReQUEST..........couumnmnmnmnmsmsmssssssssssssssssssssssssssssssssssssssens 170
5.15.3 On-Demand Datapoint Monitoring ReSponse.........umns 171
5.15.4 On-Demand Monitoring Service Collaboration.........ss 171
5.15.5 Item POll REQUEST ... ssssssssss s s ss s s s e 172
5.15.6 Item POll RESPONSE ... sssssssssssssssssssss s sssssas s s s s s s s s ss s e 172
LS T 0. =) 173
5.16.1 DefiNitioN ..o ——————————————— 173
5.16.2 Query ReqQUEeSt PrOPerties ... sssssssssssssssssssssssas 173
5.16.3 QUETY RESPOMNS ...ttt a e 175
5.16.4 FIIteriNg ..o s s s R 176
5.17  Schedule SeIVICES....cmmmsss s ————————————————— 177
5.17.1 Schedule Services OVeIVIEW.....ccmmmmisimmmmssssssssssssssssssssss s 177
5.17.2 Schedule AlGOrithIM ... —————————————— 178




EN 14908-10:2025 (E)

5.17.3 Schedule ODJECt ... ssssssassssssasass 179
5.17.4 Calendar ODJECE ... s s nanas 182
5.17.5 Calendar Status ODjJecCt......mns s 183
5.17.6 Dates in Schedules and Calendars........u—————————— 185
5.17.7 SPeCifying DAteS ......cuvrmvnimimnmmmsmismssissssss s nanas 185
5.17.8 WeeKly Schedule.......msssssssssssssssssssssssssa 189
5.17.9 Exception SChedule ... sssssssssssssssssssssssssssasasas 190
5.18 Segment CoNfigUration ... ——————————————— 192
5.18.1 DefiNitioN .. ————— 192
5.18.2 Segment Configuration Properties.......u s 193
5.18.3 LoCation ODJeCt ..o ssssssssssssssssssssssssssssssssssssssasasassssssssssssssssssasasass 197
5,19 Segment DO ACHIONS ... sssssssas s s sssssssssssasasass 199
LS 10 200 T 0 T 110 o) 199
LT 10 27 Wt 10 1 0. 0 ) T o 199
5.20 Segment STALUS ... s 206
5.20.1 DefiNitioN ... sssssas s s s s namsasasanans 206
LI I 25 € ) 1 11 1) U, 206
LI 0 0 T o 10 1) o (T, 206
6 0 2 . ¥ o 207
6.1 JAP /REST OVEIVIEW .ccovvccminsmsmssssssssssssssssssssssssssssssssss s s s sasassss st s s sssssas s s sanns 207
6.2 2 W o T, 207
6.2.1 URI DefiNitioN .. sssss s s ssssssens 207
6.2.2  Query Parameters ... 208
6.3 L 1 3 4, 208
6.3.1 URI DefiNitiON ..o s s assssssssss s ssassss s assssens 208
(S0 TN 0.1 1) 1y 40 S ¥ 1 (1 7<) 222
6.4  Authentication (LOZIN/LOZOUL) ... sssssssssssssssssssssssssssssss 222
6.4.1 URI DefiNitiON cccieieieseiisnsnsnssisssssmsssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssssassssssssssssssses 222
(ST N 0 10 1) iy 0 S ¥ 1 (1 1<) 224
LS 5 T D5 € 1 11 1. LT 224
6.5 Capabilities ca/standasdsisist/h2delddl-blda.deal.0das.ddbehal 666al /sisteaial 40! 225
6.5.1  URI DefiNitiON cccseseieieiesssmsnsnssisssssmsssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssssassssssssssssssses 225
(ST 2 0.1 1) o A e 1 i1 (1 o 227
6.6 00 1) LT 1 1 ) 4 T, 228
6.6.1 URI DefiNitioN ccccseieieieieismnsnsnsisnsssmssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssssasssssssssssssssans 228
LTIV o ) ) 10 1= = 228
(ST STOC TN 0.1 1) iy 40 S ¥ 1 (1 1<) 228
LET R N 05 € ) 111 0] U 228
6.7 0003 1L 228
6.7.1 ConteXt OVeIVIEW. .o ssss s s 228
6.7.2 Context - Contextual Entity Relationship ... 229
6.7.3 Device ASSIZNMENT ... ———————————————————— 229
6.7.4 URI DefiNitioN ccvieieieimssnsssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssssssassssssnssssssssns 229
6.8 011 0 11 T 236
6.8.1 URI DefiNition .. ssss s s ssassss s assss s 236
6.8.2  QUErY Parameters ... s s 239
LETR2 70 TR 05 € 1 101 0] U3 239
6.9 LD e 1 0L L O U o) (L 240
6.9.1 URI DefiNition .. ssass s sssssssssss s 240
LT 7 2 0 ) 1) (T 241
6.10 Datapoint Default ValUes ... ssssssssssssssssssssssssssssssssssssssssssssssssses 243
6.10.1 URI DefiNition ..o sssss s sssss s sssssssssssssssssssens 243




