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Introduction

The ISO/IEC 23837 series specifies security requirements, test and evaluation methods for quantum ke,

distribution (QKD) modules under the framework of the ISO/IEC 15408 series. This document specifies

an evaluation method and relevant evaluation activities for the security evaluation of QKD modules in a
relatively general way. The evaluation activities that are necessary for the security evaluation of QKD
modules include supplementary evaluation activities for the QKD-related security functional
requirements (SFRs) specified in ISO/IEC 23837-1 and the supplementary evaluation activities for
security assurance requirements (SARs) with security assurance levels ranging from evaluatio

assurance level (EAL-) 1 to EAL- 5+.

Specifically, the evaluation activities for the testing and evaluation of implementations of QKD protocol
quantum optical components in QKD transmitter modules, and QKD receiver modules are described in
detail. For SFRs specific to conventional network components, this document does not specify concrete
evaluation activities but mainly refers to existing methods for network devices. In addition,
supplementary activities for security assurance requirements are specified, and refinements to the
generic vulnerability analysis methodology in ISO/IEC 18045 are presented, including guidance on the
calculation of attack potentials.

This document is expected to provide a specification to help QKD manufacturers improve the design anh
implementation security of QKD modules, and to guide evaluators in the testing and security evaluation
of QKD modules, thus reducing the risk of failure of security in operation.
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