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INTERNATIONAL ELECTROTECHNICAL COMMISSION  216 

____________ 217 

 218 

VIDEO SURVEILLANCE SYSTEMS FOR  219 

USE IN SECURITY APPLICATIONS – 220 

 221 

Part 4: Application guidelines 222 

 223 

FOREWORD 224 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 225 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 226 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 227 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 228 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 229 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 230 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 231 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 232 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.  233 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 234 
consensus of opinion on the relevant subjects since each technical committee has representation from all 235 
interested IEC National Committees.  236 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 237 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 238 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 239 
misinterpretation by any end user. 240 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 241 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 242 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.  243 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 244 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 245 
services carried out by independent certification bodies.  246 

6) All users should ensure that they have the latest edition of this publication.  247 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 248 
members of its technical committees and IEC National Committees for any personal injury, property damage or 249 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 250 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 251 
Publications.  252 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 253 
indispensable for the correct application of this publication.  254 

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a) 255 
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in 256 
respect thereof. As of the date of publication of this document, IEC [had/had not] received notice of (a) patent(s), 257 
which may be required to implement this document. However, implementers are cautioned that this may not 258 
represent the latest information, which may be obtained from the patent database available at 259 
https://patents.iec.ch. IEC shall not be held responsible for identifying any or all such patent rights.  260 

IEC 62676-4 has been prepared by Technical Committee 79: ALARM AND ELECTRONIC 261 

SECURITY SYSTEMS. It is an International Standard. 262 

This 2nd edition cancels and replaces the 1st edition published in 2014. This edition constitutes 263 

a technical revision.  264 

This edition includes the following significant technical changes with respect to the previous 265 

edition: 266 

a) ...; 267 

 268 
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The text of this International Standard is based on the following documents: 269 

Draft Report on voting 

XX/XX/FDIS XX/XX/RVD 

 270 

Full information on the voting for its approval can be found in the report on voting indicated in 271 

the above table. 272 

The language used for the development of this  International Standard is English [change 273 

language if necessary]. 274 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 275 

accordance with ISO/IEC Directives, Part  1 and ISO/IEC Directives, IEC Supplement, available 276 

at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 277 

described in greater detail at www.iec.ch/publications. 278 

The committee has decided that the contents of this document will remain unchanged until the 279 

stability date indicated on the IEC website under webstore.iec.ch in the data related to the 280 

specific document. At this date, the document will be  281 

• reconfirmed, 282 

• withdrawn, or 283 

• revised. 284 

 285 
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 VIDEO SURVEILLANCE SYSTEMS FOR  286 

USE IN SECURITY APPLICATIONS –  287 

 288 

Part 4: Application guidelines 289 

 290 

 291 

 292 

1 Scope 293 

This part of IEC 62676 gives recommendations and requirements for the, planning, design, 294 

installation, testing, commissioning, and maintaining of Video Surveillance Systems (VSS) 295 

comprising of image capture device(s), interconnection(s) and image handling device(s), for 296 

use in security applications within private or public spaces. 297 

The objectives of this part of IEC 62676 are to: 298 

b) provide a framework to assist all interested parties in establishing their requirements, 299 

c) assist specifiers and users in determining the appropriate equipment required for a given 300 

application, 301 

d) provide means of evaluating objectively the performance of the VSS. 302 

2 Normative references 303 

The following documents, in whole or in part, are normatively referenced in this document and 304 

are indispensable for its application. For dated references, only the edition cited applies. For 305 

undated references, the latest edition of the referenced document (including any amendments) 306 

applies. 307 

IEC 31010, Risk management - Risk assessment techniques  308 

IEC 62305 (series), Protection against lightning  309 

IEC 62305-3, Protection against lightning – Part 3: Physical damage to structures and life 310 

hazard 311 

IEC 62305-4, Protection against lightning – Part 4: Electrical and electronic systems within 312 

structures 313 

IEC 62676-1-1: Video surveillance systems for use in security applications – Part 1-1: System 314 

Requirements  315 

 316 

IEC 62676-1-2: Video surveillance systems for use in security applications – Part 1-2: General Video 317 

Transmission Requirements  318 

 319 

IEC 62676-2-1: Alarm systems – Video surveillance systems for use in security applications – Part 2-320 

1: Video Transmission Protocols – General Requirements  321 

 322 

IEC 62676-2-31: Video surveillance systems for use in security applications - Part 2-31: Live 323 

streaming and control based on web services  324 

IEC 62676-2-32: Video surveillance systems for use in security applications - Part 2-32: 325 

Recording control and replay based on web services  326 

IEC 62676-2-33: Video surveillance systems for use in security applications - Part 2-33: Video 327 

transmission protocols – Cloud uplink and remote management system access  328 
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IEC 62676-3:Video surveillance systems for use in security applications– Part 3: Analog and digital 329 

video interfaces  330 

 331 

IEC 62676-5: Video surveillance systems for use in security applications - Part 5: Data 332 

Specifications and Image Quality Performance for Camera devices  333 

 334 

IEC 62820-2: Building intercom systems – Part 2: Requirements for advanced security 335 

building intercom systems (ASBIS)  336 

 337 

IEC 62820-3-2: Building intercom systems – Part 3-2: Application Guidelines – Advanced 338 

security building intercom systems (ASBIS) 339 

 340 

ISO 31000: Risk management - Guidelines 341 

ISO/IEC 11801 (series), Information technology - Generic cabling for customer premises  342 

ISO/IEC 13818-1, Information technology — Generic coding of moving pictures and associated 343 

audio information — Part 1: Systems 344 

ISO/IEC 14496-2, Information technology — Coding of audio-visual objects — Part 2: Visual 345 

ISO/IEC 14496-10, Information technology — Coding of audio-visual objects — Part 10: 346 

Advanced video coding 347 

ISO/IEC 15444-1, Information technology — JPEG 2000 image coding system — Part 1: Core 348 

coding system 349 

ISO/IEC 19794-5, Information technology — Biometric data interchange formats — Part 5: Face 350 

image data 351 

ITU-T Rec. T.81 / ISO/IEC 10918-1, Information technology — Digital compression and coding 352 

of continuous-tone still images: Requirements and guidelines — Part 1: Requirements and 353 

guidelines 354 

ITU-T Rec. H.263, Video coding for low bit rate communication  355 

ITU-T Rec. H.264, Advanced video coding for generic audiovisual services  356 

ITU-T Rec. H.265, High efficiency video coding 357 

ITU-R BT601, Standard to define how digital interlaced video signals to be coded (also formerly 358 

known as CCIR 601) 359 

 360 

3 Terms, definitions and abbreviations 361 

3.1 Terms and definitions 362 

For the purposes of this document, the following terms and definitions apply.  363 

3.1.1  364 

4K (UHD) 365 

The standard for Ultra High-Definition television (UHDTV) defined by SMPTE2036 to be with 366 

3.840 x 2.160 pixels at 25 or 30 fps. 367 
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3.1.2  368 

8K (UHD) 369 

The standard for Ultra High-Definition television (UHDTV) defined by SMPTE2036 to be with 370 

7.680 x 4.320 pixels at 25 or 30 fps. 371 

3.1.3  372 

At-site visual check  373 

Activity to determine and assess the feasibility of implementing the safety concept per camera 374 

location to be monitored as well as checks of visible disturbances and defects - in particular for 375 

influences occurring outside of VSS system parts - on the monitoring tasks of a VSS that are 376 

not evaluated operationally and whether there are deviations from the function of the VSS 377 

required in the safety concept. The at-site visual check is the responsibility of the operator, who 378 

may, however, hand over the inspection to a competent person VSS or to a competent system 379 

engineer VSS. 380 

3.1.4  381 

camera housing 382 

enclosure to provide physical and/or environmental protection of the camera, lens and ancillary 383 

equipment 384 

3.1.5  385 

camera sensitivity 386 

Image capturing device capability to produce an image in certain light conditions  387 

3.1.6  388 

characterise 389 

Minimum requirement of a VSS camera to characterise a target, e.g. persons (type of person, 390 

gait and actions can be characterised) and vehicles (vehicle brands can be characterised) with 391 

a display of > 250 pixel/metre 392 

3.1.7  393 

competent person VSS  394 

Person who has been instructed by a competent system engineer VSS about the assigned tasks 395 

within the scope of the on-site check and the possible dangers and consequences of improper 396 

behaviour 397 

Note 1 to the term: This includes the necessary knowledge for the assessment of the object requirements, with regard 398 
to the type of danger and the required function of the VSS, the influence of the use as well as the limits of use and 399 
the instruction about the security concept of the video surveillance system, about existing requirements as well as 400 
legal requirements or requirements of the operator from safety aspects as personal and property protection measures 401 
or to avoid personal injury. 402 

Note 2 to the term: The task requires competences for independent planning and processing of the requirements 403 
from the at-site visual check as well as in-depth general knowledge and specialist theoretical knowledge in order to 404 
be able to assess to what extent environmental or object changes can influence the effectiveness of a video 405 
surveillance system. The recognition of possible interactions from other requirements as well as the development of 406 
alternative actions is necessary. Detected deviations must be securely justified, responsibly communicated and, if 407 
necessary, retracted if no other problem solutions can be found.  408 

3.1.8  409 

Competent system engineer VSS  410 

Person who, on the basis of professional technical training, knowledge and experience as well 411 

as knowledge of the relevant standards, regulations and directives, is able to assess the work 412 

to be carried out and recognise possible hazards.  413 

A competent system engineer VSS can be employed by either an installation company/system 414 

integrator company, project planning company or at owner or at user of the VSS.  415 

Note 1 to the term: For the field of video surveillance systems, training from the spectrum of electrical engineering 416 
in the field of communications, information, microprocessor, measurement and control or general electrical 417 
engineering is required, and experience in the respective other fields as well as system knowledge of video security 418 
technology must be demonstrated. Qualification of competence for VSS knowledge can be proven by training 419 
certificates of e.g., local security associations or vendors of VSS. 420 
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Note 2 to the term: Several years of activity in the relevant fields of work can also be used to assess the professional 421 
training.  422 

Note 3 to the term: The activity requires the ability to independently plan and process comprehensive technical tasks 423 
in a complex, specialised, changing environment. Integrated technical knowledge and in -depth theoretical knowledge 424 
of the subject must be available. The scope and limits of the possible applications of a video surveillance system 425 
must be known. A very broad spectrum of specialised cognitive and practical skills is required. Work processes are 426 
to be planned in a comprehensive manner and assessed with comprehensive consideration of handling alternatives 427 
and interactions with neighbouring areas. The competence to guide others and to support them with well -founded 428 
learning guidance must be given. Interdisciplinary complex issues must be presented in a structured, target -oriented 429 
and addressee-related manner. Own and externally set learning and working goals must be reflected upon, evaluated, 430 
pursued in a self-directed manner and answered. 431 

3.1.9  432 

Constant bit rate 433 

Where the bit rate of a camera stream is kept constant regardless of the image quality or 434 

movement in the scene 435 

3.1.10  436 

Corrective maintenance 437 

Maintenance carried out after failure detection to restore a VSS to a condition in which it can 438 

perform its required function. Corrective maintenance corresponds to repair and serves as a 439 

corrective measure after a failure has been detected. 440 

3.1.11  441 

discern 442 

Minimum requirement of a VSS camera to discern a target, e.g. objects and their movements 443 

with a display of > 80 pixel/metre 444 

3.1.12  445 

electronic iris 446 

automatic electronic shutter which changes the camera sensitivity in relation to the varying light 447 

conditions in order to maintain the video output signal within defined limits  448 

3.1.13  449 

electronic shutter 450 

arrangement in the camera changing its sensitivity by electronically controlling its exposure 451 

time 452 

3.1.14  453 

event recording 454 

event controlled recording or storing of image signals for a pre-determined time  455 

NOTE: refers to video recording not to system log of events  456 

3.1.15  457 

external synchronisation 458 

method of feeding reference timing signals to all connected devices to ensure that their video 459 

output signals are synchronous 460 

3.1.16  461 

focal length (f) 462 

 measurement of the converging power of a lens, normally expressed in mm, which can be used 463 

to determine the angle of view for a given sensor size  464 

3.1.17  465 

geo data 466 

digital information assigning a certain spatial location to the earth's surface  467 

oSIST prEN IEC 62676-4:2024

iTeh Standards
(https://standards.iteh.ai)

Document Preview
oSIST prEN IEC 62676-4:2024

https://standards.iteh.ai/catalog/standards/sist/8644647b-a836-4411-838b-6fd8dddcc705/osist-pren-iec-62676-4-2024

https://standards.iteh.ai/catalog/standards/sist/8644647b-a836-4411-838b-6fd8dddcc705/osist-pren-iec-62676-4-2024

