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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its
standards through a consensus development process, approved by the American National Standards
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the
final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While the IEEE administers the process and establishes rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the
IEC list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html.

ISO/IEC/IEEE 8802-1AE was prepared by the LAN/MAN of the IEEE Computer Society (as I[EEE Std
802.1AE-2018) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track
procedure” defined in the Partner Standards Development Organization cooperation agreement
between ISO and IEEE, by Joint Technical Committee ISO/IEC]TC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-1AE:2013), which has
been technically revised. It also incorporates ISO/IEC/IEEE 8802-1AE:2013/Amd 1:2015;
ISO/IEC/IEEE 8802-1AE:2013/Amd 2:2015 and ISO/IEC/IEEE 8802-1AE:2013/Amd 3:2018.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Abstract: How all or part of a network can be secured transparently to peer protocol entities that
use the MAC Service provided by IEEE 802® LANs to communicate is specified in this standard.
MAC security (MACsec) provides connectionless user data confidentiality, frame data integrity, and
data origin authenticity.

Keywords: authorized port, confidentiality, data origin authenticity, IEEE 802.1AE™,
IEEE 802.1AEbn™, IEEE 802.1AEbw™, |IEEE 802.1AEcg™, integrity, LANSs, local area networks,
MAC Bridges, MAC security, MAC Service, MANs, metropolitan area networks, port-based network
access control, secure association, security, transparent bridging

The Institute of Electrical and Electronics Engineers, Inc.
3 Park Avenue, New York, NY 10016-5997, USA

Copyright © 2018 by The Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published 26 December 2018. Printed in the United States of America.

IEEE and 802 are registered trademarks in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and
Electronics Engineers, Incorporated.

PDF: ISBN 978-1-5044-5215-1 STD23339

Print: ISBN 978-1-5044-5216-8 STDPD23339

IEEE prohibits discrimination, harassment, and bullying.

For more information, visit_http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html.

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior
written permission of the publisher.

2
Copyright © 2018 IEEE. All rights reserved.


http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://standards.iteh.ai/catalog/standards/iso/0075012e-4e41-493e-be9a-60845cad8e13/iso-iec-ieee-8802-1ae-2020

ISO/IEC/IEEE 8802-1AE:2020(E)

Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose;
non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE
disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied
“AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.ieee.org or contact IEEE at
the address listed previously. For more information about the IEEE SA or IEEE’s standards development process, visit
the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at
http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is
willing or unwilling to grant licenses under patent rights without compensation or under reasonable rates, with
reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants desiring to obtain
such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2018, IEEE Standard for Local and metropolitan area networks—
Media Access Control (MAC) Security.

The first edition of IEEE Std 802.1AE was published in 2006. The first amendment,
IEEE Std 802.1AEbn™-2011, added the option of using the GCM-AES-256 Cipher Suite. The second,
IEEE Std 802.1AEbw™-2013, added the GCM-AES-XPN-128 and GCM-AES-XPN-256 Cipher Suites.
These extended packet numbering Cipher Suites allow more than 232 frames to be protected with a single
Secure Association Key (SAK) and so ease the timeliness requirements on key agreement protocols for very
high speed (100 Gb/s plus) operation. The third amendment, IEEE Std 802.1AEcg™-2017, specified
Ethernet Data Encryption devices (EDEs) that provide transparent secure connectivity while supporting

provider network service selection and provider backbone network selection as specified in
IEEE Std 802.1Q™.,

This revision, IEEE Std 802.1AE-2018, incorporates the text of IEEE Std 802.1AE-2006 and amendments
IEEE Std 802.1AEbn-2011, IEEE Std 802.1 AEbw-2013, and IEEE Std 802.1AEcg-2017.

Relationship between IEEE Std 802.1AE and other IEEE 802% standards

IEEE Std 802.1X™-2010 specifies Port-based Network Access Control, provides a means of authenticating
and authorizing devices attached to a Local Area Network (LAN), and includes the MACsec Key
Agreement protocol (MKA) necessary to make use of IEEE Std 802.1AE.

IEEE Std 802.1AE is not intended for use with IEEE Std 802.11™. That standard also uses
IEEE Std 802.1X, thus facilitating the use of a common authentication and authorization framework for
LAN media to which this standard applies and for Wireless LANs.

8
Copyright © 2018 IEEE. All rights reserved.



https://standards.iteh.ai/catalog/standards/iso/0075012e-4e41-493e-be9a-60845cad8e13/iso-iec-ieee-8802-1ae-2020

ISO/IEC/IEEE 8802-1AE:2020(E)

Contents
Lo OVOTVIEW .eetieuieiieiieeieteete ettt et et et e ste bt e st et e e bt esaesseeseessessaeseensessesseesbesbeaseenseesaessensanseestensansenssensensenses 16
1.1 INEEOUCTION . ..c.tiiieiieniietietece ettt ettt ettt et et e et e e s besaeeaesseessenbesseeseenseseeseenseneeenes 16
1.2 SCOPE...eei e ettt 17
2. NOTMALIVE TEIETEICES ..eeuvevvitieiieieieetteitete sttt ettt et e e et etestesttesteste s st ebesseessessesseeneensensesseensessesses 18
T B 13 11114 T ) 1 USRS 19
4. AbDreviations and QCTOMYIIS .....cc.cvuirueeieriiriirtertenteettetente et etestesteestesbesbeestesbeestebesbesaeentenbesseensenbesnes 23
5. CONFOIMANCE.....c.couiiiiriiiiiniintetetetet ettt ettt et ettt ettt b ettt b bt s bt ea st eneenenaenee 25
5.1 Requirements terminOlOZY ........coveruirieienieeiieieerte sttt ettt ettt ettt e e st eaeesae b e 25
5.2 Protocol Implementation Conformance Statement (PICS)..........cccoccveeiiiiiieiienieeeeee, 25
53 MAC Security Entity TEQUITEIMENTS .......ceeverieerieieienienieeeieienieseesaesseeseesessesseessensesseessessesses 26
5.4 MAC Security ENtity OPTIONS ...ocveeierierieriieieienieeiieicetesteete sttt ettt e st sreeate st seeeneeseesneens 27
5.5 EDE CONTOIMANCE ... .iiiieieeiieiie sttt ettt tesete st eeete et e esaeesseesnsesseeense e seenseesneeenseenss 27
5.6 EDE-M CONTOIMANCE ......cuvetiiiieiieieeiieiieieetteiestestesteetestesttentesteeseessesseeseensessesseensassesnsensesseens 28
5.7 EDE-CS CONfOIMANCE.......ccuiiitieiieiiiieiieieeieesteesteesteestesveeereeteesaesseesssessseessaenseesssesssessseenss 28
5.8 EDE-CC CONTOIMANCE .......ecviivieiieieeeieeieienteetestestesteeetessesseessessesssessesseessensessesseessessesssensessenss 29
5.9 EDE-SS CONFOIMANCE ......eeiviiiieiieiesiieiieiertieteete sttt sttt ettt este e et esaessesaeenbeseesneensesreens 29
6.  Secure provision 0f the MAC SEIVICE .......ccvecveriiieierierieeeeierie ettt sreessesseeseesessesseessesessees 30
6.1 MAC Service primitives and ParameEterS.........ceeeervererereeruerieseeriesseseessessessesssessessesssessesses 30
6.2 MAC ServiCe CONNECTIVILY . ..cc.evuiieiriirtiteiteitiiintet ettt sttt sie st ere st saeneneenensenaens 32
6.3 Point-to-multipoint LANS ......c.ooiiiiiieiie ettt ee ettt sae et e e e eseesneesnseennas 32
6.4 MAC StAtUS PATAIMELETS ..c..eeeuieeiiietietieritestteete ettt et et e steesitesateenbeebe e seesbeesatesneeenseeseesaeens 33
6.5 MAC pOINt-tO-POINE PATAIMELELS. ... .ecveeureretieiiererterteeitetesteetestesteestessesseesessesseensessesseensessene 33
6.6 SECUTTLY TNICALS ..evviviiiieiieie sttt ettt ettt ettt e b e s te e e e besseessessesseessessesseessenseneas 34
6.7 MACSEC COMMECLIVILY .eouverierieuieienieeiententisttetestesseessetenseestessessesssessesseessensessesssensessesseensessene 35
6.8 IMACSEC GUATANLEES ......eeeeniiinieneeieeteteteeeete et ettt eresae e e e et eue st esee e esesaesaeseseesesbesseneseeuessennes 35
6.9 SECUTTLY SETVICES ..uveevverieuieiieriestiettetesteetestesseessessesseeseesesseessessesseassessessesssessessesssensessesssensenses 36
6.10  Quality Of Service MAaINtENANCE .......ccuervirrieierierteeieieierteeteete e ertestesteeseesesseeseensessesseensessenes 37
7. Principles of Secure Network OPEIatioN..........cceceeierierierierieeieriesteetetesteetetesseessessesseessesessesseensessens 39
7.1 Support of the secure MAC Service by an individual LAN .........cccooivieienieneeieieeeeee, 39
7.2 Multiple instances of the secure MAC Service on a single LAN ........cccooeveniniienenennenene 44
7.3 Use Of the SECUIe MAC SETVICE.....ccuieiieiieiietiesitestieste ettt et seeseee e eseeseesseesseesnseenseenns 45
8. MAC Security protocol (IMACSEC) .......ccueuriirieieiriinieteitrient ettt ettt ettt ebe s st eneeaenaene 48
8.1 Protocol design TeQUITEIMENES. ......ccuevuirieriiriiriieienieeitetet ettt sttt st et sbeebe et e sbesaeeee b e 48
8.2 Protocol SUPPOTt TEQUITEIMENTS .....c..eeeieeieieetieieiesiesteeeeetesteeeestesteeseessesseeseessesseessessesseensessesns 51
8.3 IMACSEC OPCTALION «...vevvieieniiiietieie st et eteteett et e steeaeenbesbeesbesbesbeesbebesseensesbesseensenbeseeensesbeennans 53
9.  Encoding of MACsec Protocol Data UNitS...........cceveruirieierienieeieieniteieie e ereetesieeeeteseeseeensesseenees 55
9.1 Structure, representation, and €NCOAING.........c.covivirrierieririeiene ettt ees 55
0.2 M OT COMPOTIEIIES ...eouventiiienteterieetententeette e steeteeut e testeeatebesbeeste bt sbe et ensesbeentensesbesaeentesbeensens 55
9.3 MAC SECUTILY TAG ....iiiieieiiiiiieiesieetetesteeeete e ste st e e bt e sbebesteessessesseessessessaessensesseessessesseens 56
0.4 MACSEC EtRETTYPE ..ottt sttt et ettt et sbe e saeeneens 56

Copyright © 2018 IEEE. All rights reserved.


https://standards.iteh.ai/catalog/standards/iso/0075012e-4e41-493e-be9a-60845cad8e13/iso-iec-ieee-8802-1ae-2020

ISO/IEC/IEEE 8802-1AE:2020(E)

10.

1.

12.

13.

14.

9.5 TAG Control Information (TCI)........cccverieiieeiieiieieeie ettt eeeeae e 57
9.6 AsSOCIAtion NUMDET (AN) ..ceiiiiiieieiiitieieie st et et este et eaeste e ese e seeesaessesseessesesseessessesseens 58
9.7 ShOTt LeNth (SL) ..euvievieiieiieiieieie sttt ettt sttt e bttt e sbe e ensebesaean 58
9.8 Packet NUMDET (PN ....ooiiiiiiecie ettt ettt st be v e esbe e e e ssaesnneenseennas 58
9.9 Secure Channel Identifier (SCI) .....ccevirieierieieeeeeere et ees 59
Q.10 SECUIE DAt .....iiiiiiiiieieeciiiee et e ettt e e etr e e e e e breee e e e ttaaeeeeattsaeeeeatnreeeeanaaraeeenaes 59
9.11  Integrity check value (ICV) ...c.ooiiiiiei ettt 59
L2 N U D 1 R 77: 1 e P 5 1o ) s RO TRRRRRRRR 60
Principles of MAC Security Entity (S€CY) OPEration ..........ccoecueevuieriienienieeieeieeieeseesie e seeeieenee 61
) N1 oS 4 1) N 61
102 SECY TUNCHIONS ..ottt ettt e et e et e e et e eeaveeeeaeeeeaeeeenseseensesenteeeeteeeereeenaes 62
10.3 MoOdel Of OPEIATION. c..c..eeuiiiiriieieite ettt sttt st b ettt b bt et b eaeen 63
10.4  SECY AICRITECIUIE .. .veeiviieeeeeieeetie ettt ettt et e e et e e eae e e et e e eaeeeenteeeenaeeseneeeenseeeensesenes 63
10.5  Secure frame ZENEIAtION ........ccuevieieriirtirtieieteete et eitestestee e stesteertetesbeetessesseeseensesaesneenseseeans 65
10.6  Secure frame VEITTICAtION ........ccuviiiiiiiiiie ettt e ettt e e et e e e eenaaeeeeeeaaaeeeeeans 68
10.7  SECY MANAZEIMCNL ....c..viiuiieiieiieetieeiie et ettt et testeesteeeateeateesteeseeesateenbeenseenseesaeesnsesaseenseenseanns 72
T0.8  AdAIESSING ..eouvieieiieieieeitetee ettt ettt s b e st b e st e be e bt eat et e bt eat et e saeeneente b s 85
L0 T o 4 103 & LU STRPUPRTINE 85
10.10 SecY performance reqUITCIMENLS. ......ccverueeeerrerteereeeeeetesieeeesesseessesesseessessesseessensessesssensesses 86
MAC SECUTILY 11 SYSTEIIIS ...veeuvieneietietieseieeiieetteestesteesteesseesseesseesaseenseenteesseesseeanseenseeseesseesnsesnsannsennes 87
11.1  MAC Service INterface STACKS. .....c.iiiiuiiiiiiiiciiie ettt e e eteeeeveeeenes 87
11.2 MACSEC IN €N STALIONS .....vveeieviiiierieeeeteeeieeeetee et e et e eereeeeaeeeeteeeeaeeeeareeenasesenteeeenseeennreeennes 88
11.3 MAGCSEC i MAC BIIAEES...c.viiueeiiiieiieieieeieetestese ettt ettt s sbe et b s 89
11.4  MACsec in VLAN-aWare Bridges........ccoccieierieiiiieiiieniciciesit et sve s nae e 90
11.5 MACsec and Link AZIegation .........cuevueruireerierieriieieieniesieetentesieesessesseesessesseesessesseensensens 91
11.6  Link Layer Discovery Protocol (LLDP)......c.ccccieiiiiiiiiiiieeieeieee et e 92
11.7  MACsec in Provider Bridged NetWorkS.........cceeciecieriererenieieniicieiesie et sveene e 93
11.8  MACsec and multi-acCess LANS......cciiiiiie ittt ettt ete e e e eeareeenes 95
MAGsee, and EPON 4 dwa.fi a0 /0075012 o dionih 1o d Qe 000 DR 45,6540 0.1 25 G paiamesast o6 97
MAC Security ENtity MIB ........coooiiiiieieeiieeeeet ettt ettt e ae et sneeeaaeenteenseeseenes 98
S 70 N 5515 Yo 1D Tox 5 (o) + DO 98
13.2  The Internet-Standard Management Framework .............cocevueririeniinieienienceieene e 98
13.3  Relationship to Other MIBS........cccuiiiiieiiiiiieiieieieeteste et eeeste e seaeesseesreessnesesaenseenns 98
13.4  Security CONSIACTALIONS ....c.ivvieieriiitieeieiesieeteetetesteeteetesteseeessessesseessesseeseesseseeseensessesseensenes 100
13.5  Structure of the MIB mMOAUIE .........coovviiiiiiiiiii e 102
13.6  MAC Security Entity (SecY) MIB definitions .........cccccveierieriinieienieneeieieneeeesie e 107
CAPNET SUILES ...eevtietiestie et et ettt et et e st et e st eetbeesbe e beesseesseessseenseessaesseanssessseasseenseenseesssenssesaseansenns 141
141 CIPRET SUILE USE . uvieuiieiieiiesiieeie et et et et et e et e seeessteesseensaesseessseesseesseenseansaesssessseenseenseessen 141
14.2  Cipher Suite CApPabIlILIEs .....ccveiiiieriiiieiieieeeeeeriereet ettt ste e stesreeseensesseeseesesteesaensenns 142
14.3  Cipher Suite SPeCifiCation .........cccivieriiriiriieieieieseetetee ettt ettt s sees 143
14.4  Cipher Suite CONTOIMANCE ......cceeecuieiieiieie ettt e eessaeeseensaenneas 143
14.5 Default Cipher Suite (GCM-AES-128) ...c.eoviiiieiieiieieieceeteiesieetee sttt 145
T4.6 GOMEAES-256 ..ottt ettt et e e et e et e e et eeeateeseateesateesateseateesenseesanes 146
147 GCM-AES-XPN-128 .ottt ettt eae e et eeeaas e eae e e snaeesenaeeenneeesnneeens 147
14.8  GCM-EAES-XPN-250 ... oottt eeae ettt eae s e et eetae e enae e e eae e esaaesenareeeneeens 148
10

Copyright © 2018 IEEE. All rights reserved.


https://standards.iteh.ai/catalog/standards/iso/0075012e-4e41-493e-be9a-60845cad8e13/iso-iec-ieee-8802-1ae-2020

