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Introduction

This document focuses on information security incident management which is identified in //[ Formatted: Default Paragraph Font ]
ISO/IEC 27000 as one of the critical success factors for the information security management system.

There can be a large gap between an organization’s plan for an incident and an organization's
preparedness for an incident. Therefore, this document addresses the development of procedures to
increase the confidence of an organization’s actual readiness to respond to an information security
incident. This is achieved by addressing the policies and plans associated with incident management,
as well as the process for establishing the incident response team and improving its performance over
time by adopting lessons learned and by evaluation.
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Information technology — Information security incident

management — Part 2: Guidelines to plan and prepare for
incident response

1 Scope

This document provides guidelines to plan and prepare for incident response and to learn lessons
from incident response. The guidelines are based on the “plan and prepare” and “learn lessons
learned”” phases of the information security incident management phases model presented in
ISO/IEC 27035--1;—1, 5.2 and 5.6. Formatted: Default Paragraph Font
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— information security policies, including those relating to risk management, updated at both
organizational level and system, service and network levels;

]

— information security incident management plan;
— Incident Management Team (IMT) establishment;

— establishing relationships and connections with internal and external organizations;

— technical and other support (including organizational and operational support); Formatted: Body Text ]
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The guidance given in this document is generic and intended to be applicable to all organizations,
regardless of type, size or nature. Organizations can adjust the guidance given in this document
according to their type, size and nature of business in relation to the information security risk
situation. This document is also applicable to external organizations providing information security
incident management services.
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An erganizatienorganization's information security incident management policy should provide th
formally documented principles and intentions used to direct decision-making. Supporting processes
and procedures- ensures consistent application of the policy.

Any information security incident management policy should be part of the information security
strategy for an organization. It should also support the existing mission of its parent organization and
be in line with already existing policies and procedures.

An organization should implement an information security incident management policy that outlines
the processes, responsible persons, authority and reporting lines when an information security
event/incident occurs. The policy should be reviewed regularly to ensure it reflects the latest
organizational structure, processes, and technology that can affect incident management. The policy
should also outline any awareness and training initiatives within the organization that isare related tb
incident management (see Clause 10).

An organization should document its policy for managing information security events, incidents anhH Formatted: Footnote re, Adjust space between Latin and }
vulnerabilities as a free-standing document, as part of its overall information security management Asian text, Adjust space between Asian text and numbers
system policy (see ISO/IEC 27001:2043:—%, 5.2), or as part of its information security policies (sek: //[ Formatted: Body Text Char ]
ISO/IEC 27002:2022, 5.1). The size, structure and business nature of an organization and the extent of

its information security incident management pregramprogramme are deciding factors in determininé

which of these options to adopt. An organization should direct its information security incident

management policy at every person having legitimate access to its information systems and related

locations.

Before the information security incident management policy is formulated, the organization should
identify the following regarding its information security incident management:

a) principles, objectives and purpose; -~ Formatted: Tab stops: 19.85 pt, Left + 39.7 pt, Left +
59.55 pt, Left + 79.4 pt, Left + 99.25 pt, Left + 119.05 pt,
. . . UV . Left + 138.9 pt, Left + 158.75 pt, Left + 178.6 pt, Left +
b) the scope, including not only which parts of the organization it applies to, but also what 198.45 pt, Left

information it applies to e.g. hardcopy, electronic, verbal;

c) internal and external interested parties;

d) specific incident types and vulnerabilities that are controlled, responded to and resolved;
e) any specific roles that are involved;

f) Dbenefits to the whole organization and to its departments;

g) understanding of its legal and regulatory environment;

h) dependencies including alignment to risk management;

i) skills and competency requirements.

4.2 Interested parties

A successful information security incident management policy should be created and implemented as Formatted: Font: 11 pt, English (United Kingdom)
an enterprise-wide process. To that end, all interested parties or their representatives should be /
involved in the development of the policy from the initial planning stages through to the
implementation of any process or response team. This may include legal advisors, public relations and
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marketing staff, departmental managers, security staff, ICT responsible persons, upper-level
management, and, in some cases, even facilities and human resources staff.

An organization should ensure that its information security incident management policy is approved
by top management.

Ensuring continued management commitment is vital for the acceptance of a structured approach to
information security incident management. It is important that personnel recognize an event, know
what to do and understand the benefits of the approach by the organization. It is also important that
management is supportive of the information security incident management policy to ensure that the
organization commits to resourcing and maintaining an incident management capability.

The information security incident management policy should be made available to every employee
and contractor-and. It should also be addressed in information security awareness briefings and
training.

4.3 Information security incident management policy content
The information security incident management policy should be high-level. Detailed information and

step-by-step instructions should be included in the series of documents that make up the information
security incident management plan, which is outlined in Clause 6.

An organization should ensure that its information security incident management policy content
addresses, but is not limited to, the following topics:

a) the purpose, objectives and the scope (to whom it applies and under what circumstances) of the«—————— Formatted: Tab stops: 19.85 pt, Left + 39.7 pt, Left +
policy; 59.55 pt, Left + 79.4 pt, Left + 99.25 pt, Left + 119.05 pt,
Left + 138.9 pt, Left + 158.75 pt, Left + 178.6 pt, Left +
198.45 pt, Left

b) policy owner and review cycle;

c) the importance of information security incident management to the organization—and, top
management's commitment to it and the related plan documentation;

d) adefinition of security incident;

e) a description of the type of security incidents or categories (or a reference to another document
which describes this in more depth);

f) adescription of how incidents should be reported, including what to report, the mechanisms used
for reporting, where and to whom to report;

g) ahigh-level overview or visualization of the incident management process flow (showing the basic
steps for handling a security incident) encompassing detection and reporting, assessment and

decision, response and lessons learned;

h) arequirement for post information security incident resolution activities, including learning from
and improving the process, following the resolution of information security incidents;

i) if appropriate, also a summary of reporting and handling vulnerabilities that are related to

incident (although this can be a separate document); /{ Formatted: Font: 11 pt, English (United Kingdom) )
/,’/{ Formatted: Left, Space Before: 18 pt, Line spacing: }
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Anan overview of the IMT, encompassing the IMT organizational structure, key roles,
responsibilities, and authority, along with summary of duties including, but not limited to:

1) reporting and notification requirements related to incidents that have been confirmed;,

2) dealing with enquiries, instigating follow-up, and resolving incidents;,

3) liaising with the external organizations (when necessary3}:),

4) requirement and rationale for ensuring all information security incident management

activities performed by the IRT are properly logged for later analysis:;

m) Regquirementsrequirements for establishing/terminating IRTs to respond to specific incidents
which have different scopes and expertise depending on the incident. Several IRTs may exist,

depending on the aspect of business that is affected by the incident;

Aa requirement that components across the organization work in collaboration to detect, analysé,
and respond to information security incidents;

n)

0)

p)

Aa description of any oversight or governance structure and its authority and duties, if applicable

Linkslinks to organizations providing specific external support such as forensics teams, legql
counsel, other IT operations, etc;

q) Aa summary of the legal and regulatory compliance requirements or mandates associated with
information security incident management activities (for more details, see Annex A).

There are other related policies or procedures that support the information security incident
management policy and can also be established as part of the preparation phase, if they are not
already existent; and are appropriate for the organization. These include, but are not limited to, thb
following:

— An information security incident management plan, described in Clause 6;

— A continuous monitoring policy for specific ICT systems stating that such activity is conducted b

B
the organization and describing the basic monitoring tasks. Continuous monitoring ensures

preservation of electronic evidence in case it is required for legal prosecution or internal
disciplinary action;

Authority granting the IRT access to the outputs of this monitoring or the ability to request logs a|
needed from other parts of the erganisationorganization (this can also be put in the informatio
security incident management policy);

Information sharing, disclosure and communication policies which outline how and wheh
information related to incident management activities can be shared by whom and with whom.
Information should be kept confidential and only disclosed according to the relevant legislation. In
many instances, legislation requires affected parties to be notified should any personal identifiable
information be compromised. Apart from the legal requirements, it is expected that information
should—also fellewfollows any organizational requirements for disclosure, according to th
classification policy and in-aeeerdaneeaccording to JSO/IEC27002:2022, 5.14. It may be importan
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to share information in the course of incident handling when a third party is involved or modified.
The scope, circumstances and purpose of this information sharing are described, or referenced, in
the appropriate policies and procedures. An example of information disclosure guidance and
markings is the use of traffic light protocol (TLP) (Seesee ISO/IEC,27010);
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