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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to [cornformity /asséssment) as) well’as' inférmation about ISO’s adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

This second editioncancelsand replacesitherdirst cedition ((ISO/TS-22318:2015), which has been
technically revised. The main changes areas'follows:

— the document has been updated to reflect changes made to ISO 22301:2019;

— the upstream and downstream relationships within the supply chain have been clarified;
— the title has been updated;

— “key points” have been deleted as their concepts are included in the clauses;

— new diagrams have been inserted;

— annexes have been inserted.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

© IS0 2021 - All rights reserved v
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Introduction

The focus of this document is on establishing appropriate levels of continuity within an organization’s
supply chain. It assumes that the organization seeking to establish supply chain continuity management
(SCCM) is aware of the principles of business continuity. It is intended to be useful to those with
responsibility for the continuity of the supply chain for resources required by the organization to
produce and deliver its products and services. The guidelines given in this document also have relevance
when the organization is the supplier as the organization can then prepare to meet the continuity
expectations of its customers as well as consider vulnerabilities which can arise when dependent on a
single customer.

This document considers the continuity implications to the organization if its suppliers do not have
adequate continuity in place.

Organizations rely on resources to be delivered on time and at an agreed quality and cost. These include,
for example, materials, labour, information and data, workplace, facilities and associated utilities,
equipment, consumables, information communication technology (ICT) systems, transportation,
logistics, finance and other services required to support the business activities of the organization.
This is referred to as “upstream”.

Organizations also rely on being able to deliver their products and services to their customers,
whether they are the next link in the supply chain or the end customer. Product and service delivery
(e.g. transportation, logistics, implementation services, machinery installation services) is performed
by the organization or by a third party under the organization’s responsibility. This is referred to as
“downstream”.

An organization needs to recognize the potential impact of notresuming activities within an acceptable
time frame due to supply chain disruption. Failure by a supplier to deliver resources on time at an
agreed quality and cost can trigger a business disruption. The organization needs to take account
of and manage conflicting objectives such.as reducing supply, chain cost by reducing cycle times or
buffer stock and managing the supply chain continuity risk,arising from a single source and just-in-
time supply approaches. The organization needs to achieve an acceptable balance between risks and
continuity measures.

The criticality of suppliers and the required recovery time is determined during the business impact
analysis (BIA) (see ISO/TS 22317) phase of the business continuity management system (BCMS).
Priority suppliers are those who support prioritized activities and are identified as having the greatest
impact if they fail to deliver resources, thereby impacting the organization’s ability to deliver its own
products or services.

The “supplier tier” defines the supplier’s relationship with the organization. A contracted supplier
(Tier 1) has a direct relationship with the organization, while an indirect supplier (Tier 2 and beyond)
provides resources to a contracted supplier and, as a result, is more difficult to control. Suppliers should
be encouraged to implement SCCM within their own supply chain, which will improve the continuity of
the whole supply chain.

This document expressly excludes:
— customer management issues, such as retention and impact as a result of new or lost clients;

— supply chain activities within the organization; internal suppliers within the scope of the BCMS
should be identified as dependencies or interdependencies and their ability to continue their
deliveries should be part of the organization’s BCMS.

Following the guidance of this document will be beneficial to the supply chain. Suppliers can also
choose to conform to the requirements of the ISO 28000 family of standards for security management
within the supply chain. Conforming to these standards will give organizations further confidence in
the resilience of their supply chain and potentially reduce the risk of disruption when buying resources.

vi © 1S0 2021 - All rights reserved
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Security and resilience — Business continuity
management systems — Guidelines for supply chain
continuity management

1 Scope

This document gives guidance on methods for understanding and extending the principles of business
continuity embodied in ISO 22301 and ISO 22313 to the management of supplier relationships. It
enables an organization to develop and document the strategy to be better prepared to manage supply
chain continuity.

This document is generic and applicable to all organizations. It is applicable to suppliers of products,
services and resources, both upstream and downstream.

Supply chain continuity management (SCCM) specifically considers the issues faced by an organization
which relies on the continuity of supply of resources as well as the ability to continue delivery of its
products and services. The objective of SCCM is to protect the organization’s business activities from
supply chain disruption.

2 Normative references

The following documents are referred to in"the text in’such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition oflthe referenced!/document (including any amendments) applies.

ISO 22300, Security and resilience = Vocabulary
[SO 22301, Security and resilience — Business continuity management systems — Requirements

ISO 22313, Security and resilience — Business continuity management systems — Guidance on the use of
1S0O 22301

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300, ISO 22301 and
[SO 22313 apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 The value of supply chain continuity management
4.1 The supply chain

4.1.1 General

Supply chains are growing in length and complexity. Effective SCCM requires the organization to ensure
that each link in its supply chain has effective continuity measures in place.

©1S0 2021 - All rights reserved 1
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Supply chains extend beyond the organization’s direct control, with many factors determining the
degree of control including relative size and leverage, geography and the number and type of suppliers.

Besides direct disruptions in the supply chain, the organization should also consider impacts on supply
and demand based on global or local events as well as market dynamics which can result in:

— excessive demand over supply which can cause resource constraints;

— widespread excess of supply which can cause a collapse in demand for the products and services
that the organization provides.

Supply chains have extended due to:

— global access at relatively low cost provided by evolving technology;

— cost-effective international transport;

— changing international trade barriers and the free movement of capital;

— availability of educated and relatively low-cost skilled workers across the world.

Organizations have become more interdependent due to the focus on core value-adding activities and
the trend is to outsource activities, such as logistics, distribution, payroll, catering, cleaning, security
and IT.

4.1.2 Supply chain model

iTeh STAN DARD PREVIEW

A broad view of a supply chain includes the provision of resources by suppliers to the organization
(upstream), and the delivery of products(@tlaﬂwdﬁlﬁd&l)t@hzal(% to its customers (downstream).
It applies to organizations of all types and sizes. Figure 1 illustrates a simple supply chain model and
also shows the relationships and direct influence of the.organization, which is within the scope of this

document. https//standards. iteh.ai/catalog/standards/sist/d9df69¢9-0826-405d-al d7-
830c701bb901/iso-ts-22318-2p21
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Figure 1 — Supply chain model
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NOTE1 Resources include materials, labour, information and data, workplace, facilities and associated
utilities, equipment, consumables, ICT systems, transportation, logistics, finance and other services required for
the activities of the organization.

NOTE 2 Products and services delivery includes transportation, logistics, implementation, machinery
installation services, etc. performed by the organization or by a third party under the organization’s
responsibility.

It is possible that the end user is not the immediate customer of the products and services. In some
circumstances, the organization needs to consider that post-delivery use and consequences of the
provision of their products and services, beyond the immediate customer, can impact brand and
reputation. The organization can consider contracts to control subsequent use or implement end-user
agreements to limit further downstream transfer.

A supply chain exists where the provision of resources depends on other organizations that are not
under the direct management or control of the organization.

There are different types of relationships that an organization can have:
— upstream relationships:
— long term for recurring resources such as raw material, workspace, professional services;
— one time for infrequent resource acquisition such as special projects;
— professional association such as franchises, supplier associations;
— downstream relatiohships:
— Dbusiness-to-business (wholesalers and'retailers);
— business-to-customer.

The basis for all these relationships is commitments to meet interested parties’ expectations. These
commitments can either be explicit (e.g. contract or purchase order) or implicit (e.g. what can be
reasonably expected).

Organizations in the supply chain should take into account that the degree of flexibility and the related
control on essential services and heavily regulated suppliers can be constrained, e.g. national electric
companies, telecommunications, internet providers.

NOTE The above relationship types provide examples only and are not intended to be complete.
4.2 Supply chain continuity management

4.2.1 General

SCCM is a management process that identifies potential impacts to an organization from disruption to
its supply chain and provides an approach to manage this. Continuity of the supply chain is important
to all organizations, enabling them to deliver products and services. Disruption to the supply chain can
impact or even prevent the organization from delivering those products and services with consequent
negative effects to its revenue, market share and reputation. Effective SCCM enables the organization to
avoid or minimize the consequences of disruption.

There can be conflict between SCCM and the objectives of supply chain management such as the need to
reduce costs, avoid excessive inventory and optimization of lead times. Organizations should recognize
that effectively managing the supply of resources will lead to increased control of the supply chain,
improved efficiency and help to avoid severe disruptions.

SCCM seeks to identify those suppliers who can significantly impact the organization and ensure
that the organization has implemented strategies and solutions to address these. Formal agreements
with suppliers should ensure appropriate business continuity provisions are made that satisfy the

©1S0 2021 - All rights reserved 3
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organization’s requirements. For some suppliers, this will not be possible, e.g. where a large supplier
insists on using its own standard contract terms, and in these cases the organization should develop
strategies and solutions.

Supply chains extend beyond the organization’s direct control. The organization can be vulnerable to
disruptions in suppliers who are remote from the direct contractual relationship (i.e. in Tiers 2, 3, etc.)
and therefore SCCM seeks to promote continuity provisions to those organizations beyond its direct
control.

Effective SCCM, therefore, needs to be embedded in the organization’s own supply chain management;
continuity requirements need to be understood; strategies and solutions defined and implemented;
additional contractual obligations agreed with suppliers and promulgated further where necessary;
checks made that these obligations are met and then ensure that this is all monitored and updated as
required.

4.2.2 Embedding SCCM

For SCCM to be successful it must be effectively embedded within the organization’s existing
processes. Suppliers’ contracts exist within a life cycle of acquisition, operation, review and renewal or
discontinuation. Entry into a new contract or renewing an existing contract presents an opportunity
for the organization to influence future supplier behaviour through the contract and/or service level
changes. Conversely, long-term contractual commitments and high supplier-switching costs can
shift the leverage between the organization and its suppliers, creating resistance to changing future
suppliers’ behaviour. The analysis of the supply chain (see 5.4) will help to identify high-priority
relationships and the requirementsiand oppertunities for implementing/SGCM jSee Figure 2.

4 )

Clause 5 — BCMS prerequisites for'SCCM

Promulgate business

Obtain-top alog Jare Analyse.continuity
continuity principles A
management requirements and
. throughoutthe .
commitment . assess risk
52 supply chain 54

5.3

N /

/ Clause 6 — Effective SCCM \
Identify Assess suppliers’ Esta'blis'h Review
strategies and continuity Gy and
solutions compliance requirements in update
6.2 6.3 the contract 6.5
\ 6.4 /)

Figure 2 — Embedding SCCM

To embed SCCM, the following are essential:
— prerequisites:
— obtain top management commitment to ensure SCCM is an integral part of the BCMS (see 5.2);

— promulgate business continuity principles throughout the supply chain to promote awareness
and improve effectiveness (see 5.3);

4 © IS0 2021 - All rights reserved
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— analyse continuity requirements, as obtained during the BIA process, and assess risks to the
organization (see 5.4);

— SCCM execution:

— identify SCCM-specific strategies and solutions (see 6.2);

— assess priority suppliers’ continuity compliance and ensure that their contracts reflect agreed
continuity measures (see 6.3);

— establish contractual obligations that meet the organization’s requirements (see 6.4);

— review and update the continuity requirements agreed with each supplier (see 6.5).

4.2.3 Benefits and opportunities

Potential benefits for all parties of effective SCCM include:

— better understanding of the supply chain and the impact of potential disruptions;

— improved supplier relationship management to reduce the impact of supply chain disruption;

— improved response to supply chain disruptions resulting from effective collaboration with suppliers;
— identification and mitigation of supply chain risks;

— improved planning;[dueldiligence, assunance and working relationships with suppliers;

— competitive advantage over,competitors who do nothaye effective SCCM.

SCCM presents several opportunities, including:

— improved ability to provide ; management with.information; to make effective decisions to allocate
necessary personnel and resourgces tomaintain SGCM;

— effective integration of SCCM responsibilities across the organization through the SCCM owner (see
4.4);

— understanding the suppliers’ continuity capabilities and their requirements of the organization;
— establishment of performance metrics;

— engagement to enhance understanding and strategy relating to suppliers beyond Tier 1.

4.3 Risk ownership

The organization owns and retains the risk that it is not always able to deliver its products and services
to its customers as a consequence of a disruption in its supply chain. It is responsible for mitigating this
risk by being prepared to respond to a supply chain disruption. Customers hold the organization, not its
suppliers, responsible for failure to deliver products and services. For example, an organization’s brand
and reputation are at risk of damage if there is a problem within its supply chain.

4.4 SCCM ownership

The organization should identify those with responsibility for supplier relationship management and
for securing and monitoring supply chain continuity assurance.

SCCM ownership should be delegated to personnel responsible for contracting and purchasing
operations. The responsibility should be closely linked to the wider arrangements for business
continuity within the organization.

© IS0 2021 - All rights reserved 5
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