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Foreword “

ISO (the International Organization for Standardization) is-a-and IEC (the International Electrotechnicd
Commission form the specialized system worldwide federation—ef—nationg
standardsstandardization. National bodies {that are members of ISO member-bedies}—The-werkor IE(

1
L
participate in the development of prepa#mglnternatlonal Standards }&ne#mal—]%eaymdre%throug;
b

has-been established has—the—ﬁght%e—be+ep¥eseﬂted—en—tha&eemm+ttee—h%eﬂ»aﬂeﬂalby the respectlv
organization to deal with particular fields of technical activity. ISO and IEC technical committee

collaborate in fields of mutual interest. Other international organizations, governmental and non

governmental in llalson w1th ISO and IEC also take part in the work —I—SG—eel-LabeFa{es—elesel-y—W}t-h—tha

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of 1SO-deeumentsdocument should be noted. This document was drafted in accordanc
with the editorial rules of the ISO/IEC Directives, Part—2—{see—www-ise.org/directives2 (se

www.iso.org/directives or www.iec.ch/members_experts/refdocs).

Iru 197

Attention—is—drawnlSO _and [EC draw attention to the possibility that seme—ef—th
elementsimplementation of this document may beinvolve the subjeetuse of (a) patentrights1S0(s). IS
and [EC take no position concerning the evidence, validity or applicability of any claimed patent right

in respect thereof. As of the date of publication of this document, ISO and IEC had not received notice g
(a) patent(s) which may be required to implement this document. However, implementers ar

cautioned that this may not represent the latest information, which may be obtained from the paten|

14

database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be hel
re5p0n51ble for 1dent1fy1ng any or all such patent rlghts Ms—e#a&y—pateﬂt—nghts—}deﬂ&ﬁed—d&ﬁﬂ

Ot T T T

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT}—sep
wwwise-org/ise/foreword:html)  see  www.iso.org/iso/foreword.html. In the IEC, sep

www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC, JTC-]1, Information technology,*/

Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A<

complete listing of these bodies can be found at
i www.iso.org/members.html and www.iec.ch/national-committees.
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Introduction “«

This document specifies recommendationsrequirements and guidelines for erganisationsorganizations
to record information about:

- —_ consent obtained from individuals prior to the-collecting and processing personally identifiable<
information (PII); and

- — the means by which individuals keep track of such content.
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ISO/IEC 29184 [9}-specifies controls which shape the content and the structure of online privacy+
notices, and; the process of asking for consent to collect and process i i i :
{PII} from PII principals. ISO/IEC 2918491 is focused on the obligations of the PII controller, or entities

processing PII on behalf of the PII controller, to inform PII principals of how their PII is processed.
ISO/IEC 291849} does not address the needs of PII principals.

This document builds upon JISO/IEC 29184-{9} by addressing the concept of giving the PII principal a

record for their own recordkeeping, which includes information about the PII processing agreement
and interaction. We call this record the “consent receipt”.

This document specifies a structure that is used by both principals in consent management: an
organization that keeps records with good integrity (subject to the defined controls), and an
artifactartefact (the “consent receipt”) that is given to the individual whose PII is being processed.

This document does not specify an exchange protocol for consent records or consent receipts, nor
structures for such exchanges.
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TECHNICAL SPECIFICATION ISO/IEC DTS 27560:2023(E

Privacy technologies — Consent record information structure,

A

1.1 Scope -

This document specifies an interoperable, open and extensible information structure for recording PII
principals’ consent to PII processing. This document—further provides requirements angd
recommendations on the use of consent receipts and consent records associated with a PII principal's
PII processing consent, aiming to support the:

— —_provision of a record of the consent to the PII principal; N

— —_exchange of consent information between information systems;

— — management of the lifeeyelelife cycle of the recorded consent.

2.2 Normative references -

The following documents are referred to in the text in such a way that some or all of their contenft
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC-29100:2011, Information technology — Security techniques — Privacy framework49}

A

ISO/IEC-29184:2020, Information technology — Online privacy notices and consent{19}

3.3 Terms and definitions -

For the purposes of this document, the terms and definitions given in JSO/IEC 29100:26+1{91,, ISO/IEC

29184:20620-{161 and the following apply.
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3.1 <

consent
Jpersonally identifiable information (PII) principal’s freely given, specific, and informed agreement tp

the processing of their PII,

Note 1 to entry: Consent is_a freely given and unambiguous decision or a clear affirmative action of a PII principgl«

by which the PII principal, after being informed about a set of terms for the processing of their PII, denotes an
agreement to this processing.
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Note 2 to entry: Processing of PII refers to operations such as its collection, use, disclosure, storage, erasure, or

transfer.

[SOURCE: JSO/IEC 29100:2011-{91},, 2.4, modified - Notes 1 and 2 to entry have been added]

3.2
consent receipt

information issued or provided as an acknowledgement of consent record(s), which may contain a

reference to the records and information within it

Note 1 to entry: The consent receipt is intended to facilitate inquiries or complaints by the personally identifiable
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information (PII) principal about the processing of PII, and for the PII principal to exercise rights related to their

PIL

33
consent record

information record describing a personally identifiable information (PII) principal’s consent for

{
[ Formatted: std_docNumber
{
{

Formatted: std_section

)
)
J
)

Formatted: Don't adjust space between Latin and Asian
text, Don't adjust space between Asian text and
numbers, Tab stops: 0.7 cm, Left + 1.4 cm, Left + 2.1
cm, Left + 2.8 cm, Left + 3.5cm, Left + 4.2 cm, Left +
49 cm, Left + 5.6 cm, Left + 6.3 cm, Left + 7 cm, Left

processing of their PIl, and the time and manner of a PII principal’s acceptance of PII processing notice

3.4
consent type

description of the way in which consent is expressed by the personally identifiable information (PII)

principal:

Note 1 to entry: -The criteria or conditions associated with consent type can be derived from-jurisdietional laws,«

regulations, standards, and domain-specific guidelines.

Note 2 to entry: Commonly used types for consent are: explicit, explicitly expressed;implied_and implied. See

ISO/IEC 29184:2020, 3.1 for further details.

4-4 Symbels-and-abbreviatedAbbreviated terms

ASCII American Standard Code for Information Interchange

GDPR general Data Protection Regulation

HMAC hash-based message authentication code

unicode transformation format

SON JavaScript object notation
UTF
UuID

universally unique identifier

|
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5.5 Overview of consent records and consent receipts “

5.1 General «

PII principals are often asked to provide PII by organizations who want to process information aboujt<
them. A PII principal can consent to_the collection and processing of PII. A standardized record of a
consent enhances the ability to maintain and manage permissions for personal data by both the PII
principal and the PII controller. This document describes an extensible information structure for
recording a PII principal's consent to data processing.

This document elaborates on the example presented in JSO/IEC 29184:2020{101,see. See Annex- H fo[r

the mapping efbetween the clauses teof this document and those in JSO/IEC 29184: 202016},

5.2 Consent record «

A consent record documents the PII principal’s decision regarding eensentingconsent to preeessings
ofprocess their PIL.- Prior to collecting and processing PII, PII controllers typically present a privacy
notice describing the proposed processing of PII and relevant information such as relevant privacy
rights. The PII principal can decide to provide their PII for processing. The PII controller can then
document that decision and its context in the form of a consent record, to satisfy their regulatory
obligations and recordkeeping requirements. The PII controller defines the detailed structure.

See Annex- A for an example of a consent record in JSON format.

5.3 Consent receipt «

A consent receipt is an authoritative document providing a reference to a consent record, ojr<
information contained within—a—eensentreeordtherein. Receipts are intended for entities to sharg
information regarding consent, such as a PII controller previdinggiving the PII principal a receipt
regarding their given consent and its associated processing. Receipts enable stakeholders such as PII
principals to keep their own records and to ensure that the consent decisions are acknowledged by
relevant entities such as the PII controller. Receipts also facilitate inquiries or complaints, such as from
a PII principal to a PII controller or an authority regarding consent or rights associated with their PII.

See Annex- A for an example of a consent receipt in JSON format.
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6.1 Overall objectives -
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See Annex- E for security of consent records and receipt.

6.2.2.6 Unique reference -— control

The organization ghall assign, maintain; and use unique references to the specific version of informatio

within a consent record where such information is expected to change over time.,

i

NOTE-__An example of information present within consent records that can change over time includes privac
notices, where the unique reference refers to the specific version applicable at the time of record creation.

6.2.2.7 Legal compliance -— control

The organization shall determine and document how its activities and processes comply with<
requirements for processing of PIl. Where consent records are used to demonstrate legal compliance,
the organization shall keep records of specific legal requirements which can apply and their
relationship to the information provided in consent records.

6.2.3 Recordkeeping for consent receipts

6.2.3.1 Provision of consent receipt -— control

The organization shall make available information on how the PII controller transmits the consen|
record -or consent receipt to the PII principal.

NOTE-1 This control refers to creation and transmission of the consent receipt from PII controller to P

principal. The PII principal is then able to establish and maintain their own independent records.

NOTE-2 A consent record also serves to demonstrate compliance where consent is used as the legal basis fo
processing activities in some jurisdictions.

r

NOTE-3 See Annex-F for signals as controls communicating the PII principal’s preferences and decisions.

N

6.2.3.2 Contents of consent receipts -— control

The information provided as a consent receipt maycan include some or all of the information present i
the consent record.

NOTE  The PII controller decides the contents of the consent receipt, balancing operational;-data—protectio|

requirements and the rights of the PII principal has-abeutindependence-of-actionfor an independent copy of th
consent record.

n<

6.2.3.3 Integrity of consent receipts -— control

The information provided as a consent receipt may include information integrity controls to hinde|
modification.

6.2.3.4 Technical implementation -— control

The organization shall determine and document how its implementation of consent receipts conformg+

i<

NOTE Technical implementation includes data serialization, data modelling, language selection and othe|
activities.
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