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FUNCTIONAL SAFETY OF
ELECTRICAL/ELECTRONIC/PROGRAMMABLE ELECTRONIC
SAFETY-RELATED SYSTEMS -

Part 3: Software requirements

FOREWORD

The IEC (International Electrotechnical Commission) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of the IEC is to promote
international co-operation on all questions concerning standardization in the electrical amd~electronic fields. To
this end and in addition to other activities, the IEC publishes International Standafds. Thejr preparation is
entrusted to technical committees; any IEC National Committee interested in the\ suhject dealt with may
participate in this preparatory work. International, governmental and non- gove nental\organizations liaising
with the IEC also participate in this preparation. The IEC collaborates closely
for Standardization (ISO) in accordance with conditions determined by \agrgem
organizations.

In order to promote international unification,
Standards transparently to the maximu €

is International Standard may be the subject
ifying any or all such patent rights.

pllowing documents:

Report on voting

65A/277/RVD

IEC 61508 consists of the following parts, under the general title Functional safety of electrical/
electronic/programmable electronic safety-related systems:

Part 1: General requirements

Part 2: Requirements for electrical/electronic/programmable electronic safety-related systems
Part 3: Software requirements

Part 4: Definitions and abbreviations

Part 5: Examples of methods for the determination of safety integrity levels

Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

Part 7: Overview of techniques and measures

The contents of the corrigendum of April 1999 have been included in this copy.
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INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make those decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic components
(electrical/electronic/ programmable electronic systems (E/E/PESs)) that are used to perform
safety functions. This unified approach has been adopted in order that g fatio aI ahd consistent

technologies (for example mechanical, hydraulic,
programmable electronic). Any safety strategy must

systems. Therefore, while this International Stap
programmable electronic (E/E/PE)

and software safety lifecycle phases (for example,
, implementation, operation and maintenance to
are used to perform safety functions;

rapidly developing technology in mind; the framework is

framework of “this/International Standard, should lead to a high level of consistency (for
example, of underlying principles, terminology etc.) both within application sectors and
across application sectors; this will have both safety and economic benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;

— uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;


https://standards.iteh.ai/catalog/standards/iec/3638b9f8-e2eb-486d-8e3c-bd0550a44fc2/iec-61508-3-1998

-6- 61508-3 © IEC:1998

adopts a risk-based approach for the determination of the safety integrity level
requirements;

sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in

e a low demand mode of operation, the lower limit is set at an average probability of
failure of 10~ to perform its design function on demand,

e a high demand or continuous mode of operation, the lower limit is set at a probability of
a dangerous failure of 1079 per hour;

NOTE - A single E/E/PE safety-related system does not necessarily mean a single-c annel arshitecture.
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1

1.1

a)

b)

c)

e)

f)

)

h)

FUNCTIONAL SAFETY OF
ELECTRICAL/ELECTRONIC/PROGRAMMABLE ELECTRONIC
SAFETY-RELATED SYSTEMS -

Part 3: Software requirements

Scope

This part of IEC 61508

is intended to be utilised only after a thorough understangd
IEC 61508-2;

applies to any software forming part of a safety-related syst
related system within the scope of IEC 61508-1 and IEC
safety-related software.

are, software in
support tools and

— Safety-related software includes operating
communication networks, human-computer
firmware as well as application programs.

— Application programs include :
purpose programs in limited variabili ) ee 3.2/7 of IEC 61508-4).

requires that the software safety fungti

NOTE 1 — If this has already been done asg part he sp { of the E/E/PE safety-related systems (see
7.2 of IEC 61508-2), then it do be % i .

NOTE 2 — Specifying the softwaresp ctiQns and’softw
see figures 2 and 6.

NOTE 3 — See clause 2 8-1 for documentation structure. The documentation structure
may take accou oceduresyand\of the working practices of specific application sectors.
establishes re cycle phases and activities which shall be applied

of the safety-related software (the software safety

lifecycle mod ents include the application of measures and techniques,
which are g e safety integrity level, for the avoidance of and control of faults
and failur

provides uents Yor information relating to the software safety validation to be passed
to the organisg ing out the E/E/PES integration.

provides reguirements for the preparation of information and procedures concerning
software needed-by the user for the operation and maintenance of the E/E/PE safety-
related system.

provides requirements to be met by the organisation carrying out modifications to safety-
related software.

provides, in conjunction with IEC 61508-1 and IEC 61508-2, requirements for support tools
such as development and design tools, language translators, testing and debugging tools,
configuration management tools.

NOTE 4 — Figures 4 and 6 show the relationship between IEC 61508-2 and IEC 61508-3.
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1.2 Parts 1, 2, 3 and 4 of this standard are basic safety publications, although this status
does not apply in the context of low complexity E/E/PE safety-related systems (see 3.4.4 of
part 4). As basic safety publications, they are intended for use by technical committees in the
preparation of standards in accordance with the principles contained in IEC Guide 104 and
ISO/IEC Guide 51. Parts 1, 2, 3, and 4 are also intended for use as stand-alone publications.

One of the responsibilities of a technical committee is, wherever applicable, to make use of
basic safety publications in the preparation of its publications. In this context, the requirements,
test methods or test conditions of this basic safety publication will not apply unless specifically
referred to or included in the publications prepared by those technical committees.

NOTE - In the USA and Canada, until the proposed process sector implementation of IEC 61508 (i.e. IEC 61511) is
published as an international standard in the USA and Canada, existing national process safety standards based on
IEC 61508 (i.e. ANSI/ISA S84.01-1996) can be applied to the process sector instead of IEG 61508

1.3 Figure 1 shows the overall framework of parts 1 to 7 IEC 61508
that IEC 61508-3 plays in the achievement of functional safety
systems. Annex A of IEC 61508-6 describes the application of IEG 61§
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Technical

PART 1 requirements

Development of the overall safety
requirements (concept, scope
definition, hazard and risk analysis)

(E/E/PE safety-related systems, other PART

technology safety-related systems and|gisk pased approaches
external risk reduction facilities) | 5 the development of

7.1t07.5 the safety integrity
I requirements

Allocation of the safety
requirements to the E/E/PE
safety-related systems

7.6

Wns and
bbréviations

PART 4
—

Realisatio\
phase for

safety-related
software

Realisation
phase for
E/E/PE safety-

Documentation

Clause 5 and
annex A

PART 1

Management of
functional safety

Clause 6

——PART 1—

Functional safety
assessment

Clause 8

PART 1

and maintenance,
tion and retrofit,
decommissioning or disposal of
E/E/PE safety-related systems

7.15t0 7.17

IEC 1686/98

Figure 1 — Overall framework of this standard


https://standards.iteh.ai/catalog/standards/iec/3638b9f8-e2eb-486d-8e3c-bd0550a44fc2/iec-61508-3-1998

-10 - 61508-3 © IEC:1998
2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61508. At the time of publication, the editions indicated
were valid. All normative documents are subject to revision, and parties to agreements based
on this part of IEC 61508 are encouraged to investigate the possibility of applying the most
recent editions of the normative documents indicated below. Members of IEC and ISO maintain
registers of currently valid International Standards.

IEC 61508-1:1998, Functional safety of electrical/electronical/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2, — Functional safety of electrical/electronical/programmable ele
related systems — Part 2: Requirements for electrical/electronical/prog
safety-related systems 1)

tronic safety-
ammable_ electronic

IEC Guide 104:1 ,
safety pilot func

The requirements for conformance to this standard are given in clause 4 of IEC 61508-1.

5 Documentation

The objectives and requirements for documentation are given in clause 5 of IEC 61508-1.

1) To be published.
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6 Software quality management system

6.1 Objectives
The objectives are as detailed in 6.1 of IEC 61508-1.

6.2 Requirements

6.2.1 The requirements are as detailed in 6.2 of IEC 61508-1 with the following additional
requirements.

6.2.2 The functional safety planning shall define the strategy for the software procurement,

differing safety integrity levels are to be used together.

6.2.3 Software configuration management should

a) apply administrative and technical controls throughout - esdfety lifecycle, in order
to manage software changes and thus ensurg tka ¢ specified requirements for software

b) guarantee that all necessary operations ied out to demonstrate that the

c) maintain accurately and with _unigue ation 2all configuration items which are
necessary to maintain integ saféty-related system. Configuration items
include at least the fo ing: aingd/requirements; software specification and
design documents; modules; test plans and results; pre-existing
software compone ts 8 packages. which are to be incorporated into the E/E/PE safety-
related systep nvironments which are used to create or test, or

d) apply change-con p d prevent unauthorized modifications; to document
modification r¢ | 2 e impact of a proposed modification, and to approve or
reject the [ the details of, and the authorisation for, all approved

modifications; sonfiguration baseline at appropriate points in the software
developme docuwient the (partial) integration testing which justifies the baseline
(see ¢ the composition of, and the building of, all software baselines
(|nclud| ebuilting of earlier baselines)

NOTE 1 — Manag
technical controls.

decision and authority is needed to guide and enforce the use of administrative and

e) document the following information to permit a subsequent audit: configuration status,
release status, the justification for and approval of all modifications, and the details of the
modification;

f) formally document the release of safety-related software. Master copies of the software and
all associated documentation should be kept to permit maintenance and modification
throughout the operational lifetime of the released software.

NOTE 2 — For further information on configuration management, see ISO/IEC 12207.
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7 Software safety lifecycle requirements

7.1 General
7.1.1  Objective

The objective of the requirements of this subclause is to structure the development of the
software into defined phases and activities (see table 1 and figures 2 to 5).

7.1.2 Requirements

7.1.2.1 A safety lifecycle for the development of software shall be selected and specified
during safety planning in accordance with clause 6 of IEC 61508-1.

NOTE - A safety lifecycle model which satisfies the requirements of clause 7 of I&
customised for the particular needs of the project or organisation.

7.1.2.2 Quality and safety assurance procedures shall be
activities.

while the documented outputs from several phases\may ke & . sséntial requirement is that the output of
the safety lifecycle phase be fit for its intended pPurpose. In\si eyelopments, some safety lifecycle phases may

7.1.2.4 Provided that the softiwg e\gatisfies the requirements of figure 3 and
table 1, it is acceptabl S mber/and work-size of the phases of the V-model
(see figure 5) to t integrity and the complexity of the project.

NOTE — The full list
might be appropriate, for,

is sUitable for large newly developed systems. In small systems, it
dses of software system design and architectural design.

7.1.25 he software project differently from the organization of this
standard (i.e{ N yare safety lifecycle model), provided all the objectives and
requirem i : et.

71.2.6 Fo e phase, appropriate techniques and measures shall be used
Annexes A and e to the selection of techniques and measures) give recommendations

Selecting techniques”from annexes A and B does not guarantee by itself that the required
safety integrity will be achieved.

7.1.2.7 The results of the activities in the software safety lifecycle shall be documented (see
clause 5).

7.1.2.8 If at any stage of the software safety lifecycle, a change is required pertaining to an
earlier lifecycle phase, then that earlier safety lifecycle phase and the following phases shall be
repeated.
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