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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 7: Overview of techniques and measures

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization

participate in this preparatory work International, governmental ang™ongov
with the IEC also participate in this preparation. The IEC c€ 3
Organization for Standardization (ISO) in accordance with conditi
two organizations.

2) The formal decisions or agreements of the IEC on tech |caI matters expre
|nternat|0na| consensus of opmlon on the relevant subjg since ga :t

3) The documents produced have the form ofxeco ndati for internationjal’ use and are published in the form

4) In order to promote international unificatign, i jittees undertake to apply IEC International
Standards transparently to i eir national and regional standards. Any
divergence between the | national or regional standard shall be clearly
indicated in the latter.

5) The IEC provides no markj

6) Attention is draw
of patent rights.

International St
aspects, of IEC t

The text

FDIS Report on voting

65A/293/FDIS 65A/299/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

Annexes A, B, C and D are for information only.
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IEC 61508 consists of the following parts, under the general title Functional safety of
electrical/electronic/programmable electronic safety-related systems:

The committee has decided that the contents of this publicatio
until 2006. At this date, the publication will be

Part 1: General requirements

Part 2: Requirements for electrical/electronic/programmable electronic safety-related
systems

Part 3: Software requirements

Part 4: Definitions and abbreviations
Part 5: Examples of methods for the determination of safety integrity levels
Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

Part 7: Overview of techniques and measures

bpchanged

reconfirmed;
withdrawn;
replaced by a revised edition, or

@@
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INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make those decisions.

This International Standard sets out a generic approach for all safety lifeeycle activities for

In most situations, safety is achieved by a number of pro fes which rely on many
technologies (for example mechanical, hydraulic, pneu ical, e oric, programmable
electronic). Any safety strategy must therefore cong ; aII the elements within an
individual system (for example sensors, controllm [ Jdtors) but also all the
-related systems. There-

> applications in a variety of application
sectors and covering a wide rang j ard and risk potentials. In any particular

specific to the application. Thi hation aridard, by being generic, will enable such a
prescription to be;qrm jon sector International Standards.
This International Sta

PES and software safety lifecycle phases (for example,
.o design, implementation, operation and maintenance to

decommisgioni Q) when'E PESs are used to perform safety functions;
— has Qeel i with a rapidly developing technology in mind; the framework is

— enables appticatioh sector International Standards, dealing with safety-related E/E/PESs,
to be developed;the development of application sector international standards, within the
framework of this standard, should lead to a high level of consistency (for example, of
underlying principles, terminology, etc.) both within application sectors and across
application sectors; this will have both safety and economic benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;
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— uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;

— adopts a risk-based approach for the determination of the safety integrity level
requirements;

— sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

— sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in
— a low demand mode of operation, the lower limit is set at an average probability of

failure of 10~° to perform its design function on demand:;

— a high demand or continuous mode of operation, the lower limjt a_probability

of a dangerous failure of 10~2 per hour;

standard.

O
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 7: Overview of techniques and measures

1 Scope

1.1 This part of IEC 61508 contains an overview of various safety techniques and measures
relevant to IEC 61508-2 and IEC 61508-3.

NOTE The references should be considered as basic references to methods and tooJg\Qr as examples, and may
not represent the state of the art.

1.2 I[EC 61508 1, IEC 61508-2, IEC 61508 3 and IEC 61508-4

technical commlttees in the preparatlon of standards
contained in IEC Guide 104 and ISO/IEC Guide 51. |
stand-alone standard.

requirements are met.
adequately referenced.

1.3 Figure 1 sho
role that IEC 81
systems.
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