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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnicq

ISO or IEC participate in the development of International Standards through technical committees establishe
by the respective organization to deal with particular fields of technical activity. ISO and IEC technicq
committees collaborate in fields of mutual interest. Other international organizations, governmental and non
governmental, in liaison with ISO and IEC, also take part in the work.

1
Commission) form the specialized system for worldwide standardization. National bodies that are members gf
il
1

The procedures used to develop this document and those intended for its further maintenance are described i

document should be noted. This document was drafted in accordance with the editorial rules of the ISO/IE
Directives, Part 2 (see www-ise.erg/directiveswww.iso.org/directives 0|
www-iee.ch/members-experts/refdeeswww.iec.ch/members experts/refdocs).

n
the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
r

ISO and IEC draw attention to the possibility that the implementation of this document may involve the use g
(a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any claime

notice of (a) patent(s) which may be required to implement this document. However, implementers arj
cautioned that thls may not represent the latest mformatlon which may be obtained from the patent databas

f
il
patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not received

available at www
ISO and IEC shall not be held resp0n51ble for 1dent1fymg any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not constitute

an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expression|
related to conformity assessment, as well as information about ISO's adherence to the World Trad
Organization (WTO)  principles in the Technical Barriers to  Trade (TBT)  se
wwweise-erg/ise/ferewerdhtmbwww.iso.org/iso/foreword.html. In the IEC, see www-iee.ch/understanding
standardswww.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC1, Information technology
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

A list of all parts in the ISO/IEC 14888 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. 4
complete listing of these bodies can be found at i - www.iso.org/members.html an

wwwiiecch/national-committeeswww.iec. ch/natlonal committees.

© ISO/IEC 2024 - All rights reserved vii
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Digital Signaturessignatures with appendix are designed to offer integrity, authentication and non-repudiation.
ISO/IEC 14888-2 specifies the class of digital signature mechanisms in which the security is based on the
difficulty of integer factorization. ISO/IEC 14888-3 specifies the class in which the security is based on
computing discrete logarithms—{see1SO/HEC14888-3}.. Unfortunately, if and when a large-scale general
purpose quantum computer becomes available, all of these techniques will no longer be secure for practical key
sizesf.l1}

This document specifies a class of digital signatures whose security depends only on the security of the
underlying hash function. At the time of publication of this document, standardized hash functions are believed
to be secure even against attacks using large scale quantum computers. Hence, the schemes specified in this
document do not suffer from the same problems as the schemes specified in ISO/IEC 14888-2 and ISO/IEC
14888-3.

The Hash-Based-Signaturehash-based signature (HBS) schemes specified in this document are stateful
schemes,- whereby the private key is part of the state of the scheme. This means that at every signature

generation, state information held by the signer must be updated, sineeas otherwise the security of the scheme
is compromised. Therefore, when deploying any of the schemes specified in this document, it is mandatory-te
implementexpected that robust state-management practices are implemented to ensure that state information
is correctly updated.
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Keyed Hash-Function H(KEY, M), where KEY is an n-byte key, M is a 2n-byte message and the output is
bytes.

Keyed Hash-Function H_msg(KEY, M), where KEY is a 3n-byte key, M is an arbitrary length message and th
output is n bytes.

Pseudo-Random Function PRF(KEY, M), where KEY is an n-byte key, M is a 32-byte message and the outpy
is n bytes.

Pseudo-Random Function PRFkeygen (KEY, M), where KEY is an n-byte key, M is a 32-byte message and th
output is n bytes. This function is optional and only used if WOTS+ private keys are generated pseudq

randomly.

Pseudo-Random Function PRFkeygen mr(KEY, M), where KEY is an n-byte key, M is a 32-byte message and th
output is n bytes. This function is only used in XMSS_keygen if called from XMSS_MT _keygen.

A non-deterministic random number generator RBG that provides at least a security level of 8n bits.

These functions shall be implemented with SHA2-256 (Dedicated Hash-Function 4 efdefined in ISO/IEC 10118

3),

SHAKE256 (Annex-E2-ofsee ISO/IEC 10118-3}-:2018, C.2) as described below (see Annex- B for furthe

considerations on these instantiations).
6:2-3-25.2.3.2Functions Based on SHA2-256

When using SHA2-256 as the underlying hash function and n=32, the following constructions shall be used.

F(KEY, M): SHA2-256(toByte(0, 32) || KEY || M)
H(KEY, M): SHA2-256(toByte(1, 32) || KEY || M)
H_msg(KEY, M): SHA2-256(toByte(2, 32) || KEY || M)
PRF(KEY, M): SHA2-256(toByte(3, 32) || KEY || M)
PRFkeygen (KEY, M): SHA2-256(toByte(4, 32) || KEY || M)

PRF keygen i (KEY, M): SHA2-256(toByte(5, 32) || KEY || M)

When using SHA2-256 as the underlying hash function and n=24, the following constructions shall be used.

F(KEY, M): SHA2-256,/192(toByte(0, 4) || KEY || M)

H(KEY, M): SHA2-256,/192(toByte(1, 4) || KEY || M)
H_msg(KEY, M): SHA2-256/192(toByte(2, 4) || KEY || M)
PRF(KEY, M): SHA2-256/192(toByte(3, 4) || KEY || M)
PRFkeygen (KEY, M): SHA2-256/192(toByte(4, 4) || KEY || M)

PRF keygen it (KEY, M): SHA2-256/192(toByte(5, 4) || KEY || M)

6.2-3-35.2.3.3Functions Based on SHAKE

When using SHAKE256 and n=32, the following constructions shall be used.

F(KEY, M): SHAKE256(toByte(0, 32) || KEY || M, 256)

H(KEY, M): SHAKE256(toByte(1, 32) || KEY || M, 256)

14
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— H_msg(KEY, M): SHAKE256(toByte(2, 32) || KEY || M, 256) \\{ Formatted: Font: 12 pt, Font color: Auto

— PRF(KEY, M): SHAKE256(toByte(3, 32) || KEY || M, 256) Formatted: Font: 12 pt, Font color: Auto

—  PRFreygen (KEY, M): SHAKE256(toByte(4, 32) || KEY || M, 256)
—  PRFieygenmr(KEY, M): SHAKE256(toByte(5, 32) || KEY || M, 256)

When using SHAKE256 and n=24, the following constructions shall be used.
— F(KEY, M): SHAKE256(toByte(0, 4) || KEY || M, 192)

— H(KEY, M): SHAKE256(toByte(1, 4) || KEY || M, 192)

— H_msg(KEY, M): SHAKE256(toByte(2, 4) || KEY || M, 192)

— PRF(KEY, M): SHAKE256(toByte(3, 4) || KEY || M, 192)

—  PRFkeygen (KEY, M): SHAKE256(toByte(4, 4) || KEY || M, 192)
—  PRFkeygenmr(KEY, M): SHAKE256(toByte(5, 4) || KEY || M, 192)
6:2:45.2.4 Auxiliary functions

6.2.4-15.2.4.1General

Both XMSS and XMSS-MT make use of two auxiliary functions, namely the base_w function and the chain
function. The specifications of these auxiliary functions are given in 5.2.4.2 and 5.2.4.3.

6:2:4:25.2.4.2base_w auxiliary function

This function is used in the signing and verification process to convert a string of bytes into a sequence of base
w integers (i.e. integers between 0 and w-1).

Algorithm: base_w(X, w, out_len).

Input: A sequence of bytes X = X[0], ..., X[len_x - 1] of length len_x, the base w which shall be 4 or 16, and the
output length out _len.

Output: A sequence of integers Q = Q[0],..., Q[out_len-1] of length out_len from the set {0,1,..,w-1}
Steps:
a) Setin=0,out=0,total =0, bits = 0.

b) Forifrom 0 to out len - 1:
——1) Ifbitsisequal to 0 then
——i) Settotal = X[in].
——ii) Setin=in+1.
—ii) Set bits=8.
——2) Set bits = bits - Ib(w).
——3) Set Q[out] = (total >> bits) & (w - 1).

——4) Setout=out+1.

c) Return Q.
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