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Foreword

JISO (the International Organization for Standardization) and IEC (the International Electrotechnicg

Commission) form the specialized system for worldwide standardization. National bodies that ar
members of ISO or IEC participate in the development of International Standards through technica

committees established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other internationd
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in th
work.

The procedures used to develop this document and those intended for its further maintenance ar
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for th
different types of document should be noted. This document was drafted in accordance with the editorig
rules of the ISO/IEC Directives, Part2 (see wwwise.org/directiveswww.iso.org/directives of
www-ieech/membersexperts/refdeeswww.iec.ch/members experts/refdocs).
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publication of this document, ISO and IEC had not received notice of (a) patent(s) which may be required
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Secure multiparty computation is a cryptographic technique that computes a function on a message while
maintaining the confidentiality of the message. The technique is used to outsource computations to two
or more stakeholders while preserving privacy. To facilitate the effective use of secure multiparty

computation and maintain interoperability, the ISO/IEC 4922 series specifies secure multiparty
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Secure multiparty computation often uses cryptographic mechanisms as building blocks. -For secure

computation and related technologies. N
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multiparty computation which is based on secret sharing, secret sharing schemes are used as building
blocks.

Secret sharing is a cryptographic technique used to protect the confidentiality of a message by dividing it
into pieces called shares. A secret sharing scheme has two main parts: a message sharing algorithm for
dividing the message into shares and a message reconstruction algorithm for recovering the message

from all or a subset of the shares. The JSO/IEC 19592 series specifies secret sharing and related /{Formatted
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technologies. In secure multiparty computation based on secret sharing, a message is shared among
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participants called parties via a message sharing algorithm. The parties compute a function on the shared

message while maintaining its confidentiality and obtain shares of the function output. The function Formatted
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output can be obtained using a message reconstruction algorithm taking as input all or a subset of the
output shares. This document specifies secure multiparty computation based on secret sharing,
especially mechanisms to compute a function on the shared secret.
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Information security — Secure multiparty computation —
Part 2:
Mechanisms based on secret sharing

1 Scope

This document specifies the processes for secure multiparty computation mechanisms based on the / Formatted [_j

secret sharing techniques which are specified in JSO/IEC 19592-2. Secure multiparty computation baseh
on secret sharing can be used for confidential data processing. Examples of possible applications include
collaborative data analytics or machine learning where data isare kept secret, secure auctions where each
bidding price is hidden, and performing cryptographic operations where the secrecy of the private keys
is maintained.

This document specifies the mechanisms including but not limited to addition, subtraction, multiplication
by a constant, shared random number generation, and multiplication with their parameters and
properties. This document describes how to perform a secure function evaluation using these
mechanisms and secret sharing techniques.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their conten|t*/
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 4922--1, Information security — Secure multiparty computation-— Part-1: General <

ISO/IEC19592--1:2616, Information technology — Security techniques — Secret sharing — Part 1:
General

ISO/IEC19592--2:2017, Information technology — Security techniques — Secret sharing — Part 2: ||
Fundamental mechanisms,

3 Terms and definitions

For this document, the terms and definitions given in JSO/IEC 4922-1, ISO/IEC 19592-1, and JSO/IEC

19592-2, the following apply. /,9,

IS0 and IEC maintain terminology databases for use in standardization at the following addresses;, <

— 150 Online browsing platform: available at https://www-ise-org/ebphttps://www.iso.org/obp, ‘f,//{ Formatted: English (United Kingdom)

—. IEC Electropedia: available at https:-//fwww-eleetropediaorg/https: //www.electropedia.org/,

31

group

set of elements G and an operation + defined on the set of elements such that:
({)a+ (b+c)=(a+b)+cforeverya,band cin G; (ii) there exists an identity element e in G such that a +
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5 Secure multiparty computation based on secret sharing
5.1 General

This clause specifies fundamental concepts for secure multiparty computation based on secret sharing.
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flow and parameters for secure multiparty computation based on secret sharing are described in 5.3. {
document. Annex- B provides numerical examples for the mechanisms specified in this document, which N {
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can be used for checking the correctness of implementations. Annex- C provides security considerations
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that can be used to obtain additional information regarding the security of all the mechanisms specified
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in this document. ormatted: cite_app
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5.2 Secret sharing
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The secure multiparty computation schemes based on secret sharing specified in this document use the Formatted: cite_app

Shamir and replicated additive secret sharing schemes. These secret sharing schemes are defined in

ISO/IEC19592-2 and employ the following algorithms and parameters. Formatted: Body Text, Don't adjust space between
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— Message space: the set of possible messages that can be input to the message sharing algorithm.
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— Share space: the set of possible shares that can be output by the message sharing algorithm.
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— Number of shares: the range of possible values of n supported by the scheme. Formatted: std_docPartNumber
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— Threshold: the range of possible values of k supported by the scheme.

— Adversary structure: the set of all maximal coalitions of participants that are not sufficient to
reconstruct the message. For a threshold secret sharing scheme with threshold k, the adversary

structure AHs{ZHZ (b= k— Ais{Z| Z< {1,...,n},|Z|=k-1}.

— Message sharing algorithm: an algorithm that divides a message into n shares.
— Message reconstruction algorithm: an algorithm that reconstructs a message from k shares.

— Lagrange interpolation coefficients: the coefficients used in the reconstruction algorithm of the
Shamir secret sharing scheme.

5.3 Secure multiparty computation based on secret sharing

The secure multiparty computation schemes based on secret sharing specified in this document are
intended to be used for performing a secure function evaluation. The process of a secure function

evaluation is as follows.
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a) Input parties run the message sharing algorithm on their function inputs and then send the resulting /{
shares to the computing parties. / )| Formatted: Font: Not Bold
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