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INTERNATIONAL STANDARD ISO/IEC 27011 

RECOMMENDATION ITU-T X.1051

Information security, cybersecurity and privacy protection – Information security controls 

based on ISO/IEC 27002 for telecommunications organizations 

Summary 

This Recommendation | International Standard: 

a) establishes guidelines and general principles for initiating, implementing, maintaining and improving

information security controls in telecommunications organizations based on ISO/IEC 27002;

b) provides an implementation baseline of information security controls within telecommunications

organizations to ensure the confidentiality, integrity and availability of telecommunications facilities,

services and information handled, processed or stored by the facilities and services.

As a result of implementing this Recommendation | International Standard, telecommunications organizations, both within 

and between jurisdictions, will: 

a) be able to ensure the confidentiality, integrity and availability of global telecommunications facilities,

services and the information handled, processed or stored within global facilities and services;

b) have adopted secure collaborative processes and controls ensuring the lowering of risks in the delivery of

telecommunications services;

c) be able to deliver information security in an effective and efficient manner;

d) have adopted a consistent holistic approach to information security;

e) be able to improve the security culture of organizations, raise staff awareness and increase public trust.
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 

© ITU 2024 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Introduction 

This Recommendation | International Standard provides interpretation guidelines for the implementation and management 

of information security controls in telecommunications organizations based on ISO/IEC 27002. 

Telecommunications organizations provide telecommunications services by facilitating the communications of customers 

through their infrastructure. In order to provide telecommunications services, telecommunications organizations need to 

interconnect and/or share their services and facilities and/or use the services and facilities of other telecommunications 

organizations. Furthermore, the site location, such as radio sites, antenna locations, ground cables and utility provision 

(power, water), can be accessed not only by the organization's staff, but also by contractors and providers external to the 

organization. 

Therefore, the management of information security in telecommunications organizations is complex, potentially: 

– depending on external parties;

– having to cover all areas of network infrastructure, services applications and other facilities;

– including a range of telecommunications technologies (e.g., wired, wireless or broadband);

– supporting a wide range of operational scales, service areas and service types.

In addition to the application of information security controls described in ISO/IEC 27002, telecommunications 

organizations can implement extra information security controls to ensure confidentiality, integrity, availability and any 

other information security property of telecommunications in order to manage information security risk in an adequate 

fashion. The security properties specialized for telecommunications can be described below (in no order of priority). 

1) Confidentiality

Protecting confidentiality of information related to telecommunications from unauthorized disclosure. This

implies non-disclosure of communications in terms of the existence, the content, the source, the destination

and the date and time of communicated information.

It is critical that telecommunications organizations ensure that the non-disclosure of communications being

handled by them is not breached. This includes ensuring that persons engaged in the telecommunications

organization maintain the confidentiality of any information regarding others that can have come to be

known during their work duties.

NOTE – The term "secrecy of communications" is used in some countries in the context of "non-disclosure of 

communications". 

2) Integrity

Protecting the integrity of telecommunications information includes controlling the installation and use of

telecommunications facilities to ensure the authenticity, accuracy and completeness of information

transmitted, relayed or received by wire, radio or any other method.

3) Availability

Availability of telecommunications information includes ensuring that access to facilities and the medium

used for the provision of communication services is authorized, regardless of whether communications is

provided by wire, radio or any other method. Typically, telecommunications organizations give priority to

essential communications in case of emergencies, managing unavailability of less important

communications in compliance with statutory and regulatory requirements.

Audience 

The audience of this Recommendation | International Standard consists of telecommunications organizations and those 

responsible for information security; together with security vendors, auditors, telecommunications terminal vendors and 

application content providers. This Recommendation | International Standard provides a common set of information 

security controls based on ISO/IEC 27002, telecommunications sector-specific information security controls and 

information security management guidelines allowing for the selection and implementation of such controls. 
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INTERNATIONAL STANDARD 

ITU-T RECOMMENDATION 

Information security, cybersecurity and privacy protection – Information security controls 

based on ISO/IEC 27002 for telecommunications organizations 

1 Scope 

The scope of this Recommendation | International Standard is to provide guidelines supporting the implementation of 

information security controls in telecommunications organizations. 

The adoption of this Recommendation | International Standard will allow telecommunications organizations to meet 

baseline information security management requirements of confidentiality, integrity, availability and any other relevant 

information security property. 

2 Normative references 

The following Recommendations and International Standards contain provisions which, through reference in this text, 

constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated 

were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this 

Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition 

of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid 

International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid 

ITU-T Recommendations. 

– ISO/IEC 27000, Information technology – Security techniques – Information security management systems

– Overview and vocabulary.

3 Definitions and abbreviations 

3.1 Definitions 

For the purposes of this Recommendation | International Standard, the definitions given in ISO/IEC 27000 and the 

following apply: 

3.1.1 co-location: Installation of telecommunications facilities on the premises of other telecommunications carriers. 

3.1.2 communication centre: Building where facilities for providing telecommunications business are sited. 

3.1.3 essential communications: Communications whose contents are necessary for the prevention of or relief from 

disasters and for the maintenance of public order in adverse conditions. 

3.1.4 non-disclosure of communications: Requirement not to disclose the existence, the content, the source, the 

destination and the date and time of communicated information. 

NOTE – Communication information can include both data in motion and data at rest. 

3.1.5 priority call: Telecommunications made by specific terminals in the event of emergencies, which should be 

handled with priority by restricting public calls. 

NOTE – The specific terminals can span different services (voice over Internet protocol (VoIP), public switched telephone network 

(PSTN) voice, Internet protocol (IP) data traffic, etc.) for wired and wireless networks. 

3.1.6 resilience: Ability to absorb and adapt in a changing environment. 

3.1.7 telecommunications applications: Applications such as voice over Ip (VoIP) that are utilized by end-users and 

built upon the network-based services. 

3.1.8 telecommunications business: Business to provide telecommunications services in order to meet the demand 

of others. 

3.1.9 telecommunications equipment room: A secure location or room within a general building where equipment 

for providing telecommunications business are sited. 

3.1.10 telecommunications facilities: Machines, equipment, wire and cables, physical buildings or other electrical 

facilities for the operation of telecommunications. 
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3.1.11 telecommunications organizations: Business entities who provide telecommunications services in order to 

meet the demand of others. 

3.1.12 telecommunication records: Information concerning the parties in a communication including the metadata 

such as the time, and duration of the telecommunication that took place but excluding the contents of the communication. 

3.1.13 telecommunications services: Communications using telecommunications facilities, or any other means of 

providing communications either between telecommunications service users or telecommunications service customers. 

3.1.14 telecommunications service customer: Person or organization who enters into a contract with 

telecommunications organizations to be offered telecommunications services by them. 

NOTE – A telecommunication service customer is a contractor with telecommunication organization and can be a 

telecommunication service user. 

3.1.15 telecommunications service user: Person or organization who utilizes telecommunications services. 

3.1.16 terminal facilities: Telecommunications facilities which are to be connected to one end of telecommunications 

circuit facilities and part of which is to be installed on the same premises (including the areas regarded as the same 

premises) or in the same building where any other part thereof is also to be installed. 

3.2 Abbreviations 

For the purposes of this Recommendation | International Standard, the following abbreviations apply: 

CIA Confidentiality, Integrity and Availability 

CNI Critical National Infrastructure 

DDoS Distributed Denial of Service 

DNS Domain Name System 

DNSSEC Domain Name System Security Extensions 

DoS Denial of Service 

HVAC Heating, Ventilation, and Air Conditioning 

IP Internet Protocol 

IRC Internet Relay Chat 

ISAC Information Sharing and Analysis Centre 

ISMS Information Security Management System 

NMS Network Management System 

OAM&P Operations, Administration, Maintenance and Provisioning 

PSTN Public Switched Telephone Network 

SIP Session Initiation Protocol 

SLA Service Level Agreement 

SMS Short Message Service 

VoIP Voice over Internet Protocol 

4 Overview 

4.1 Structure of this Recommendation | International Standard 

This Recommendation | International Standard has been structured in a format similar to ISO/IEC 27002:2022. In cases 

where the information security control, attribute table, purpose, guidance and other information specified in ISO/IEC 

27002:2022 are applicable without a need for any additional information, only a reference is provided to ISO/IEC 27002. 

The following clauses include telecommunication sector specific information according to the control layout from 

ISO/IEC 27002:2022. 

– Organizational controls (clause 5)

– People controls (clause 6)

– Physical controls (clause 7)

– Technological controls (clause 8)
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