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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use of
(a) patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed
patentrights in respect thereof. As of the date of publication of this document, ISO had not received notice
of (a) patent(s) which may be required to implement this document. However, implementers are
cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all
such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 37, Language and terminology,
Subcommittee SC 4, Language resource management.

Alist of all parts in the ISO 24620 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The exchange of personal data-{see-3-2} between public and private actors, including natural persons,
associations and undertakings, is continually increasing. Rapid technological developments and
globalization have brought new challenges for the protection of personal data. The scale of the collection
and sharing of personal data has increased significantly. Technology allows both private companies and
public authorities to make use of personal data on an unprecedented scale in order to pursue their
activities. Natural persons increasingly make personal information available publicly and globally.
Nevertheless, technology has transformed both the economy and social life, and should further facilitate
the free flow of personal data within a same-country as well as the transfer to and between other countries
and international organizations, whilstwhile ensuring a high level of-the protection of personal data.
These developments require a robust and coherent data protection framework. For example,
ISO/IEC 27701 defines processes and provides guidance for protecting personally identifiable

information (PII) on an ongoing, ever-evolving basis{see ISOAEC27701-inNormative references).

Effective protection of personal data requires the strengthening and setting out in detail of the rights of
natural persons as data subjects, and the obligations of those who process and determine the processing

{see-3:43-of personal data.
NOTEAn-example-of thisisthe EXAMPLE The European Union’s (UN) General Data Protection Regulation

(GDPR).[sh66115]

The pr1nc1ples of data protectlon apply to any 1nformat10n concerning an 1dent1f1ed or 1dent1flab1e natural

In this context, numerous industries, governmental bodies, and private and public companies or
organismsorganizations need to variously hide (mask};#+4)16l, remove, anonymize or pseudonymize {see
3-3}personal data before textstext containing such data areis processed.3H94i8]

Thepurpese-of-thisThis document is—te—prevideprovides principles and a methodology to detect and
identify personal data so that it can be hidden or suppressed, thatis;i.e. protected before transmitting

oerfand/or processing a text containing such data. The problem is not so much the suppression or hiding
of data, but rather the recognition of personal data in a written text. Unlike personal data in text, personal
data in structured data (e.g. as presented in tablesfer-example) does not represent a real problem as such
data isare easily recognizable.[*-5]

The-intended-marketfor-thisThis document is that-efaimed at national/ and international micro, small,
medium and large-sized enterprises, and-alseas well as private/public bodies processing text which
eeuldcan contain personal data in all domains (fer-example;e.g. law, finance, health;ete:) and languages
and from different countries.[*5141 The principles and methodology are already in use in industry and
government bodies.

Due to regulations such as the EU’s GDPR, personal data protection presents a major challenge for micro,
small, medium and large enterprises, as well as private and public bodies. For example, the GDPR forbids
the transfer of the personal data of EU data subjects to “third countries” (countries outside of the
European Economic Area (EEA)) unless appropriate safeguards are imposed, or the third country’s data
protection regulations are formally considered adequate by the European Commission. In addition, the
state of California in the United States passed the California Consumer Privacy Act on 28 June 2018, taking
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effect 1 January 2020, granting rights to transparency and control over the collection of personal

information by companies in a similar manner to the GDPR (see Reference [2] and ISO/IEC 27701).

All the examples in this document are fictitious but could exist if real data were to be substituted for the
fictitious data.
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Language resource management — Controlled human
communication (CHC) — Part 5: lexiecoLexico-morpho-syntactic
principles and methodology for personal data recognition and

protection in textstext(DataPro)}

1 Scope

This document speeifies—the-establishes basic principles and a methodology to be-used-te-recognize
personal data written in free textstext in different languages (betheywhether agglutinating, inflectional
or isolating) and countries.

The-applicationsare-essentiallyfor This document is applicable to protecting human data circulating in

national and international industries, and private and public organizations.

This document is direeted-atapplicable to processing by human beings and/or automated processing—tt
is-applieable, and to various domains (ferexample;e.g. law, finance, health;-ete:)

but-exeludes.It does not apply to automated image processing.

This document uses formal methods only, as statistical methods are very different in nature.

2 Normative references
There are no normative references in this document.
3 Terms and definitions

For the purposes of this document, the terms and definitions given in the following apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
intension
internal content of a term or concept that constitutes its formal definition

Note 1 to entry: extensionExtension is the range of applicability of a concept by naming the particular objects that
it denotes.

SoUREE—and-also-References{1424

3.2
personal data
any information relating to an identified or identifiable natural person {data-subiect’}-(3.6)

[SOURCE-:]}: Regulation (EU) 2016/679!¢l, Article 4 (1)]
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3.3

i L
pseudonymization
processing (3.4) of personal data (3.2) in such a manner that the personal data can no longer be attributed
to a specific data subject without the use of additional information, provided that such additional
information is kept separately and is subject to technical and erganisatienalorganizational measures to
ensure that the personal data are not attributed to an identified or identifiable natural person (3.6)

[SOURCE: {Regulation (EU) 2016/67916], Article 4 (5)]

3.4

processing

any operation or set of operations which is performed on personal data (3.2) or on sets of personal data,
whether or not by automated means, such as collection, recording, erganisatienorganization, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, restriction, erasure or destruction

[SOURCE: {Regulation (EU) 2016/6791¢], Article 4 (2)]

3.5
seme
Saussure’s signified with its different signifiers (instantiations) in textstext

Note 1 to entry: Saussure was the first person to use thisthe terminology ‘sigrified"“signified” and ‘signifierwhich
waslaterbetween—others,explained-in-Chandler-Saussure”signifier”. Saussure offered a ‘dyadie'“dyadic” or two-

G

part model of the sign. He defined a sign as being composed of: a ‘signifier-“signifier” (signifiant) and a “signified”
(signifié)~ (see References{18 [17] and [1+9}18]).

[SOURCE: }

3.6

identifiable natural person

data subject

person who can be identified, directly or indirectly, in particular by reference to an identifiersuehas

Note 1 to entry: An identifier can be a name, an identification number, location data; or an online identifier of thata

natural person. Further examples which are excluded from the examples in this document are references to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of the

natural person.

[SOURCE:}: Regulation (EU) 2016/6791€], Article 4 (1)]

3.7

indicant

significant occurrence of interaction between lexical, morphological and syntactic phenomena or of one
of these phenomena across a wide spectrum of languages or in few languages or in just one language that
is suited to identify personal data (3.2)

4 Motivation for controlled human communication

2 © IS0 2023 - All rights reserved
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The first step in protecting personal data is being able to recognize such data automatically, especially
when they are not structured but rather occur in free text, as in—thefellowing-example:shown in

Example 1 in Clause A.1.
v ledi Enalis] :
English; England

AnonNena Other

Once data isare detected or recognized as personal data, different ways can be used to hide them in the
text;: they can be hidden (masked), removed, anonymized (see alse-References{+6 [9] and [1110]) or

pseudonymized (see definitionin-3-Reference [7]), as shown in Example 2 in Clause A.2.
Examples 3 and-Referencesf{7} 4 in Clauses A.3 and-{8}-.A.4 show a similar example in French.
E le.2 with the Enslis} Ld b "

English, England

Sk ko ok ok ok ok ok sk ok kKoK ok ok ok ko Kok ok ok ok ok kKoK ok ok ok sk sk ok Kok ok ok ok sk ok ok ok ok ok sk sk ko oK ok ok sk sk ok koK ok ok ok sk sk kK ok ok ok

© IS0 2024 - All rights reserved
3



https://standards.iteh.ai/catalog/standards/iso/5d015bfa-1431-47ba-9143-b708ea6b5e04/iso-fdis-24620-5

ISO/FDIS 24620-5:2023(E)

ko sk ok skook sk sk ok skok sk sk sk sk ok skok sk sk sk sk ok skok skosk sk skok skok skok sk

oift to maz hrother NOIAL 1o
St tO HYy DTHothel; HOW VS Ht

ok kKR ok sk ko kKoK ok ok sk kKK ok ok sk kK ; ok kokokokkk kK kokkk kK
5 -

yGH can-contact us at****************

S5
kot skok skeosk sk skeoke skeok sk ks skeoke skesk sk sk skok skeok sk sk skok skok sk skoke skok sk

255 Basic principles and methodology
25-15.1 General

{483-For the basic principles, various lexical, morphological and syntactic linguistic phenomena shall be
used, in particular concerning the way in which personal data are represented in free texts;astext. For
example, addresses not respecting the English format in Englandthe UK as seen in the-example-below
Example 1 in Clause A.1, i.e. “Stoneham-le-Willows at 24 Britanny Park, F2 7AN (GB29 NWBK 6016 1331
9268 19)".
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{2)-The methodology as—prepesed—in—this—decument—specifies formal representations designed in
intension (see 3-1-and-References [11], [12};] and [13}and-{34]) based on lexical, morphological and
syntactic phenomena that shall apply in a sequential order at each of the levels of linguistic analysis which
have an impact on the recognition of personal data.

The basic principles and methodology are specifiedspecifically formulated—se—as to provide an
explanatory power to show how and when each of the linguistic phenomena (lexical, morphological
and/or syntactic) and/or their combinations and interactions embedded in context shall be used and
applied according to different semes {see-3-5}recognition in the analysis of textstext. In consequence, the
methodology prepesed-uses thelinguistics phenomena eenfermantconforming to-the basic principles for
the recognition of personal data,this-_(instead of a lexicon;), and specifies a system of constraint rules
completed with an algorithm, which, when appliesapplied, results in extracting personal data.

25:25.2 Preblem: Specific issues

The basic problem is the recognition of personal data in free textstext in different languages, from
different countries; and from different domains (e.g. law, finance, health;-ete:).

The problem also concerns the use of the same language within different countries as, for example,
addresses are not written the same way in France, Switzerland, Belgium and Canada, or in Austria and
Germany (see examples4Examples 5 and-5 6 in Clauses A.5 and A.6). FextsText in one language can also

include personal data in other languages and from different countries.
GermanAustria
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