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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of document should be noted. This document was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part2 (see www:ise.erg/directiveswww.iso.org/directives of
wwwieech/membersexperts/refdeeswww.iec.ch/members experts/refdocs).

-

Attention is drawn to the possibility that some of the elements of this document may be the subject o
patentrights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Detail
of any patent rights identified during the development of the document will be in the Introduction and/o
on the ISO list of patent declarations received (see www&seﬂ#ﬁ%aateﬂbswww iso.org/patents) or the IE

list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

TI = n

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
wwwise.org/ise/forewordhtmlwww.iso.org/iso/foreword.html. In the IEC, sep
www.iee.ch/understanding-standardswww.iec.ch/understanding-standards.

This document was prepared by Technical Committee ISO/IEC JTC1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 20008 series can be found on the ISO and IEC websites. /{ Formatted: English (United Kingdom)

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at wwwise.erg/members-htmlwww.iso.org/members.htm|l
and wwwiee.ch/national-committeeswww.iec.ch/national-committees.
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Clause-4
Add the following symbol:

—FEp}F(p) the finite field containing exactly -p- p elements. [ Field Code Changed

”"{ Field Code Changed

6.1
Replace the first sentence with the following:

This clause specifies five digital signature mechanisms with linking capability.

Replace the text of NOTE 1 with the following:

In the literature, the mechanism of 6.2 is called a list signature scheme, the mechanism of 6.6 is Calleb
a pre-DAA scheme and the mechanisms of 6.3, 6.4 and 6.5 are called DAA schemes. The mechanisms
givenin 6.2, 6.4, 6.5 and 6.6 are based on schemes originally specified in References-[9], [6], [11] anh
[22] respectively, in which security proofs can also be found. The mechanism in 6.3 is based on a
scheme in Reference- [3] which is a minor modification of the scheme in Reference [4]; the associate
security analysis is given in the full version of Reference- [4].

6.6

Add new subclause 6.6 as follows:

6.6 Mechanism 8

6.6.1 Symbols

The following symbols apply in the specification of this mechanism. { Field Code Ch p
ield Code Change

— - T7:asecuri arameter.
el typ Field Code Changed

| Field Code Changed

/

— PP . Qr¥r-01. Xy, YK R €D DS Y, X, X, C,, D, DT, g
Prh 14 AT AT [ S Sl e 1 | Field Code Changed
f " /

"T2,K1,K2,K,K1,KZ,K',],TI,TZ,R,R',T,T',R",T": // /[FieIdCodeChanged

elements of 41 Gy.

/| Field Code Changed

/' /| Field Code Changed

— PPy, Xy Xy, Yo Yy, K5 Ry Xy, X, elements of G5 Gy

| Field Code Changed

{
{
[ Field Code Changed
(
{

| Field Code Changed
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3 v c ¢ e vy wy e I ] I 7 c ] ] !
T2 X C Sy S C ST VWS VSIS i R K 5 €5 2y 2 75 € 5 St R g ey Py

x

7

¥
Y2 X 2Oy, S, ,Clo SV, WV TSy ke Ky K 160202402, .00, 8,0 K O po Oy inttegers in Zpy

/{ Field Code Changed

N >

p

- n;: an integer of size + 7 -bit.
— i

Field Code Changed

{ Field Code Changed

/,

// /[ Field Code Changed

Field Code Changed

H1 Hy: ahash function that outputs elements in G Gy .

/
Field Code Changed

Hy Hy, -Hz Hy: hash functions that output elements in Z; Z,.

— —_—

A
{ Field Code Changed
[

/
/
/ Field Code Changed

6.6.2— Key generation process

The key generation process has two parts: setup process and group membership issuing process. The
setup process is executed by the group membership issuer to create the group public parameter, group
public key, and group membership issuing key. The group membership issuing process is an interactive
protocol running between the group membership issuer and a group member to create a unique group
member signature key for the group member.

The setup process takes the following steps by the group membership issuer:

a) Choose +7 as a security parameter.
o | Field Code Changed
b) Choose a bilinear group pair (61 G;, Gz G,) of large prime order p-p, such that no efficiently Field Code Changed
computable homomorphism is known between & G; and G5 G,, in either direction, and an | Field Code Changed
N7 0 | Field Code Changed
associated pairing function e-e: GG, x GG, - G-Gr. % d Code ch 2 ”
e — — — | Field Code Change
. : " | Fiel h
c) Choose two random independent generators PrP; and €1Q; of &r-G; and provide additional { ield Code Changed
—_ — — | Field Code Changed
information, denoted by Fger nge, » that serve to demonstrate that these two generators were Ficld Code Ch 4
el ode ange
indeed chosen independently, that is without a potentially exploitable relationship between them Field Code Changed
(such as @rQ; == {s}Pr[s]P, for an integer ss chosen by the group membership issuer). An Ficld Code Ch 4
— e | Field Code Change
example of how to verifiably select independent generators and to verify, using Fgey Tgepn » the {Fueld Code Changed
correct generation of these generators, is given in Annex G. { Field Code Changed
d) Choose arandom generator P P, of G5 G,. /% Field Code Changed
— = Field Code Changed
{ Field Code Changed
e) Choose three hash functlonsJ:ITH1 {ﬁ-rf{o 1} —»€TGl HZHZ {G—tf{o 1} —»LZ and -Hz- /{
' /| Field Code Changed
Hj: ‘{6,—1‘}—{0,1} — %5 Zy. An example of how to construct such hash functions is prov1ded in ’V///{ Field Code Changed
Annex B. ///y,,{ Field Code Changed
//
X i //" | Field Code Changed
f)  Choose three random integers x x, 3 y and z z in Z; Z,. Y /4 { 9
A A —_— Formatted: Font: 11 pt
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B Compute Hr-=feHr+ Dlar Y= bRy = Di}Rpand ¥y = D1

gl Compute X; = [2]P + [x]Q;. Yy = [y]P1. Xp = [x]Pand V; = [y]P,.

A —A

/{ Field Code Changed

h) Choose two random integers x“x" and z"z' in Z5 Z),.

N

/{ Field Code Changed

—Compute K[} [ 0rand-4; =[x
—Compute-—=—HrEPrH-@rH-PrH-Frit-FrHXrH-Fth-K i)
k)—Compute Sz—=(x"—+€-xx)modp-and-S;={z+€xz)mod-p-

i) Compute X; = [2']P, + [x']Q; and X; = [x']P,.

/{ Field Code Changed

1) Compute ¢;_=_Hy (P |.Qu I P I Xy [ Y1 |- X2 || Yo |- X1 1] X5)

/{ Field Code Changed

k) Compute s, =(x'_+_c,_xx)mod pand s, =(z _+_c,_xz)mod p.
Y ——— — TN e e =

—

/{ Field Code Changed

) SetFeyg=—-er—5z—5) Tya =(Ck,Sy,S,) as aproof that the second component of the representation 7| Field Code Changed

aiiaiNaiNal

of X1~ X; in the base PrP; and @1 Q; is equal to the discrete logarithm of %7 X, in the base P, P, .

m) Output the following:

— group public parameter = (Gl—Gl,Gz—GZ,GrGT,e-E,—PI—Pl,Ql—.Ql, PPy, pp,HrH|, Hy H

/{ Field Code Changed

Hy Hy),

A
/

— group publickey = (¥ X1, ¥1 Y1, %7 X, ¥prFeem Fvanh Yo Tgen » Tya Lo

Field Code Changed

— group membership issuing key = (¥5342-x,,2).

\{ Field Code Changed

/{ Field Code Changed

alalal

NOTE 1 Examples of recommended parameters are provided in C.2.

Each entity involved in this anonymous signature mechanism should verify the validity of the group
public key before using it. The group public key validity verification process includes the following steps:

a) Verify that Pr P; and @ Q; were generated independently using fgegs ey -

Field Code Changed

b) Verify the validity of the proof #yzp 7y, &

,,,,,,{ Field Code Changed

sl

| Field Code Changed

B—Compute XL, Pr+{fse}r ~fert¥rand Xy ={setPr—fe¥y-

Field Code Changed
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)

d)

2) Compute
C;( =H, (Pl H QlH B, H XlH " H XZH Yz‘

X

X,).

3) Verify that fFCk =€pCy.

/{ Field Code Changed

Verifythate—g(¥1—yl,-PzP2] ==e(PrP,¥Y,).

/{ Field Code Changed

If any of the above verifications fails, output 0 (invalid), otherwise output 1 (valid).

The group membership issuing process requires a secure and authentic channel between the group
member and the group membership issuer. How to establish such a channel is out scope of this
mechanism. The group membership issuing process includes the following steps:

a)

b)

<)

d)

e)

f)

The group membership issuer chooses a nonce #r-n; e {6;15{0,1}".

/{ Field Code Changed

The group membership issuer sends #-n; to the member.

/,/[ Field Code Changed

The member chooses a random integer s s; from 'ZFQ'

-

/{ Field Code Changed
P |

The member computes €1 C; == fsr¥[s;]7;.

/{ Field Code Changed

The member chooses a random integer «u from %Zp .
i

{ Field Code Changed

The member computes B D == fu¥-[u]Y; .

/{ Field Code Changed

§)—Fhe member computes--=—Hz CPLH-@rH-PrH-¥rH-YH FoH Y-ttt BrH-np.

/{ Field Code Changed

/{ Field Code Changed

/{ Field Code Changed

/{ Field Code Changed

g) The member computes V.= Hy (Pl Q1L |l X7 |1 Y [l Xo LYo (LG D] ny).

h) The member computes w-W == (U ++ vV %S xs;) mod PP

i) The member sends (Gl—&, %AK, %LAK) to the group membership issuer.

j) The group membership issuer computes B-D' == fwl¥[w]y; - fer[v]c,.

k) The group membership issuer computes v-v' =-Hy H, (Pr P || Qr @ || Py P || KT X1 || ¥ Yy || %7

1) The group membership issuer verifies vy == v’—L If the verification fails, abort the group /{Field Code Changed
membership issuing process.
Formatted: Font: 11 pt
Formatted: Space After: 0 pt, Line spacing: single
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m)

n)

0)

p)

g)—TFhe-group-membership-issuercomputes Zr—={K—t-c-xr)ymodpZy-=—{ky—+-e-xx}mody

X || ¥z Yo |l €1 Cy || 57 52 |Her Ky || K7 Ko || K.

ISO/IEC 20008-2/Amd. 2:2023(E

The group membership issuer selects five random integers %r S sz , -k—k -k—k and #5 k fron

I} Formatted: Right

J

n /{ Field Code Changed

L5 lp.

The group membership issuer computes FrT; == [r]P, and Fr T, = PFC[x]T; ++

—_— A

/{ Field Code Changed

{rer+[ric, + fresy¥r[rxs; ]v;.

/
/

The group membership issuer computes K1 K; == kP [k,.|P, K7 K, = P Fr [k, T1 +1

Field Code Changed

Prdfer 15,106 + ford¥Hse]n) and 4 K == PerFek, 1y + Preder iy Jor

The group membership issuer computes €=Hyc=H, (Pr P, || @r Q|| Pr Py || %1 X1 || ¥r ¥y || %

Field Code Changed

0 0 o g

Y

The group membership issuer computes z,_=_(k,_+_c_xr)mod p, z, = (k,_+_c_xx) mod f
e—A ek i ke ek i @

and-Z;={k+-exz)modp:
a)

and z, _[k + mod p
r)

—Fhe-membercomputesH¢r = {2 Pr—lel 46y —tar e ier Hisr P —fel-and e

6 Fhe member computes¢=—Hy (Prit-Qrit-Pr ¥ HYri-¥ Vot Critsptf o H-HO)-

Field Code Changed

The group membership issuer sets (¥ T1, Iy TZ ) as the member’s group membership credential an

Field Code Changed

sends (ﬂ'prTl, Tys5y7€7 225527 T5 ,59,C, 2, , Zy, Z, ) to the member.

&&

ferPred@r—tebdr

The member computes Kvli[zr]Pl;[c]leKyzi[zx]Tl +[z,](C1 + [s2]Y1) =[c]T,_and K 3

Field Code Changed

s)

[2;]P1 + [2]Q1 =[] X1
t)
u)
v) The member computes &S
w)

NOTE 2 The group membership issuer can use the same value S, s, (for example 52%952 =0mod p-p) fq

— —
several executions of the group membership issuing process. In this case, the security of Mechanism 8 relies on th
©ISOAEC 2022 — Allrights reserved 5
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The member computes ¢’ = Ha (P || QL Py X1 1LYy [ Xo 1L Y5 [L.C [Lsy 1LKy [LK LK)

/[ Field Code Changed

The member verifies €C == ‘C"_L If the verification fails, the member aborts.

~_{ Field Code Changed

(‘5’1'51 Tt 6752J mod p-p.

/{ Field Code Changed

The group member signature key for the member is (s-s, Fr Ty, 7, ;).

/{ Field Code Changed

Field Code Changed
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Pointcheval-Sanders (PS) assumption!?4, instead of the q-MSDH assumption[23! if the group membership issuer uses
a fresh random value -5, for each new session of the group membership issuing process.

6.6.3 Signature process

On input of a group member signature key (s, Fr Ty, 7, T, ), a linking base -bsn bsn and a message -+

i

Field Code Changed

mee {Gﬁ}i{o,l}* to be signed, the signature process takes the following steps. The linking base,

denoted by -bsh bsn, is either a special symbol L or an arbitrary string used for the linking capability.

4

a) If bsn == 1, the signer chooses a random ] from GGy, otherwise, computes ] == H H; (

/{ Field Code Changed

bsm bsn). A

b) The signer selects two random integers +1 and kg k, in ZﬁZp.

A — —_—

/{ Field Code Changed

c) The signer computesﬁ'Tl' == HF[T and%Z'TZ' == HE17,.

/ Field Code Changed

d) The signer computes R R == -fsﬂ-TT[S]Tl and R*R' == {-ks—]ﬁ'[ks ]Tl

/ Field Code Changed

e) The signer computes FT =fs}F=[s]] and T T' == ks [k, ]J -

/{ Field Code Changed

f) The signer computes €5, == Hg Hy (Fr Ty || Ty Ty || J || F-T|| RR || F-T' || RR'|| 7-m).

/{ Field Code Changed

g) The signer computes p. p == (ks k; ++ €5*5c,,xs) mod p-p.

A —

/{ Field Code Changed

h) The signer outputs the anonymous signature ¢-o == (%i Tll, %TZ‘, SR €50 J,R. T, Cppy )

A

Do ooea oo o

/ Field Code Changed

6.6.4 Verification process

On input of a message #m , a linking base bsn-bsn, a signature (ﬁ'T{ s %ZTZ , FRT €9

—

Field Code Changed

J.R,T,c,,,p)and a group public key (¥ X;, ¥ Yy, %7 X,, ¥ Y,), the verification process takes the

following steps:

a)—1f-bsn—#tverifythat J=Hr(bsn):

a) If bsn_#_ L, verifythat ] = Hy(bsn).

£—4 42

| Field Code Changed

b) Verify that WE_Tl #0g.

{ Field Code Changed

c) Ifany of the above verifications fails, output 0 (invalid).

6 © ISO/IEC 2023 - All rights reserved
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d) Compute%R"% Fo¥EC[P]Tr - femtR e ]R

/{ Field Code Changed

e) Compute F*T" =fp}f=[p]J - fem}F[c,,]T

/{ Field Code Changed

B—Compute-cy-=—Hy (FriH-FrHHEF R R Fm).

f) Compute ¢, = H(Ty LTy Il JILTILRILT"|LR" | m).

/{ Field Code Changed

g) Verify that fﬁ c;n =€ =Cp

{ Field Code Changed

h)—Verify that e (T X7 )xe (R Yo ) =e( T Pr)-

h) Verify that e (Ty, X,)xe (R.Y,) = e(Ty, Py).

/{ Field Code Changed

i) Optionally, call the revocation checking process.

j) Ifany of the above verifications (steps g and h) fails, output 0 (invalid},-etherwise). Otherwise, outpult
1 (valid).

6.6.5 Linking process

'\])

Given two valid mgnatures&o- (—T—Tl, T2 SR T5€e55p-J,R,T, ¢y, p) and -o‘é = (%1 3

—

A A.i

Field Code Changed

f‘z , %&A”TW}, }A?, f‘, Cops 2), the linking process takes the following steps:

—

a) If]:—}—: ] and T == ‘f‘i output 1 (linked), otherwise, output 0 (not linked).

—

/ Field Code Changed

NOTE If the linking process outputs 0 because ofjj‘-x—nj-] ;tj, it means that the linking process canndqt ~ ~

{ Field Code Changed

determine whether two signatures were created by the same group member.

6.6.6 Revocation process

Details of the revocation process in this mechanism are surveyed in Reference [10]. There are two types
of revocation (private key revocation and verifier blacklist revocation) supported in this mechanism.
Private key revocation can be either global revocation or local revocation. Verifier blacklist revocation is
alocal revocation.

Private key revocation:

— If a group member signature key [—5—5‘ J}Tl, %Tz) is compromised, the group membership issuer

/{ Field Code Changed

puts -5 into a revocation list RL of thls type

/
/
/
/
/

©ISO/IEC 2022 — All rights reserved-7
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— Given a valid signature 40- == (% Tl, T2, +RFe5p- 1R, T, ¢y, p) computed using a linking

/{ Field Code Changed

base bsrr bsn and a revocatlon hst RL of thls type, a verifier can check revocation of this signature as

{ Field Code Changed

follows: for each s eRbverify- =[5~ s'e RL, verify T_= [s']]. If any of these verifications

Field Code Changed

\\

fails, output 0 (revoked), otherwise, output 1 (valid).

NOTE 4 The private key revocation works only if the group membership issuer or the verifier has learned the
group member signature keys of the compromised group members. This revocation process allows to identify every
group signature generated using this private key. If this key can be associated with a group member (e.g. by using
contextual information), then no anonymity can be retained for this group member as their -signatures can therefore
be traced. This is a property inherent to DAA schemes. Thus, a careful assessment of the need for revocation and
the consequences for the corresponding group member will

\ [ Field Code Changed

Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed

(/D U U U W W W W

be carried out before deployment.

Verifier blacklist revocation:

— If signatures were computed using a linking base -bsn-bsn, a verifier can build its own revocation list

Formatted: Adjust space between Latin and Asian text,
Adjust space between Asian text and numbers, Tab
stops: Not at 19.85 pt + 39.7 pt + 59.55 pt + 794 pt
+ 99.25 pt + 119.05 pt + 138.9 pt + 158.75 pt +

RL corresponding to -bsn- bsn. If the verifier wants to blacklist the signer of a valid signature ¢ o =

1786 pt + 19845 pt

= (%1' Ti, %2 Tzl, SR T5€z5p- ] ,R,T, ¢y, p), they putF T into a revocation list RL of this type.

A

Field Code Changed

— Given a signature 9‘—5 == HL Tl, T2 R0 R, T,c,p,, p) computed using a linking base

Field Code Changed
Field Code Changed

'bSﬁ'bSH and a revocatlon list RL of thls type, a verifier can check revocation of this signature as

[
I
N
|
\
[ Field Code Changed
)
\
N
\

Field Code Changed

follows: for each T—eRL,—veﬂﬁyL?—%ﬁl:l LE. RL, verify T . l_. If any of these verifications fails,

| Field Code Changed

output 0 (revoked), otherwise, output 1 (valid).

NOTE-2-In order to use verifier blacklist revocation in this mechanism, a signer must use a specific linking‘—\

base for each verifier. The value of the linking base can, for example, be chosen by the verifier or agreed
in advance by the signer and verifier.

7.1
Replace the first sentence with the following:

This clause specifies three digital signature mechanisms with opening capability.

Replace the text of NOTE with the following:

The mechanisms and associated security proofs in 7.2, 7.3 and 7.4 are based on References- [17], [14]
and [23] (thefulan extended version of Reference [24]), respectively.

7.4
Add new subclause 7.4 as follows:

7.4 Mechanism 9

7.4.1 Symbols

Field Code Changed

Field Code Changed
\ Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
Field Code Changed
|| Field Code Changed
\ Field Code Changed
Field Code Changed
‘ Field Code Changed
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The following symbols apply in the specification of this mechanism.

I} Formatted

/{ Field Code Changed

/{ Field Code Changed

| Field Code Changed

Field Code Changed

— PP, S; S, T Ty, Tk KTy Ty K K', Ty, Ty : elements of GG, .
J— %ﬁ s

Field Code Changed

X,Y,A,B,Y;,C;,Cy,Cs,Cq Ky Ky K3, Ky, Ky Ky, K5,Ky: elements of G5 G,.

3
{ Field Code Changed
—
—

Field Code Changed

— WSWSRR-W W', R,R; : elements of GGy

Field Code Changed
[ Field Code Changed

- X y,a,b,s,—,u,v,ks ,ku ,kv,C,ZS 2y Zy ST AT ;Z,Cm
x,y,a,b,s;,u,v,ks ,k, .k, ,c,z5,2,,2,,c',r,t,w,c,,,2,cp, : elements Of’ZFZp'

r —_

{ Field Code Changed

| Field Code Changed

Field Code Changed

— 1 H:ahash function that outputs elements in Z, Z,,.

A

Field Code Changed

Field Code Changed

7.4.2 Key generation process

The group membership issuer key generation process takes the following steps:

a) Choose a bilinear group pair (G1G;, G5 G,) of large prime order p-p, such that no efficientl

Field Code Changed

| Field Code Changed

| Field Code Changed

Field Code Changed

| Field Code Changed

computable homomorphism is known between Gr-G; and Gz G, , in either direction, and a

Field Code Changed

associated pairing function e e: GGy x €7 G, - G Gy.

Field Code Changed

b) Choose arandom generator P P; of G- G; and a random generator Py P, of G5 G,.

/| Field Code Changed

Field Code Changed

c) Choose two random integers *-x and 3~ y in -ZFZp.

N L'l ¥

| Field Code Changed

/| Field Code Changed

&)—~Compute X—=[xPrand¥—=[y|P-
d) Compute X = [x]P,and Y = [y]P,.

Field Code Changed

Field Code Changed

{ Field Code Changed

“| Field Code Changed

e) Choose a hash function H# H : {eﬂi{o 1} Z——Aﬂﬂampleﬂﬂqew%&eeﬂm%suehZ Such a

Field Code Changed

“| Field Code Changed

hash function f&prewéedshall be constructed as described in Annex B.

f)  Output the following:

— group public parameters: (61 Gy, €7 G, é1-Gr,ee, p-p, H-P5P- H, P, Py),

{ Field Code Changed
{ Field Code Changed

) /{ Field Code Changed

— group public key: (¥ X,Y),

— group membership issuing key: (x,32x, y).

/. { Field Code Changed
{ Field Code Changed

Field Code Changed

{ Field Code Changed
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