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Foreword

ISO (the International Organization for Standardization) is-a-and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide federation—eof—national
standardsstandardization. National bodies {that are members of ISO member-bedies}—The-weorkor IEC
participate in the develonment of prepa%mglnternatlonal Standards H—H@Fmaﬂ-y—eaFerd—e&t—through 156
technical committees—Each-m A

been established has—&e%%%ep%eseﬁed—en—t&a%ee%m&ee—%e%mﬂalbv the resDectlve
organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-

governmental, in liaison with ISO_and IEC, also take part in the work.-1S6-cellaborates-eloselywith-the

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of 1SO-deeumentsdocument should be noted. This document was drafted in accordance
with the editorial rules of the ISO/IEC Directives, Part2 (see www.iso.org/directives or
www.iec.ch/members experts/refdocs).

Attentionis-drawnlSO and [EC draw attention to the possibility that seme-efthe elementsimplementation
of this document may beinvolve the subjeetuse of (a) patent(s). ISO and IEC take no position concerning
the evidence, validity or applicability of any claimed patent rights in respect thereof. As of the date of
publication of this document, ISO and IEC had not received notice of (a) patent(s) which may be required
toimplement this document. However, implementers are cautioned that this may not represent the latest
information, which may be obtained from the patent database available at www.iso.org/patents and
https://patents.iec. chﬂgl%s—lSO ISO and IEC shall not be held respon51ble for 1der1t1fy1ng any or all such
patent rlghts Deta 4

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT}) see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ferPreject-Committeel-1S0 /TCc{forISOLPC]
#i#t#—fname—of —committee;JEC_JTC 1, Information technology, Subcommittee SC 28, [rame—eof
subeommitteef-Office equipment.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees:.
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Introduction

The need for a secure working environment is increasing with the progress and spread of information
and communications technology.

In particular, there are high security needs in the office environment where company information and
customer information are handled.

With hard copy device (HCD) office equipment, it is common practice for many manufacturers to acquire
Commen-ECriteriacommon criteria (CC) certification and demonstrate to customers that they meet the
Protection Profile, which defines the security requirements, environment, and so on required for HCD
product areas.

While CC certification is a standard that guarantees relatively high security functionality, there is no
indicator that shows the level of security functionality for models other than CC certified models. This
causes confusion when selecting a model that has appropriate security functionality for use as office
equipment and not intended for home use.

If HCDs are used in the office without proper model selection, security risks are introduced.

It is necessary to establish an index that can judge whether or not the appropriate security functionality
is satisfied as office equipment.

Among them, this time, as office equipment, we-will-ereate-an index was created that defines the basic
security requirements for small office, home office users.
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