ISO/IEC FS-DTS 27103:2025(en)

ISOJFE1/IEC]JTC 1/SC- 27

Secretariat: DIN

Date: 2025-05-09

Cybersecurity - Guidance on using ISO and IEC standards in a Cybersecurity Framework




All rights reserved. Unless otherwise specified, or required in the context of its implementation, no
part of this publication may be reproduced or utilized otherwise in any form or by any means,
electronic or mechanical, including photocopying, or posting on the internet or an intranet, without
prior written permission. Permission can be requested from either ISO at the address below or
ISO's member body in the country of the requester.

ISO eepyrightefficeCopyright Office

Casepostale 56-e-CP 401 « CH-12111214 Vernier, Geneva 26

Fel-Phone: + 41 22749 01 11

Fax +41 227490947
E-mail icht@iso.

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland.



mailto:copyright@iso.org
https://www.iso.org/

ISO/IEC TR 27103

Eoreward

Contents

5.2 Advantages of a risk-based approach to cybersecurity........oueisecrisrssceseescsies s, 2
5.3 Stakeholders.£ .t o0 l/aotomndomda . stolk.. .03 ). .. 2
5.4 Activities of a cybersecurity framework and programme. ... essesessssssssssssssasesess 3
6 CONCEPLES tiiierriineriinniissisisssssnssssssssssssssssssssssssssssassssassssasssssssssssssssssssasssssnsssssssssssssnssssssssssnssssnsssanssssnsssanssssnsssnnssssnsssans 3
6.1 Overview of cyberseCurity frameWOTIKS. oo iceieesieiessesesesseesessssesessssessssssessssssessssssessssssssasases 3
6.2 Cybersecurity frameworK fUNCHONS i eieiseseecesesessesessesesessesssssesesssesessssssssssessssssesssssasasases 4
(X N €110 1<) o= KOOV TR 4
0.2.2  TAENEIY tiireieiisiiieieieississasssesessssssesesssessssasssssssssssasssessasasasasssasssssssasssssssasassasssssssssssesnssasssssssssssssssssessasasass 5
6.2.3  PrOtC i b ensa s spsa b enensnnan 7
(I T D 1< <Y o1 SR 8
6.2.5  RESPDONA. iiiiiiieieieieiiirassiesesesssssesssssesessasssssssssesassssssasasasssssssssssssssssssassassasssssssssssssssnasssasssssssssssssessasasass 9
6.2.6  ROCOVOT ittt essr s e essas s en bbb s spsasns s s ersrsbensananansesasnas 10
Annex A (informative) SUDCAtE@ZGOTIES ..uuiriierissrissrinsisnsisnrsssssssssssssssssasssassssssssssnsssnsssnsssnssssssssssssssasssasssasssnsssnssnsss 13

© ISO 2017 - All rights reserved 3



ISO/IEC TR 27103

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organlzatlons governmental and non-governmental, in liaison with ISO and IEC also take part in the
work. i :

ISOAECTC 1,

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of document should be noted. -This document was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part—2 (see wrwwise-erg/direetives)—www.iso.org/directives or

www.iec.ch/members experts/refdocs).

Attentionis-drawnlSO and [EC draw attention to the possibility that seme-efthe elementsimplementation
of this document may beinvolve the subjectuse of (a) patent—rights:(s). ISO and IEC take no position
concerning the evidence, validity or applicability of any claimed patent rights in respect thereof. As of the
date of publication of this document, ISO and IEC had not received notice of (a) patent(s) which may be
required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at www.iso.org/patents

and https:// natents iec.ch. ISO and IEC shall not be held responsible for 1dent1fy1ng any or all such patent

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation enof the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see thefollowing URE
wwwrise.org/ise/fereword-html——www.iso.org/iso/foreword.html. In the IEC, see
www.iec.ch/understanding-standards.

The-committee responsiblefor-thisThis document iswas prepared by Joint Technical Committee ISO/IEC

JTC-1, Information technology, Subcommittee SC-27, Information security, cybersecurity and privacy
protection.
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