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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
document should be noted (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve the use of
(a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any claimed
patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not received
notice of (a) patent(s) which may be required to implement this document. However, implementers are
cautioned that this may not represent the latest information, which may be obtained from the patent database
available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document is based on BSI (British Standards Institution) (as BSI PAS 183:2017) and drafted in accordance
with its editorial rules. It was assigned to Joint Technical Committee ISO/IEC JTC 1, Information technology,
and adopted under the “fast-track procedure”.

Any feedback or questions on this document should be directed to the user’s national standards body.
A complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or [EC participate in the development of
International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further
maintenance are described in the ISO/IEC Directives, Part 1. In particular, the different
approval criteria needed for the different types of document should be noted. This document
was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see
www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all
such patent rights. Details of any patent rights identified during the development of the
document will be in the Introduction and/or on the ISO list of patent declarations received
(see www.iso.org/patents) or the IEC list of patent declarations received (see
http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and
does not constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms
and expressions related to conformity assessment, as well as information about [SO's
adherence to the World Trade Organization (WTO) principles in the Technical Barriers to
Trade (TBT) see www.iso .org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, as a fast track
draft standard.

Any feedback or questions on this document should be directed to the user’s national
standards body. A complete listing of these bodies can be found at
www.iso.org/members.html.
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Introduction

General

The term “smart city” denotes the effective integration of physical, digital and human
systems in the built environment to deliver a sustainable, prosperous and inclusive
future for its citizens. A basic assumption in the design of a smart city is the ability of
the physical and digital systems to be interoperable. This standard gives governance
guidance for decision-makers on establishing a decision-making framework for sharing
city data and creating interoperable information services.

Data has the ability to transform the city and its services, providing visibility on the
services available, and supporting citizen interactions with those services. Improving
the design and integration of city services can serve the public better and drive
innovation and efficiencies.

This standard aims to support data sharing in cities and between cities, and the
establishment of data sharing agreements, particularly where data is being shared by
multiple organizations to transform the delivery of city services.

Missing data or misinterpretation of data can lead to the wrong actions being taken by
city decision-makers. A decision-making framework for sharing data can help ensure
that they have the best overall data ecosystem on which to base decisions.

Sharing data across a city requires more than the interoperability covered by the smart
city concept model (SCCM) defined in ISO/IEC 30182, which focuses by necessity on the
semantics of data in a city. Full data interoperability requires a

data framework to be created across the entire spectrum of data for a city: open,
closed and shared data.

This standard builds on the integrated operating model defined in ISO/IEC 37106:2021
and assumes that the governance of a smart city programme and the overall
management of the city’s data assets has been understood and agreed upon by city
leaders and decision-makers from the organizations delivering city services.

The value of data sharing has yet to be explored by cities, as data is predominantly
currently used for a specific purpose related to the public task, additionally data

is not viewed as an essential city asset which can be used to transform a city. Data can
also provide the basis for new commercial models in smart cities.

This standard defines the data framework for sharing city data to enable discussions
between the specialists who build and design the physical and digital services and the
decision-makers using data to transform their city.

This standard is for use by decision-makers in smart cities from the public, private and
third sectors. It is also of interest to any city organization wishing to share data.

It is expected that each city will create a decision-making framework based on this
standard to address its own challenges and opportunities, taking into account the
priorities and needs of their city. The creation of a data ecosystem based on the
interoperability and data sharing principles in this standard could create data assets
that are used to improve the quality of life for citizens and create sustainable
commercial models to fund innovation.

© ISO/IEC 2024 - All rights reserved
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Relationship to other smart city standardization documents

ISO 37106

This standard has been built on the guidance in ISO 37106, Sustainable cities and
communities - Guidance on establishing smart city operating models for sustainable
communities . The particular components of a smart city framework which applyare:

a) [B2] Transforming the city’s operating model with particular reference to the
governance model developed and any vulnerabilities of both data and cityservices;

b) [B6] Establishing a common terminology and reference model; and
c) [B10] Identity and privacy management.

This standard is guidance to help with the implementation of these components of the
smart city framework.

ISO/IEC 30182

The smart city concept model (SCCM) described in ISO/IEC 30182, Smart city concept
model - Guide to establishing a model for data interoperability addresses the data
interoperability issues that arise as a result of each sector and/or service in a city
having its own model and terminology that it uses for data. This standard defines the
data framework that addresses the other areas that affect interoperability, such as
access rights, privacy, availability and formats. These other areas are also barriers to
interoperability and portability which impact the design of the physical and digital
services.

This standard addresses the barriers other than the semantics addressed in ISO/IEC
30182 , to enable data interoperability and portability, and the sharing of data and
information services in a smart city.

The data framework identifies all elements which will be needed to deliver the four
key types of insight when data and services are appropriately shared:

operational, critical, analytical and strategic insight. (See ISO/IEC 30182:2017, Clause
0).

Relationship to building information modelling (BIM) standards

The following documents are considered to be the foundational standardization
documents to be used as part of a whole lifecycle approach to the built environment for
BIM Level 2 in smart cities.

This standard assumes that the 1SO 19650 series is used for all BIM Level 2 building and
infrastructure assets in a smart city and that asset procuring organizations use them as
part of their overall digital and smart strategies.

° ISO 19650-1, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 1: Concepts and Principles;

° ISO 19650-2, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 2: Delivery phase of the
assets;

° ISO 19650-3, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 3: Operational phase of the
assets;

© ISO/IEC 2024 - All rights reserved
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ISO 19650-4, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 4: Information exchange;

ISO 19650-5, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 5: Security-minded
approach to information management.
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Scope

This standard gives guidance on establishing a decision-making framework for sharing
data and information services in smart cities.

It covers:

a) typesofdatainsmartcities;

O

establishing a data sharing culture;

o 0N

purposes for data use;

D

)
)
) data value chain - roles and responsibilities;
)
)

assessing data states;

—h

) defining access rights for data; and
g) dataformats/formatof transportation.

This standard aims to support the sharing of data and information services within cities.
For some cities there will also be a need to establish specific data sharing agreements,
particularly where data is being shared by multiple organizations atonce.

This standard supports a transparent approach to making decisions and creating specific
data sharing agreements in order to fully realise the benefits and value of data and
information services in a city.

Missing data or misinterpretation of data can lead to the wrong actions being taken by
city decision-makers. A decision-making framework for sharing data can help ensure that
they have the best overall data on which to base decisions.

This standard does not cover:

a) national security issues;

b) good practice for use of data by the citizen;

c) existinginteroperability agreements between cities;

d) defining application programming interfaces (API) networks; or

e) any data sharing rules and regulations specific to a particular jurisdiction. It is

assumed that a security-minded approach to data sharing is used by cities.

NOTE 1 Further details on the areas not covered in this standard, including information
on relevant standards publications, are givenin AnnexA.

This standard is for use by decision-makers in smart cities from the public, private and
third sectors. It is also of interest to any city organization wishing to share data.

Terms and definitions

For the purposes of this standard, the terms and definitions given in ISO 37100 and the
following apply.

closed data

data which has been restricted for use

© ISO/IEC 2024 - All rights reserved
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data

recorded information
[SOURCE: ISO 22005:2007, 3.11]

data framework

classification of data assets as either metadata, reference or thematic data

data spectrum

differentiation of data assets on the basis of whether they are considered closed,
sharable or open

data value chain

intelligent use, management and reuse of data to deliver insight

derived data

data item used in analysis and/or tables derived from one or more source data items
and/orcategories

[SOURCE: ISO 20252:2012, 2.2]

metadata
data that defines and describes other data [SOURCE: ISO 24531:2013, 4.32]

open data

data that can be freely used, modified, and shared by anyone for any purpose

reference data

data that defines the set of permissible values to be used by other data fields

thematic data

patterns of data within the data framework that are deemed important to support the
provision of city services and the four levels of insight in the city

Data Sharing

The SCCM detailed in ISO/IEC 30182 is a basis for understanding the semantic
interoperability of data in a smart city. This governance standard assumes the city has
utilized the concepts in the SCCM as the basic building block of data interoperability in
their city. This use of the SCCM can enable the four levels of insight - operational,
critical, analytical and strategic - to be achieved from the data.

However the use of the SCCM guidance alone does not address all the barriers to data
sharing in the city. Other aspects of data also need to be understood to create an
appropriate framework for data sharing in a smart city.

To achieve effective data sharing, seven key data sharing areas are deemed to be
additional barriers and should be considered individually and collectivelyby thecity:

a) types of data;

b) establishing a data sharing culture;

© ISO/IEC 2024 - All rights reserved
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c) datavaluechain;

d) purposes for data use;

e) assessing data states;

f)  defining access rights for data; and

g) dataformats/format of transportation.

This standard guides cities on these areas to address in order to establish a data
framework to share data. The sharing models which are covered within the scope of this
standard are:

a) public sector and public sector;

b) publicsector and local business or community;

c) publicsectorandcitizen;

d) business or community and business or community; and
e) business or community and citizen.

Whilst this standard does not cover data sharing between citizen and citizen, cities
should make provision to allow a citizen to make requests related to the data it holds
and shares. The city should also be able to respond to this request in a timely manner
and keep an audit trail of these interactions.

Types of data

General

As local authorities transition to becoming smart cities, existing data assets form the
initial data framework that is used as the initial evidence base for decision-making based
on data. The city collects, processes and validates data for the essential operation of
services provided to citizens. This city data estate resides largely in disconnected legacy
systems which are cumbersome and costly to change and cannot be operated in new
ways. Some investment is required in technology to unlock the value of data that resides
in these legacy systems. This transition is not technology-led - rather technology is an
enabler - it is data-led.

This is to allow the existing city data to continue adding value, alongside the new
data which the city creates, for example from sensors forming part of its new
transport infrastructure.

Understanding the data assets of a city is the first step in creating value from the data
and maximizing the value of the data assets to the city. Concepts, of themselves, are not
sufficient to derive value from city data and it is important to understand that the
physical location of the data - the technology in which the data resides - is not the issue.
Irrespective of the source and state of the data assets in a city, acommon data framework
can be created that reflects the data estate from which the city can derive value. This
requires a data-centred approach - a new way of thinking about data - that develops
the SCCM model articulated in ISO/IEC 30182.

Unlocking value from data requires the city to understand the value that can be created
from data beyond the dataset approaches which prevail within cities, and indeed across
regions, territories, and nations.

© ISO/IEC 2024 - All rights reserved
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4.2 Thedataframework

4.2.1 General

As shown in Figure 1, the data framework for a smart city classifies the data assets as
either metadata, reference data or thematic data. The data framework shows how
current city data assets are transitioned from the existing siloed service provision to an
interoperable data estate. The data framework also supports the collection, processing
and analysis for future heterogeneous data streams that will become the norm as we
transition to a connected Internet of Things landscape.

The data framework supports the active management of data across the entire data
lifecycle (see Clause 7, where the data value chain is covered in detail).

Figure 1 Dataframework

City Group Open
governance access data

x x

»
»

Security, access and control restrictions

Energy
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Policlng and emergency
Educatlon and tralning
Transport
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Soclal services
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Envilronmental services
FInance and economy

Thematic data

| Metadata

Infrastructure

4.2.2 Infrastructure

Infrastructure is a system of facilities, equipment and services required for the
operation of a city. This encompasses both physical and data infrastructure, and all
resources including technical, supporting services and people which are required to
support the successful delivery of city services.

© ISO/IEC 2024 - All rights reserved
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Governance of infrastructure in a smart city is complex due to the multi-agency
operating model which can comprise of many organizations who are likely to have
differing approaches to Information Technology (IT) governance. I1SO/IEC 38500 contains
the guiding principles each organization providing smart city infrastructure can use. It
focuses on both the current and future use of IT including management processes and
decisions related to the current and future use of IT.

Metadata

Metadata is used to summarize basic information about data to enable it to become
more easily discoverable by both humans and computers. Metadata can facilitate
understanding of the provenance of data within the data framework and support
appropriate data policies, licenses and regulation. An example of metadata in a smart city
data framework is the data relating to the voluntary services organizations who deliver
city services on behalf of the city to citizens. Metadata exists in all cities but the
availability of metadata might differ depending on the size of the city, whether the city is
predominantly urban, rural or is in a coastal setting, and the maturity of the city’s data
framework.

Metadata has the added value of being able to be used for analysis and comparison
purposes across a humber of cities, or indeed at national level. When metadata is
shared, consideration should be given to any metadata which has been created and the
data framework updated to reflect the security, access and control rights to be
considered for the metadata created.

Reference data

Reference data usually consists of a list of permissible values and/or textual
descriptions and is used by a business process to drive value from data. This requires
an agreed vocabulary approach in order for this data to support the business
processes across the many services, organizations and departments in a city. In a
smart city data framework there are organizations who supply a humber of services
to the city, or products/services which are operated as shared services by the city. An
example of smart city reference data is that of a vehicle specification about a
transport fleet used to determine its suitability to meet a number of service needs.
This reference data is unlikely to be unique to a specific city, however because it is
relevant to a specific service provision and might be based on legacy approaches, it
is unlikely to be useful for cities to use for comparison or benchmarking across cities.

Thematic data

Thematic data in a city will initially be the datasets and legacy data that are created,
processed and managed by the city in order to deliver services to citizens, such as the
data related to the provision of adult care services. The metadata and reference data
within the data framework with the thematic data supports the city as it moves
towards the provision of citizen-centric services for adults with all data becoming part
of the wider healthcare service data for the city. At this point, it becomes possible to
consider attributes that exist across a number of city services, allowing a city to
understand the characteristics of the thematic data and what constitutes a set of data for
the city service. In this scenario, healthcare service data forms a set of data in a city which
of itself has specific value, and allows a city to understand the challenges and
opportunities which exist.
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5


https://standards.iteh.ai/catalog/standards/iso/f520bed1-363f-4de9-a2ce-0dd36a719e58/iso-iec-fdis-17917

4.3
4.3.1

4.3.2

4.3.3

4.3.4

ISO/IEC 17917:2024(en)

The data spectrum

General

In order to understand how a city can maximize the value of its data, it is important
that the data framework classifies data for use and also differentiates the data it holds
on the basis of whether it is considered closed, shareable or open. The extent to which
the restrictions have been implemented can vary dependent on the security, access
and control requirements. The use of data within the data spectrum is restricted to the
use, reuse and the purpose for which data can be shared. 1SO 31000, Risk management
- Principles and guidelines outlines good practice on the management, assessment and
analysis of risk and can be used by cities when implementing the data framework.

An appropriate risk management regime for the sharing, publishing and reuse of data
should be established and implemented.

Closed data

Closed data is data which has been restricted for use. This data has been designated as
information that is not permitted to be shared. In a city, this data includes payment details
for citizens within a specific service, such as their council tax.

Shared data

The shared component of the data spectrum is the data which exists which cannot be
considered as either open or closed data. This varies between cities and is assumed to
represent the majority of the data in a city.

This standard looks in detail at:
a) the suitability of sharing data for new purposes (see Clause 9); and
b) access rights to data (see Clause 10).

It is important as part of the data spectrum to understand there are three top level
access restrictions which apply to shared data:

1) specific access is when data is made accessible by the data owner to either named
individual(s) or named organization(s);

2) group access is when data is made available to specific groups of people or
organization(s) based on predetermined criteria; and

3) public access is when data is made available publicly but only under certain terms and
conditions that cannot be considered open.

Publishers of city data have a duty of care when restricted data is considered for sharing
to ensure that potential harm to individuals or assets is considered prior to publication.
An example of shared data such as this is COMAH (control of major accidentsand
hazards) data.

Case study 1 inAnnex A gives an example of the benefits of shared data with public
access.

Opendata

This standard uses the definition of open that is maintained by the Open Project?.
“Open” means anyone can freely access, use, modify and share for any purpose (subject
at most to requirements that preserve provenance and openness). This definition is also
used to determine whether data can be classified as open data.

Case study 2 in Annex A gives an example of a city publishing open datasets.
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