International
Standard

ISO/IEC 22460-1

Cards and security devices for
personal identification — ISO UAS
licence and drone or UAS security
module —

Part 1:
Physical characteristics and basic
data sets for UAS licence

Cartes et dispositifs de sécurité pour l'identification des
personnes — Permis ISO et module d'identité de drone pour
les drones (véhicules ultralégers ou systémes d'aéronefs sans
équipage a bord) —

Partie 1: Caractéristiques physiques et jeu de données de base
pour les permis de systemes d'aéronefs sans équipage a bord

Reference number
ISO/IEC 22460-1:2025(en)

First edition
2025-05

© ISO/IEC 2025



ISO/IEC 22460-1:2025(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2025

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2025 - All rights reserved
ii


https://www.iso.org

ISO/IEC 22460-1:2025(en)

Contents Page
FOT@WOIM........coc e iv
IIIEIOMUICEION ... v
1 SCOPI ...t 1
2 NOTTNATIVE F@EETEIICE(S) ...ttt 1
3 Terms and definitions...
4 ADDTE@VIAEEA TEITIIS ...
5 Drone or UAS remote pilot licence and remote crew licence overview................n: 6

5.1 Drone or UAS remote pilot licence and Crew lICENCE ... 6

5.2 Tiered licence system

53  DrLTGL .

54  DrLTG2....

55 UALTG3

5.6  UAL TG4

5.7 UAL TG5

5.8 UALTG6

59 Drone or UAS security module

5,10 DIONE OF UAS THCEIICES ...oooooieeeeeeeeeee e
6 Human-readable data elements on IDrL or IUAL

6.1 GBIIET AL

0.2 VISUAL PI@SEIICE ..o

6.3 Data element tables

6.4 BaSiC Aata @LEIMIEIITS ...t

6.5 Card design . SR L LIRS o L LS Ll L RS R R e resre e

6.6 Drone or UAS categories and symbol descriptions.

6.7 Security of an IDTL oF TUAL ..o

6.8 Procedures for securing the issuance and use of IDrLs or [UALs

6.9 Card dUTADIIIEY ..o

6.10  Additional data EIEIMENES ...
Annex A (NOrmative) CATA A@SIZIL. ...t 14
Annex B (normative) Drone or UAS categories and symbol descriptions................, 22
Annex C (informative) Main threats to the security of an IDrL or IUAL ... 24
Annex D (informative) Mapping between ISO, ICAO and EASA standards.............o, 27
Annex E (informative) Distinguishing the number of countries for drone or UAS identification

MMATIOMIAL COM........ et 29
BIDIIOGIAPIY ... 35

© ISO/IEC 2025 - All rights reserved
iii



ISO/IEC 22460-1:2025(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 17, Cards and security devices for personal identification.

Alist of all parts in the ISO/IEC 22460 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

0.1 General

This document specifies requirements for a drone or uncrewed aircraft system (UAS) remote pilot licence
(DrL). Its purpose is to facilitate the issuance of a single document that fulfils the functions of both a domestic
drone or UAS remote pilot licence (DDrL) and an international drone or UAS remote pilot licence (IDrL).
Authorities issuing DDrLs that do not adhere to these standards can benefit from incorporating elements of
this document for their domestic licensing procedures. These issuing authorities can define the scope and
function of DDrL as well as the requirements of drone licence and the drone/UAS Security Module (DSM).

The concept of a pilotless aircraft was initially introduced in the 1929 Protocol, and amended at the Paris
Convention on October 13, 1919. A formal definition was outlined in Article 8 of the International Convention
on Civil Aviation (ICAO Doc 7300) signed in Chicago on December 7, 1944, and subsequently amended by
the ICAO General Assembly in 1947. According to ICAO 10019:2015, Item 2.2.1, the remotely-piloted aircraft
system (RPAS) categorizes aircraft without pilots as uncrewed aircraft, while remotely controlled aircraft
are classified as remote-controlled aircraft(19],

The RPAS encompasses both operation and personal licensing aspects:

— RPAS operation: This involves the certification, oversight, human performance aspects, RPAS operators
and safety management of RPAS.

— Pilot Certification: The pilots and the other members of the operating crew of every aircraft engaged in
international navigation possess certificates of competency and licences issued or validated by the State
in which the aircraft is registered.

— Personal licensing: This area covers the licensing requirements for remote pilots and air traffic
controllers, as well as any medical prerequisites.

The ISO/IEC 22460 series utilizes licence IDs for drones or UAS remote pilots. The uncrewed aircraft (UA),
which is remotely operated or controlled without onboard personnel, is designed to be controlled by a remote
pilot, ensuring cybersecurity and integrity by storing the eID/RID according to ISO 23629-8. This includes
pilot information within a drone or UAS security module container in accordance with the ISO 7816 series.

To prevent cyberattacks attempting to remotely identify the eID/RID of the UA during flight by UAS traffic
management (UTM) or related entities, cryptographic measures and integrity protection are employed to
safeguard access rights to the elementary file within the DSM in accordance with the ISO 7816 series.

Furthermore, this document aims to achieve the interoperability of eID/RID recorded in the DSM with
integrity once the remote pilot of the UA has obtained flight permission for both local and international
operations.

0.2 Similarities and differences between a driver’s licence and a drone or UAS Licence (UAL)
There exist both similarities and differences between a driver's licence and a drone or UAS licence.

a) Operation Method: An automobile is operated by a driver within the vehicle, whereas a drone or a UAS is
remotely operated or controlled by a remote pilot uncrewed aircraft system.

b) Registration and Insurance Requirements: Both an automobile and a drone or a UAS are registered with
the relevant agencies, and it is mandatory to obtain injury and property insurance. This is necessary
because both types of vehicles bear responsibility for accidents in the event of an accident.

¢) Recognition of Certificates and Licences: Certificates of airworthiness and competency, and licences
issued or validated by the contracting state in which the aircraft is registered, can be acknowledged
as valid by other contracting states, provided they meet or exceed the minimum standards established
under the Convention.

d) Licensing exemptions: Motorcycles (e.g. those with engine capacities of 50cc or less) can be driven
without a licence. Similarly, ultra-light toy-level drones (e.g. those weighing 250 g or less, 0.9 kg or less
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under ISO 21895 maximum take-off grade I, II, or EASA LUC / open category subcategory A1, A2, A3) can
be remotely piloted with a certificate. To obtain the remote pilot certificate, the remote pilot acquires
the necessary knowledge. The preregistered drone owned by the certificate holder can only be flown in
permitted flight areas before sunset.

e) Vehicle Registration Cards and Cybersecurity Measures: Dutch Automobile Registration Card (DA12EN)
is utilized to record the vehicle identification number and automobile registration information on the
IC card EF according to the ISO 7816 series at the time of release. This helps prevent cyberattacks by
incorporating public key information. In addition, DSM performs UAS eID/RID and security functions
similar to the mobile phone subscriber identification module.

0.3 Harmonization and Interoperability

All human-readable drone or UALs issued in each country, including those currently in use, include the
following:

— sufficient information to enable identification of the licence holder;
— security features that make counterfeiting difficult;
— security features that make alteration resistant.

With the increasing global freedom of movement and the growing population and market of the drone or
UAS, along with the expanding application of these systems, there is a pressing need to mitigate drone or
UAS collisions and accidents. Consequently, drone or UAL systems impose additional requirements with
the advent and need for machine-assisted storage, retrieval, reading and verification technologies for the
facilitation of data protection and secure communication.

To achieve maximum global harmonization and interoperability of UTM and ATM, standards in this sector
are imperative. These standards provide common platforms for visual human-readable evidence as well
as for machine-assisted storage, retrieval, reading and verification through the utilization of data storage
technologies incorporated into the drone licence UAS document.

The design approach for the ISO drone or UAS remote pilot and remote crew licence, in accordance with
[SO ID-1 size card standards, aims to establish a secure drone or UAS remote pilot and remote crew licence
not only for domestic purposes but also international compatibility. This licence facilitates both human
verification and machine readability.

While existing domestic drone or UAS remote pilot and remote crew licences may not be recognized or valid
for use in other countries, an ISO drone or UAS remote pilot and remote crew licence would hold validity for
use in any country.

The basic design principles for the document include:

— establishment of a minimum mandatory data element set;

— adoption of a standardized layout for easy recognition;

— implementation of minimum security requirements for both human and machine verification;

— provision for interoperability of the machine-readable content, subject to the discretion of national or
regional drone or UAS-related authorities:

— flexibility to include supplementary optional data elements to fulfil specific national or regional
requirements beyond the minimum mandatory data element set;

— permission for additional physical security features as determined by national or regional authorities to
facilitate international procurements;

— incorporation of machine-readable technologies, such as integrated circuits with contacts according to
the ISO 7816 series and contactless integrated circuit technology according to the ISO 14443 series, at
the discretion of national or regional authorities;
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