ISO-FTR/DTR 24371:2025(E]|
1S0-/TC- 68/SC- 8/ WG|
Secretariat: SN}

Date: 2025-063-0305-0

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Iy

Financial services- — Natural person identifier (NPI) — Natural
person identifier lifecycle operation and management

© IS0 2025 - All rights reserve

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

S R S S S R S S S G S S G S S S S S R S S R S D S A S S S S SR S S SR S S AR S SR S A A T (A VA A S S S S S |

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

| | Style Definition

' | Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

Style Definition

D e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Cotvla Dafimitimm



[SO #####-#:####(X)

| [erem

2 © ISO #### - All rights reserved




ISO TR 24371:2025 (E)

©1S0 2025
All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this+ Formatted: Indent: Left: 0 cm, Right: 0 cm, Adjust
publication may be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, space between Latin and Asian text, Adjust space
including photocopying, or posting on the internet or an intranet, without prior written permission. Permission cap between Asian text and numbers, Border: Left: (No
be requested from either ISO at the address below or ISO’s member body in the country of the requester. border), Right: (No border)
ISO copyright office - Formatted: zzCopyright address, Indent: Left: 0 cm,
CP 401 « Ch. df_? Blandonnet 8 Right: 0 cm, Adjust space between Latin and Asian text,
CH-1214 Vernier, Geneva Adjust space between Asian text and numbers, Border:
Phone: +4122749 0111 Left: (No border), Right: (No border)
| P |
EmailE-mail; copyright@iso.org “ {Formatted: Italian (Italy) }
Website: www-ise-ergwww.iso.org
Formatted: zzCopyright address, Indent: Left: 0 cm,
Published in Switzerland First Iiﬂe: 0cm, Right: 0 c¢m, Adjust spa;e between Latin
and Asian text, Adjust space between Asian text and
numbers, Border: Left: (No border), Right: (No border)

{ Formatted: Italian (Italy)

L

{ Formatted: German (Germany)

© IS0 2025 - All rights reserved iii


http://www.iso.org/

ISO TR 24371:2025 (E)

Contents

Foreword xi
Introduction Xii
1 Scope

2 Normative references

3 Terms and definitions

4 Abbreviated terms 10
5 NPI standard: ISO 24366 13
6 Overview of requirements 14
6.1 Introduction 14
6.2 Business requirements 14
6.3 Functional requirements 14
7 Risk and risk mitigation considerations. 15
7.1 General 15
7.2 Scope of use and liability 17
7.3 Risk mitigation policies 17
7.4 Risk mitigation strategy 18
8 Policy considerations 21
8.1 Major policy considerations 21
8.2 Outline process: NPI lifecycle 24
8.3 User journey 27
8.4 Main actors in the NPI lifecycle 28
9

9.1 General 31
9.2 Phase 1: Enrolment 33
9.3 Phase 2: Provisioning and issuance 40
9.4 _ Phase 3: Use 40
9.5 Phase 4: Management of the NPI lifecycle 43
10 NPI issuer operational considerations 44
10.1 General 44
10.2 _ Responsibility 44
10.3 NPI community architeCture......simsssssissssssssssssssssssssssssssssssssssssssssssssssssssses 45

10.4 Sizing and performance

10.5 Relying party operations

11 Technology considerations

11.1  General

11.2 NPI privacy preservation

11.3 NPI data security operations

11.4 Counter-fraud: Monitoring and anomaly detection

11.5 Cybersecurity

12 NPI governance

12.1 General

12.2 General governance principles

12.3 Evolving discussions and future directions in NPI governance

12.4 Inter-registry operations

12.5 Relying party operations

12.6 _NPI community.

iv © 1S0 2025 - All rights reserved



ISO TR 24371:2025 (E)

12.7 Federation 54
12.8 NPI governance structure 55
Annex A (informative) NPI background 57
Annex B (informative) Customer due diligence and enhanced due diligence............cocosenenenee. 59

Annex C (informative) Cybersecurity considerations 61
Annex D (informative) Biometric considerations 67
Annex E (informative) NPI data quality management considerations 80
Annex F (informative) International organizations: the World Bank and the Organization
for Economic Co-operation and Development (OECD) 82
informative) NPI register operations: Challenges and best practices... ...85
Annex H (informative) Aadhaar 95
Annex I (informative) Use cases 101
Annex | (informative) Business case for the NPI 118
Annex K (informative) Overview of key documents 122
Bibliography 124
Foreweord ix
Introduction X
1 Scobe 1
1 Scope 1
2——Normative references 1
3—Termsand-definitions 1
4———Abbreviated terms 10
5 NPIstandard: IS0 24366 11
6 Overvi of reaiirements 12
6 Overview of requirements 12
61— Introducton 12
6-2—Businessrequirements 12
Ll Fremedtonalreonivomente 12
i i itigati derations 13
74 General 13
711 asiortvnes-ofrisk 132
7l —Majortypes-olt 13
7.1.2— Compliancerisk 13
1. pl ¥ 13
713 Comblexityvris 13
7.1.3—Complexity risk 13
B e e Ll
7ZA-5—Fraudrisk 14
e ldentb penaeeen il Ll
717 Data-gualitvrisk 14
7.1.7—Data quality r 14
718 Obvportunityvris 14
7-1.8—Opportunity risk 14
7190 Brandino/ tationrisk 14
7-1.9—Branding/repu +F 14
72 Sconeofuseandliahilitv 15
2 Seopeelosennd Uallling 1L
3 Risk miticati licies 15
7.4—Risk mitigation strategy 15
. tion strategy 15
741—General 15
742 1d +ify 16
74-2—ldentify 16
7-4.3—Protect 16
7-4-4—Detect 17
7.4.5—Respond 17
74.6—Recover 17
g Policyw nnncidaratiens 18

T OHEY €6

© IS0 2025 - All rights reserved v



18
18
18
18
18

efits
et

anee

ibilityv
DHItY

General
aeRerat
Unigu
HGUHEeRess
Seale

>€ate
thteroper

I

1
2
2
Ok
6

ISO TR 24371:2025 (E)

81
Okt
81
Ork=4
81
o156

- o) S SO DPDODDD DD chopoh o g g S 1 9
3! NN on oN onopoponp op on o M ONDONONoN o on on on o on o
o
-
@
3
&
1
5
: ¢
=
=
D 4
W
2 23
o 3 = &
2 2 Z F
¢ 40 % q 3
2 i) 2 N o £
) e &2 i )
b D & > 5 & =1 D i
E Fx 2% 3 23 £ % =5 e
HEEAgaE 3% 3 3 2&3 2 e % &
- P i o E: ~ B RE E - £ = $ &
] [ ® F L& & & DG b & H- [ 5] -
in I A ) I ¢ ¢ Hn D Hn a0 = o]
) o h dE RS 9 3 k. k. ) 23 ) ) 3
& g oA g 3 £ % 3 & 2
£ .5 9 22T L 9 g ol ol 3 9 ) 5
& S ST & A [ - 4 z [~ -1 & < =
- 0 o
7 oo g TARRY | TR O < < <
e R R R R R MR IITTT el R D DD D =R
ob - - - W o g o g - - - - o o g “H “H wH

© IS0 2025 - All rights reserved

vi



2025 (E)

ISO TR 24371

37
37
37

eral

o~ o o
o on o
v
@

]
T

-

%3
D

= &

S

=

5 D

i)

Pl

=

E:

Ja

q

v

o

-

5]

la=]

2 =k

2%

4

i o

ol

Al

29
=44

i
Gybersecurity

Cvb

4

11
T

ples
pies

ance

overnar

sehRerar

123

ns

ti

y-operatons

tions

nepartveo
neityiRgparty-operatons

Rel

=4

12

TE

19
41

itv

1354

Tk
41
T
43
T
43
T
43

ancestructure
Faeture

N ovVernanee-st

Eederation

reaeration
oround
Srouh

NPI

127
Tt

128
140

4
o
45
L4
45

iderations
aer

Introduction

THtFO6

S

46
10

ce-to-the NPI
€e-to-the Nt

v
e1eVah

Rele:

Otherconsiderations

Fther

B6
B0

T

atiORS

witv-considerations

Ve ybersecurity €orn

ve)-Cvb

4.

7

a4
48
£ 34
48
1O
48
1O
49

50
Sad
51

2%

trols
tFo1s

Cvb ity
Cybersecurity
aeRerar

TORSs

TORS

oo
31

ok
c32
oa

iderations
€onsiaerations

51
5%
51
51

Kev-considerations

#KeYy

D2

xS

etries
etF

cE
£
51

9%

.n
=
2
i ¢
gb

52
&

52

Aadhaar, India

P41
B4k

7 H

&
53

eral
eral
erar

© IS0 2025 - All rights reserved



