
ISO/IEC TS 23167:2024(E) 

© ISO/IEC 2024 – All rights reserved  

i 

 

ISO/IEC TR DTR 23188:2024(E) 

ISO/IEC JTC 1/SC 38 

Secretariat: ANSI 

Date: 2025-04-28 

Information technology  — Cloud computing — Edge computing 
landscape 

 

 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188



iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188



ISO/IEC TS 23167 TR 23188:2024(E) 

© ISO/IEC 2024 – All rights reserved  

iii 

 

1 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188



ISO/IEC TR 23188:2024(E) 

4 © ISO 2019 – All rights reserved 

FDIS stage 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188



ISO/IEC DTR 23188:(en) 

© ISO/IEC 2025 – All rights reserved 

v 

© ISO 2024, /IEC 2025Published in Switzerland 

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication 
may be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, 
or posting on the internet or an intranet, without prior written permission. Permission can be requested from either ISO 
at the address below or ISO’s member body in the country of the requester. 

ISO copyright office 
CP 401 • Ch. de Blandonnet 8 • CP 401 
CH-1214 Vernier, Geneva, Switzerland 
Tel.Phone: + 41 22 749 01 11 

Fax + 41 22 749 09 47 

E-mail: copyright@iso.org 
Website: www.iso.org 

Published in Switzerlandwww.iso.org 

 

  

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188

http://www.iso.org/


ISO/IEC DTR 23188:(en) 

© ISO/IEC 2024  2025 – All rights reserved  

vi 

 

Contents 

Foreword ......................................................................................................................................................................... ix 

Introduction ..................................................................................................................................................................... x 

1 Scope .................................................................................................................................................................... 1 

2 Normative references .................................................................................................................................... 1 

3 Terms and definitions ................................................................................................................................... 1 

4 Symbols and abbreviated terms ................................................................................................................ 4 

5 Overview of edge computing ...................................................................................................................... 5 

6 Networking and edge computing ............................................................................................................ 18 

7 Hardware considerations for edge computing .................................................................................. 20 

8 Software technologies for edge computing ......................................................................................... 22 

9 Deployment models and service capabilities types and service categories for edge 
computing ........................................................................................................................................................ 25 

10 Data in edge computing .............................................................................................................................. 27 

11 Management of edge computing .............................................................................................................. 32 

12 Virtual placement ......................................................................................................................................... 38 

13 Security and privacy in edge computing .............................................................................................. 39 

14 Real time in edge computing .................................................................................................................... 46 

15 Edge computing and mobile devices ...................................................................................................... 51 

Bibliography ................................................................................................................................................................. 53 
 

Foreword ........................................................................................................................................................................... v 

Introduction ................................................................................................................................................................... vi 

1 Scope .................................................................................................................................................................... 1 

2 Normative references .................................................................................................................................... 1 

3 Terms and definitions ................................................................................................................................... 1 
3.1 Edge computing ............................................................................................................................................... 2 
3.2 IoT terms ............................................................................................................................................................ 2 
3.3 Real time ............................................................................................................................................................ 4 

4 Symbols and abbreviated terms ................................................................................................................ 4 

5 Overview of edge computing ...................................................................................................................... 5 
5.1 General ................................................................................................................................................................ 5 
5.2 Concepts of edge computing ....................................................................................................................... 6 
5.3 Architectural foundations of edge computing ...................................................................................... 7 
5.4 The relationship of edge computing to cloud computing ................................................................. 9 
5.5 The relationship of edge computing to IoT ......................................................................................... 12 

6 Networking and edge computing ............................................................................................................ 14 
6.1 General .............................................................................................................................................................. 14 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188



ISO/IEC DTR 23188:(en) 

© ISO/IEC 2025 – All rights reserved 

vii 

6.1.1 Proximity networks ..................................................................................................................................... 14 
6.1.2 Access networks ............................................................................................................................................ 14 
6.1.3 Services networks ......................................................................................................................................... 14 
6.1.4 User networks ................................................................................................................................................ 15 
6.2 Virtual networks ........................................................................................................................................... 15 

7 Hardware considerations for edge computing .................................................................................. 16 
7.1 General .............................................................................................................................................................. 16 
7.2 Hardware capabilities ................................................................................................................................. 16 

8 Software technologies for edge computing ......................................................................................... 17 
8.1 General .............................................................................................................................................................. 17 
8.2 Software classifications .............................................................................................................................. 18 
8.2.1 Firmware.......................................................................................................................................................... 18 
8.2.2 Platform software ......................................................................................................................................... 18 
8.2.3 Services ............................................................................................................................................................. 18 
8.2.4 Applications .................................................................................................................................................... 19 
8.3 Significant software technologies ........................................................................................................... 19 
8.3.1 General .............................................................................................................................................................. 19 
8.3.2 Virtual machines ........................................................................................................................................... 19 
8.3.3 Containers ....................................................................................................................................................... 20 
8.3.4 Serverless computing .................................................................................................................................. 20 
8.3.5 Microservices ................................................................................................................................................. 20 

9 Deployment models and service capabilities types and service categories for edge 
computing ........................................................................................................................................................ 21 

9.1 Deployment models ..................................................................................................................................... 21 
9.2 Service model capabilities types ............................................................................................................. 21 
9.3 Service categories ......................................................................................................................................... 22 

10 Data in edge computing .............................................................................................................................. 22 
10.1 General .............................................................................................................................................................. 22 
10.2 Data flow .......................................................................................................................................................... 22 
10.3 Data storage .................................................................................................................................................... 24 
10.4 Data processing ............................................................................................................................................. 25 

11 Management of edge computing .............................................................................................................. 26 
11.1 Management and orchestration fundamentals .................................................................................. 26 
11.2 Management plane, control plane and data plane ............................................................................ 27 
11.3 Cloud-based management and control of edge tier nodes and device tier devices .............. 30 
11.3.1 General .............................................................................................................................................................. 30 
11.3.2 Control of services from a device ............................................................................................................ 30 
11.3.3 Management of devices and edge nodes from a cloud service ..................................................... 31 
11.4 Orchestration and maintenance .............................................................................................................. 32 
11.5 Management of data, rights and resources ......................................................................................... 32 
11.6 Security and privacy management ......................................................................................................... 32 

12 Virtual placement ......................................................................................................................................... 32 

13 Security and privacy in edge computing .............................................................................................. 34 
13.1 General .............................................................................................................................................................. 34 
13.2 Applying foundational security principles .......................................................................................... 34 
13.3 Secure nodes and devices .......................................................................................................................... 35 
13.4 Connectivity and network security ........................................................................................................ 36 
13.5 Organization of security elements .......................................................................................................... 36 
13.6 Privacy and personally identifiable information in edge computing ........................................ 39 

14 Real time in edge computing .................................................................................................................... 40 
14.1 Overview .......................................................................................................................................................... 40 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ISO/IEC DTR 23188

https://standards.iteh.ai/catalog/standards/iso/150ca14a-4867-4048-8df3-a0aa599a4d8a/iso-iec-dtr-23188


