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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://webapp.etsi.org/IPR/home.asp). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This European Standard (Telecommunications series) has been produced by ETSI Technical Committee Terrestrial 
Trunked Radio (TETRA). 

The present document is part 6 of a multi-part deliverable covering Direct Mode Operation, as identified below: 

Part 1: "General network design"; 

Part 2: "Radio aspects"; 

Part 3: "Mobile Station to Mobile Station (MS-MS) Air Interface (AI) protocol"; 

Part 4: "Type 1 repeater air interface"; 

Part 5: "Gateway air interface"; 

Part 6: "Security"; 

Part 7: "Type 2 repeater air interface"; 

Part 8: "Protocol Implementation Conformance Statement (PICS) proforma specification"; 

Part 10: "Managed Direct Mode Operation (M-DMO)". 

NOTE: Parts 7, 8 and 10 of this multi-part deliverable is of status "historical" and will not be updated according 
to this version of the standard. 
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1 Scope 
The present document defines the Terrestrial Trunked Radio system (TETRA) Direct Mode of operation. It specifies the 
basic Air Interface (AI), the interworking between Direct Mode Groups via Repeaters and interworking with the 
TETRA Trunked system via Gateways. It also specifies the security aspects in TETRA Direct Mode and the intrinsic 
services that are supported in addition to the basic bearer and teleservices. 

The present document describes the security mechanisms in TETRA Direct Mode. It provides mechanisms for 
confidentiality of control signalling and user speech and data at the AI. It also provided some implicit authentication as 
a member of a group by knowledge of a shared secret encryption key. 

The use of AI encryption gives both confidentiality protection against eavesdropping, and some implicit authentication.  

2 References 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 
their long term validity. 

2.1 Normative references 
The following referenced documents are necessary for the application of the present document. 

[1] ETSI EN 300 392-2: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Part 2: Air 
Interface (AI)". 

[2] ISO 7498-2: "Information processing systems - Open Systems Interconnection - Basic Reference 
Model - Part 2: Security Architecture". 

[3] ETSI EN 300 396-2: "Terrestrial Trunked Radio (TETRA); Technical requirements for Direct 
Mode Operation (DMO); Part 2: Radio aspects". 

[4] ETSI EN 300 392-7: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); 
Part 7: Security". 

[5] ETSI EN 300 396-3: "Terrestrial Trunked Radio (TETRA); Technical requirements for Direct 
Mode Operation (DMO); Part 3: Mobile Station to Mobile Station (MS-MS) Air Interface (AI) 
protocol". 

[6] ETSI TS 100 392-15: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); 
Part 15: TETRA frequency bands, duplex spacings and channel numbering". 

[7] ETSI EN 302 109: "Terrestrial Trunked Radio (TETRA); Security; Synchronization mechanism 
for end-to-end encryption". 

[8] ETSI EN 300 396-5: "Terrestrial Trunked Radio (TETRA); Technical requirements for Direct 
Mode Operation (DMO); Part 5: Gateway air interface". 

[9] ETSI EN 300 396-4: "Terrestrial Trunked Radio (TETRA); Technical requirements for Direct 
Mode Operation (DMO); Part 4: Type 1 repeater air interface". 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ETSI EN 300 396-6 V1.4.1 (2010-07)

https://standards.iteh.ai/catalog/standards/etsi/7972fad3-5ad9-4174-ada2-b76c2f200db4/etsi-en-300-396-6-v1-4-1-2010-07

http://docbox.etsi.org/Reference

