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This draft Harmonised European Standard (EN) has been produced by ETSI Technical Committee Cyber Security 
(CYBER), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI Standardisation Request 
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Once the present document is cited in the Official Journal of the European Union under that Regulation, compliance 
with the normative clauses of the present document given in table A.1 confers, within the limits of the scope of the 
present document, a presumption of conformity with the corresponding requirements of that Regulation and associated 
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Proposed national transposition dates 

Date of latest announcement of this EN (doa): 3 months after ETSI publication 
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Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
The present document defines cybersecurity requirements for products with digital elements (product) whose intended 
purpose is to manage connected network elements, such as servers, routers, switches, workstations, printers or mobile 
devices, by monitoring them and controlling their network operations and configuration.The present document is part of 
a broader group of vertical standards developed to support the Cyber Resilience Act (CRA) [i.1] and should not be 
considered a standalone resource. Users are expected to consult it in conjunction with the CRA itself [i.1], the 
associated legal guidance [i.20], as well as relevant horizontal and neighbouring vertical standards cited in clause 2, 
such as prEN 40000-1-1 [i.4], prEN 40000-1-2 [i.5], prEN 40000-1-3 [i.6], and prEN 40000-1-4 [i.7]. Material already 
addressed in those sources is not repeated in the present document. 

The present document provides the technical cybersecurity requirements for the products in scope, following a 
risk-based approach in support of the Cyber Resilience Act (CRA) [i.1]. The technical cybersecurity requirements are 
thereby proportionate to the intended purpose, reasonably foreseeable use, deployment context, and threat exposure of 
the products. 

Clause 4 does not contain technical requirements; it describes the product context that is considered for the application 
of the present document. 

Clause 4 also defines Use Cases (UCs) that represent the main deployment scenarios reflecting the intended purpose 
and reasonably foreseeable use of the product, which serve as the basis for identifying relevant cybersecurity risks. 

Clause 5 specifies technical cybersecurity requirements for the product to mitigate the identified risks, including their 
applicability conditions. 

Clause 6 specifies the assessment criteria and compliance verification procedures with the requirements of clause 5. 

Annex A maps the technical requirements of the present document with the essential requirements of the CRA [i.1] 
regulation. 

Annex B informs about the methodology used to assess the security risks of the products in their context. 

Annex C informs the possible relationship between the product in the present document and other possible vertical 
products and their corresponding CRA-related harmonised standards. 

Annex G presents further information on guidance for the application of the present document. 

Annex K supports the definition of the cryptographic requirements and assessment criteria used by the present 
document. 

Annex R provides supplementary requirements and assessment provisions where a product relies on Remote Data 
Processing Solutions (RDPS) for the provision or support of one or more product functions. 
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1 Scope 
The present document specifies technical requirements and corresponding assessment criteria for Network Management 
Systems related to cybersecurity. The products with digital elements in scope, thereafter "NMS":  

• are specified within the "technical description" of the "category of product" number "6" by the Commission 
Implementing Regulation (EU) 2025/2392 [i.2] as: "Products with digital elements that manage connected 
network elements, such as servers, routers, switches, workstations, printers or mobile devices, by monitoring 
them and controlling their network operations and configuration". 

 This category includes but is not limited to end-to-end management systems and dedicated configuration 
management systems, such as controllers for software-defined networking. 

• The products with digital elements in scope are only covered within the product context described in clause 4 
of the present document. 

The present document covers those products to demonstrate compliance with essential cybersecurity requirements in the 
Regulation (EU) 2024/2847 [i.1] Annex I Part I under the conditions identified in annex A. 

This includes, but is not limited to, Mobile Device Management systems and Software Defined Networking, e.g when 
an SDN-controller is a stand-alone product using a network management protocol as its South Bound Interface (SBI). 

NMS intended for use in the industrial Operational Technology (OT) [i.18] domain are excluded from the scope of the 
present document. 

An NMS is a product controlling at least partially connected devices with network access. Despite its central 
positioning, an NMS can be an aggregate of several components, including but not limited to: end-to-end management 
systems, dedicated configuration management systems, or controllers for software-defined networking. 

NMS can be composed of several components or can implement additional functions that are outside the scope of the 
present document. 

EXAMPLE: Aggregate product design would be an implementation where the operating system acts as an 
abstraction layer for the system(s) that host the NMS, or the networking interfaces. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found in the 
ETSI docbox. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ENISA Report 1747792503 (version 2 - April 2025): "European Cybersecurity Certification 
Group Sub-group on Cryptography - Agreed Cryptographic Mechanisms" [ACM]. 

[2] IETF RFC 1122 (October 1989): "Requirements for Internet Hosts - Communication Layers". 
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2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's 
understanding, but are not required for conformance to the present document. 

[i.1] Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 
horizontal cybersecurity requirements for products with digital elements and amending 
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber 
Resilience Act). 

[i.2] Commission Implementing Regulation (EU) 2025/2392 of 28 November 2025 on the technical 
description of the categories of important and critical products with digital elements pursuant to 
Regulation (EU) 2024/2847 of the European Parliament and of the Council. 

[i.3] Standardisation request M/606 - C(2025)618: "Commission Implementing decision of 3.2.2025 on 
a standardisation request to the European Committee for Standardisation (CEN), the European 
Committee for Electrotechnical Standardisation (CENELEC) and the European 
Telecommunications Standards Institute (ETSI) as regards products with digital elements in 
support of Regulation (EU) 2024/2847 of the European Parliament and of the Council of 
23 October 2024 on horizontal cybersecurity requirements for products with digital elements and 
amending Regulations (EU) No 168/2013 and (EU) 2019/1020and Directive (EU) 2020/1828 
(Cyber Resilience Act)". 

[i.4] prEN 40000-1-1: "Cybersecurity requirements for products with digital elements – 
Vocabulary"(produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.5] prEN 40000-1-2: "Cybersecurity requirements for products with digital elements – Part 1-2: 
Principles, product risk management, and lifecycle activities"(produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.6] prEN 40000-1-3: "Cybersecurity requirements for products with digital elements – Part 1-3: 
Vulnerability handling"(produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.7] prEN 40000-1-4: "Cybersecurity requirements for products with digital elements – Part 1-4: 
Security controls – Generic security requirements"(produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.8] IETF RFC 1918 (February 1996): "BCP 5: Address Allocation for Private Internets". 

[i.9] NIST SP 800-63B-4: "Authentication & Authenticator Management". 

[i.10] ISO/IEC 27000:2026: "Information technology — Security techniques — Information security 
management systems — Overview and vocabulary". 

[i.11] ETSI EN 304 624 (V1.1.1): "Cyber Security (CYBER); CRA; Cybersecurity requirements for 
Public key infrastructure and digital certificate issuance software". 

[i.12] ETSI EN 304 620 (V1.1.1): " Cyber Security (CYBER); CRA; Cybersecurity requirements for 
Virtual Private Networks (VPNs)". 

Sample Document
get full document from standards.iteh.ai

ETSI EN 304 621 V1.0.5 (2026-08)  •  https://standards.iteh.ai/catalog/standards/etsi/dacd8ddd-1151-4b4a-b827-c54a18b41b80/etsi-en-304-621-v1-0-5-2026-08

https://eur-lex.europa.eu/eli/reg/2024/2847/oj/eng
https://eur-lex.europa.eu/eli/reg_impl/2025/2392/oj/eng
https://ec.europa.eu/growth/tools-databases/enorm/mandate/606_en
https://standards.iteh.ai/catalog/standards/etsi/dacd8ddd-1151-4b4a-b827-c54a18b41b80/etsi-en-304-621-v1-0-5-2026-08
https://standards.iteh.ai/catalog/standards/etsi/dacd8ddd-1151-4b4a-b827-c54a18b41b80/etsi-en-304-621-v1-0-5-2026-08


 

ETSI 

Draft ETSI EN 304 621 V1.0.5 (2026-08) 14 

[i.13] CEN/CLC EN 50770-4: "Security for Operational Technologies - Part 4: Security Profile for 
products with digital elements with the function of virtual private network (VPN)" (produced by 
CEN CENELEC). 

[i.14] ETSI EN 304 622 (V1.1.1): "Cyber Security (CYBER); CRA; Cybersecurity requirements for 
Security information and event management (SIEM) systems". 

[i.15] ETSI EN 304 626 (V1.1.1): "Cyber Security (CYBER); CRA; Cybersecurity requirements for 
operating systems". 

[i.16] ETSI EN 304 627 (V1.1.1): "Cyber Security (CYBER); CRA; Cybersecurity requirements for 
routers, modems intended for the connection to the internet, and switches". 

[i.17] ETSI EN 304 642 (V1.1.1): "CYBER; CRA; Cybersecurity Requirements for Network Functions 
of Telecommunications Systems". 

[i.18] Example source for DDoS related threat reports. 

[i.19] prEN 50770 series: "Security for operational technologies" (produced by CENELEC). 

[i.20] EC: "Commission CRA draft legal guidance". 

[i.21] BSI Technical Guideline TR-02102-1 (2026-01): "Cryptographic Mechanisms: Recommendations 
and Key Lengths". 

[i.22] BSI Technical Guideline TR-02102-2 (2026-01): "Cryptographic Mechanisms: Recommendations 
and Key Lengths: Use of Transport Layer Security (TLS)". 

[i.23] BSI Technical Guideline TR-02102-3 (2026-01): "Cryptographic Mechanisms: Recommendations 
and Key Lengths – Use of Internet Protocol Security (IPsec) and Internet Key Exchange (IKEv2)". 

[i.24] BSI Technical Guideline TR-02102-4 (2026-01): "Cryptographic Mechanisms: Recommendations 
and Key Lengths – Use of Secure Shell (SSH)". 

3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the terms given in Regulation (EU) 2024/2847 [i.1], prEN 40000-1-1 [i.4] 
and the following apply: 

component: software or hardware intended for integration into an electronic information system 

cryptographic mechanism: security-related procedure using cryptography 

cryptographic property: property provided or supported by a cryptographic mechanism 

NOTE 1: The term "cryptographic mechanism" is used in the present document as an umbrella term covering the 
categories used in the ECCG Agreed Cryptographic Mechanisms (ACM) catalogue [1], including 
cryptographic algorithms, primitives, schemes, protocols, protocol profiles, cipher suites, modes of 
operation, constructions and parameter sets. 

NOTE 2: The terms "cryptographic primitive", "cryptographic construction", "cryptographic scheme" and 
"cryptographic protocol" are used consistently with the ECCG Agreed Cryptographic Mechanisms 
(ACM) catalogue [1]. 

NOTE 3: A cryptographic mechanism can be specified at different levels of abstraction. For example, AES is a 
cryptographic primitive, AES-GCM is a mode of operation / authenticated encryption construction, 
TLS 1.3 is a protocol, a TLS 1.3 restricted cipher-suite profile is a protocol profile, and 
TLS_AES_128_GCM_SHA256 is a cipher suite. 
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NOTE 4: Cryptographic properties include, for example, confidentiality, integrity, authenticity, entity 
authentication, message authentication, key establishment, key confirmation, replay protection, collision 
resistance, second-preimage resistance, pre-image resistance, signature unforgeability, non-repudiation, 
forward secrecy and password-verifier protection. Where relevant, a cryptographic property can be 
expressed using a formal cryptographic notion, for example IND-CPA, IND-CCA, IND-CCA2, 
EUF-CMA, SUF-CMA or authenticated key exchange security. 

NOTE 5: A cryptographic property is distinct from a product-level technical requirement, although it can support 
such a requirement. For example, a secure communication requirement can rely on cryptographic 
properties such as confidentiality, integrity and authentication. 

forward proxy server: proxy server with intelligent web-caching and improvements of accelerating data transmissions 
combined with access controls 

log: record of an operational event 

machine user: virtual user used to access the system programming interfaces 

managed element: physical or virtual device managed by the product 

product user: consumers or customers or entities like companies and institutions that operate the product in its 
intended and foreseeable use case 

secure channel: cryptographically protected communication channel 

subject: system user, machine user, or a process being authenticated by the identity provider 

system user: person having the credentials to login to the product to operate administrative actions to control and 
maintain the managed element 

trace: record of a system status with all relevant data that can be gathered 

3.2 Symbols 
Void. 

3.3 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

ABAC Attribute-Based Access Control 
ACL Access Control Lists 
ACM Agreed Cryptographic Mechanisms 
ACN Agenzia per la Cybersicurezza Nazionale 

NOTE: In English: National Cybersecurity Agency of Italy. 

AES Advanced Encryption Standard 
AES-GCM Advanced Encryption Standard - Galois/Counter Mode  
AES-XTS Advanced Encryption Standard in XEX-based Tweaked Codebook mode with Ciphertext Stealing 
API Application Programming Interface 
ARP Address Resolution Protocol 
AVAI Availability 
C2SP Community Cryptography Specification Project 
CA Certificate Authority 
CACC Circumvention of Access Control 
CISA Cybersecurity and Infrastructure Security Agency 
CONF Confidentiality 
CPU Central Processing Unit 
CRA Cyber Resilience Act 
CSP Communication System Provider 
CVE Common Vulnerabilities and Exposures 
DA Data Asset 
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