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Foreword 
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EFTA regulations. 
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Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
The present document is a European harmonised standard that defines technical cybersecurity requirements for boot 
managers as products with digital elements according to Regulation (EU) 2024/2847 [i.1], the Cyber Resilience Act 
(CRA). 

How to use the present document 

Clause 4 describes the product context: architecture, capabilities, operational environment, and use cases. This clause is 
informative and contains no requirements. 

Clause 4.6 defines three use cases for boot manager products (UC-IMM, UC-VER and UC-HW), each associated with a 
security profile (LOW, MEDIUM or HIGH). 

The manufacturer declares the use case matching the product's capabilities as specified in Table 4.6.4-1. 

Clause 5 contains the normative technical requirements. Requirements apply based on the declared security profile and 
on the functional capabilities the product implements. Clause 5.1 specifies the applicability rules. 

Clause 6 defines assessment criteria for each requirement. 

Annex A maps requirements in the present document to CRA essential requirements. 

Annex B documents the security analysis underlying the requirements. 

Annex C contains information on the product documentation. 

Annex D describes the relation to physical attack resistance.  

Annex E provides an informative mapping to NIST SP 800-193 [i.10] 

Annex K defines generic requirements and assessment criteria for the use of state-of-the-art cryptography. This Annex 
is normative. 
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1 Scope 

1.1 General 
The present document specifies technical cybersecurity product requirements and corresponding assessment criteria for 
boot managers. The products with digital elements in scope, there after "the products": 

• are specified within the technical description of the category of product number 8 by the Commission 
Implementing Regulation (EU) 2025/2392 [i.2] as: 

- "Software products with digital elements that manage the process of initial system startup after power 
on/restart by initialising hardware, loading or transferring control to the operating system environment or 
system resources, and selecting boot options. This category includes but is not limited to UEFI firmware, 
single-stage and multi-stage boot loaders." 

• are only covered within the product context described in clause 4. 

The scope covers software and firmware components that manage the boot process from power-on through 
establishment of the chain of trust to handoff to the boot target. Products in scope include boot management software 
and firmware regardless of distribution model or integration level. These are: 

• System firmware that performs hardware initialisation and boot management. 

• Bootloaders that manage boot target selection, verification, and loading. 

• Embedded boot firmware in IoT and embedded devices. 

• Network boot implementations enabling remote boot capabilities. 

• Boot managers that integrate with hardware security components for chain of trust establishment. 

NOTE 1: Boot managers may be single-stage (direct loading) or multi-stage (staged verification). 

NOTE 2: For microcontrollers (MCUs) and microprocessors (MPUs): 

• Silicon-integrated immutable firmware: Mask ROM, fused code, or boot firmware integrated during chip 
manufacturing is assessed as part of MCU/MPU hardware under semiconductor standards. 

• Updateable boot managers: Boot software in flash storage (including OTP programmed post-manufacture) is 
assessed using the present document when distinctly identifiable or independently updatable. 

NOTE 3: Runtime services executing after boot target handoff (such as secure monitor mode handlers or attestation 
services) are in scope only if they provide verification or attestation services to the boot process itself, not 
to the boot target. 

The present document covers those products to demonstrate compliance with essential cybersecurity requirements in the 
Regulation (EU) 2024/2847 [i.1], Annex I Part I under the conditions identified in Annex A. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies.  

Referenced documents which are not found to be publicly available in the expected location might be found in the 
ETSI docbox. 
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NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ENISA Report 1747792503 (version 2 - April 2025): "European Cybersecurity Certification 
Group Sub-group on Cryptography Agreed Cryptographic Mechanisms". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or non-
specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader"s 
understanding but are not required for conformance to the present document. 

[i.1] Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 
horizontal cybersecurity requirements for products with digital elements and amending 
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber 
Resilience Act). 

[i.2] Commission Implementing Regulation (EU) 2025/2392 of 28 November 2025 on the technical 
description of the categories of important and critical products with digital elements pursuant to 
Regulation (EU) 2024/2847 of the European Parliament and of the Council. 

[i.3] Standardisation request M/606 - C(2025)618: Commission Implementing decision of 3.2.2025 on 
a standardisation request to the European Committee for Standardisation (CEN), the European 
Committee for Electrotechnical Standardisation (Cenelec) and the European Telecommunications 
Standards Institute (ETSI) as regards products with digital elements in support of Regulation (EU) 
2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal 
cybersecurity requirements for products with digital elements and amending Regulations (EU) 
No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act). 

[i.4] prEN 40000-1-3: "Cybersecurity requirements for products with digital elements - Part 1-3: 
Vulnerability handling' (produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.5] prEN 40000-1-2: "Cybersecurity requirements for products with digital elements - Part 1-2: 
Generic Security Framework ' (produced by CEN CENELEC). 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.6] EN 17927:2023: "Security Evaluation Standard for IoT Platforms (SESIP)". 

[i.7] prEN 50765:2026: "Cybersecurity requirements for microprocessors and microcontrollers with 
security-related functionalities". 

[i.8] prEN 50766:2026: "Cybersecurity requirements for tamper-resistant microprocessors and 
microcontrollers". 

[i.9] ISO/IEC 15408: "Common Criteria for Information Technology Security Evaluation". 

[i.10] NIST SP 800-193: "Platform Firmware Resiliency Guidelines", National Institute of Standards and 
Technology. 

[i.11] CAPEC™: "Common Attack Pattern Enumeration and Classification", MITRE Corporation. 

[i.12] MITRE EMB3D™: "Embedded Device Security Threat Model", MITRE Corporation. 

[i.13] CWE™: "Common Weakness Enumeration", MITRE Corporation.. 
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