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Modal verbs terminology 

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 

"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 

provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 

The present document defines cybersecurity requirements for operating systems. These products are identified in 

Annex III, Class I, point 11 of Regulation (EU) 2024/2847 [i.1], the Cyber Resilience Act, referred to as "CRA". 

The present document supports compliance with the CRA [i.1] by addressing the essential cybersecurity requirements 

defined in Annex I, Part I of the CRA [i.1], and provides a structured approach to identify the applicable cybersecurity 

requirements for the operating systems in scope, following a risk-based approach. The security measures and controls 

are thereby proportionate to the intended purpose, reasonably foreseeable use, deployment context, and threat exposure 

of the product. The present document is intended for manufacturers of operating systems and for the bodies that assess 

their conformity. 

Clause 4 describes the product architecture and intended purpose in their context, and defines the use cases used to 

characterise the operating systems in scope. A product corresponds to exactly one basic use case, namely a restricted 

operating system (UC-REST) or a general-purpose computing platform (UC-GEN), together with any conditions that 

hold for it. The basic use case and the conditions reflect the reasonably foreseeable use of the product and serve as the 

basis for identifying the relevant cybersecurity risks. Clause 4.8 identifies dependencies on remote data-processing 

solutions. 

Clause 5 specifies the technical cybersecurity requirements for the product. Each requirement is grouped under a 

technical requirement (TR-XXX) and is expressed as one or more mitigations (MI-XXX). Clause 5.3 defines the two 

security profiles, SP-REST and SP-GEN, one for each basic use case; a product is assigned the security profile of its 

basic use case. The mitigations that apply to a given product are the baseline mitigations of its security profile together 

with the mitigations carried by each condition that holds for the product. 

Clause 6 defines the conformity assessment activities for each mitigation in clause 5. 

Annex A maps the technical requirements of the present document to the essential cybersecurity requirements of the 

CRA. 

Annex B describes the risk identification and assessment methodology used to derive the security profiles in clause 5.3 

and the conditions in clause 4.7. It records the baseline risk-factor levels of the basic use cases and the risk-factor 

increments contributed by each condition, from which the applicable mitigations are determined. 

Annex K specifies the requirement for the use of state of the art cryptography, the assessment of the product's 

cryptographic configuration, and the crypto-agility requirement. It classifies cryptographic mechanisms as state of the 

art and lists the cryptographic mechanisms recognised by the present document in addition to the ACM catalogue. 
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1 Scope 

1.1 General 

The present document specifies technical requirements and corresponding assessment criteria for operating systems 

related to cybersecurity. The products with digital elements in scope, thereafter "the operating system": 

• are specified within the "technical description" of the "category of product" number 11 of Annex III, Class I by 

the Commission Implementing Regulation (EU) 2025/2392 [i.2] as: 

"software products with digital elements that provide an abstract interface of the underlying hardware and 

control the execution of software, and that may provide services such as computing resource management and 

configuration, scheduling, input-output control, managing data, and providing an interface through which 

applications interact with system resources and peripherals. This category includes but is not limited to real-

time operating systems, general-purpose and special-purpose operating systems". 

• are only covered within the product context described in clause 4. 

The present document covers those products to demonstrate compliance with essential cybersecurity requirements in the 

Regulation (EU) 2024/2847 [i.1] Annex I Part I under the conditions identified in Annex A. 

The use of harmonised standards is voluntary. 

1.2 Products in scope 

1.2.1 General 

Products in scope are products whose core function and intended or reasonably foreseeable use or misuse is as an 

operating system. Operating systems are defined in point 11 of Annex III, Class I of Regulation (EU) 2024/2847 [i.1] 

and described in Commission Implementing Regulation (EU) 2025/2392 [i.2] as "software products with digital 

elements that provide an abstract interface of the underlying hardware and control the execution of software, and that 

may provide services such as computing resource management and configuration, scheduling, input-output control, 

managing data, and providing an interface through which applications interact with system resources and peripherals. 

This category includes but is not limited to real-time operating systems, general-purpose and special-purpose operating 

systems". 

The present document applies equally to real-time, general-purpose, and special-purpose operating systems. Where a 

specific requirement depends on hardware or software features that not all operating system architectures provide, the 

applicability of that requirement is stated in the applicability field of the corresponding mitigation in clause 5. 

The underlying hardware may be virtualised to some degree, as when an operating system is running on a hypervisor. 

This category includes but is not limited to: 

• General purpose operating systems 

- Personal computing operating systems 

- Mobile operating systems 

- Server operating systems 

• Special purpose operating systems 

- Real-time operating systems 

- Embedded operating systems 

- Single-purpose operating systems 
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Many products contain multiple operating systems which can affect the security functions of other operating system(s) 

in the product. For example, a Baseboard Management Controller (BMC) contains an operating system that can manage 

most or all of the hardware managed by the main system operating system. Radiofrequency transmission devices often 

have an embedded real-time operating system and the ability to read or write to system memory or trigger interrupts. 

Where a product contains multiple operating systems, the present document applies to each operating system in scope 

separately. From the perspective of the operating system under assessment, any other operating system in the product is 

part of its operational environment. 

Some of the operating systems may not always be readily available as separate products and are included as 

components of another product. Where there may be other specifications that target that product category, it may be 

more relevant to review the operating system as part of that larger system rather than independently via the present 

document. 

1.2.2 Components of operating systems that are in scope 

The present document applies to the operating system as a whole. The following non-exhaustive list identifies common 

component types where the cybersecurity requirements of the present document most often have effect. The list is 

informative; all components of the operating system are covered by the requirements. 

The following non-exhaustive list of types of components are common to many operating systems and, when present, 

are considered security-relevant: 

• Kernel: The central component responsible for managing hardware resources and enforcing access controls. 

• Device Drivers: Software components supplied with the operating system that interact directly with hardware 

devices. 

• Cybersecurity Libraries: Libraries used to provide cybersecurity services, such as encryption, authentication, 

and authorisation. 

• Authentication Services: Authentication mechanisms required for operating system functionality. 

• Privileged Processes: Operating system processes running with elevated privileges or access to sensitive 

resources. 

• Software Update Mechanisms: Systems responsible for installing and updating software components supplied 

with the operating system. 

• Logging and Monitoring: Functions performed by the operating system that record cybersecurity-relevant 

events or monitor system behaviour. 

• Configuration Management: Management of the configuration of cybersecurity-relevant operating system 

settings, including provisioning of a secure-by-default configuration. 

A given component may fall under more than one category. The categories are illustrative and not mutually exclusive. 

1.3 Products covered by other CRA harmonised standards 

Some product categories that provide functionality overlapping with an operating system are covered by their own CRA 

harmonised standard. Where such a standard exists for a product category, that standard applies to it. These categories 

include: 

• Hypervisors and container runtime systems that support virtualised execution of operating systems (Annex III, 

Class II, point 1 of Regulation (EU) 2024/2847 [i.1]). 

• Boot managers (Annex III, Class I, point 8 of Regulation (EU) 2024/2847 [i.1]). 

For products that embed or interact with an operating system while having a different core functionality, manufacturers 

may refer to the present document as one part of demonstrating compliance for the operating system component. 
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2.2 Informative references 

References are either specific (identified by date of publication and/or edition number or version number) or 

nonspecific. For specific references, only the cited version applies. For non-specific references, the latest version of the 

referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long-term validity. 

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader"s 

understanding but are not required for conformance to the present document. 

[i.1] Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 

horizontal cybersecurity requirements for products with digital elements and amending 

Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber 

Resilience Act). 

[i.2] Commission Implementing Regulation (EU) 2025/2392 of 28 November 2025 on the technical 

description of the categories of important and critical products with digital elements pursuant to 

Regulation (EU) 2024/2847 of the European Parliament and of the Council. 

[i.3] Standardisation request M/606 - C(2025)618: "Commission Implementing decision of 3.2.2025 on 

a standardisation request to the European Committee for Standardisation (CEN), the European 

Committee for Electrotechnical Standardisation (Cenelec) and the European Telecommunications 

Standards Institute (ETSI) as regards products with digital elements in support of Regulation (EU) 

2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal 

cybersecurity requirements for products with digital elements and amending Regulations (EU) 

No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act)". 

[i.4] prEN 40000-1-1: "Cybersecurity requirements for products with digital elements - Vocabulary", 

(produced by CEN/CENELEC). 

NOTE: Version and date to be added upon its publication by CEN/CENELEC. 

[i.5] ETSI EN 303 645: "CYBER; Cyber Security for Consumer Internet of Things: Baseline 

Requirements". 

[i.6] EN 18031 series: "Common security requirements for radio equipment" (produced by 

CEN/CENELEC). 

[i.7] CEN/CLC JTC13: "Cybersecurity and Data Protection". 

[i.8] ISO/IEC 15408: "Information security, cybersecurity and privacy protection - Evaluation criteria 

for IT security". 

[i.9] BSI CC-PP-0067: "Operating System Protection Profile". 

[i.10] ISO 31000: "Risk management - Guidelines". 

[i.11] IETF RFC 4987: "TCP SYN Flooding Attacks and Common Mitigations". 

[i.12] ANSSI: "Recommendations for the secure configuration of a GNU/Linux system", Version 2.0. 

[i.13] FIPS PUB 46-3 (October 1999): "Data Encryption Standard (DES)". 

[i.14] ANSSI, Référentiel Général de Sécurité (RGS): "Guide des mécanismes cryptographiques – 

Règles et recommandations concernant le choix et le dimensionnement des mécanismes 

cryptographiques" (Cryptographic Mechanisms – Rules and Recommendations regarding the 

Choice and Sizing of Cryptographic Mechanisms), section B.1, version 2.04, 01/01/2020. 
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 

For the purposes of the present document, the terms given in prEN 40000-1-1 [i.4] and the following apply: 

NOTE: This clause provides terms and definitions based on CEN/CLC JTC13 WG09's [i.7] work on terms and 

definitions, terms and definitions provided by ETSI EN 303 645 [i.5] and by EN 18031 [i.6] series, and 

informed by terms used in the Common Criteria [i.8] and the NIAP Operating System Protection Plan 

[i.9] guide. 

administrator: entity that is responsible for management activities, including setting policies that are applied by the 

enterprise on the operating system 

NOTE: This administrator could be acting remotely through a management server, from which the system 

receives configuration policies. An administrator can enforce settings on the system which cannot be 

overridden by non-administrator users. 

application: software that runs on a platform and performs tasks on behalf of the user or owner of the platform, as well 

as its supporting documentation 

Application Programming Interface (API): specification of routines, data structures, object classes, and variables that 

allows an application to make use of services provided by another software component, such as a library 

NOTE: APIs are often provided for a set of libraries included with the platform. 

attack surface: user interfaces, target protocol interfaces and reachable data paths that can be attacked from inside or 

outside the system 

command shell: text-based interface allowing execution of system programs 

Common Criteria (CC): criteria for the evaluation of information technology security specified in ISO/IEC 

15408 [i.8] 

Common Weakness Enumeration (CWE): community-developed list of software and hardware weaknesses that can 

become vulnerabilities 

compensating control: alternative control that meets the intent and rigour of a prescribed control when the prescribed 

control cannot be implemented for legitimate technical or business reasons 

core function: function that is fundamental to the operation of the operating system, such as process scheduling, 

memory management, and input-output control, and whose loss of availability constitutes a denial-of-service condition 

credential: data that establishes the identity of a user, e.g. a cryptographic key or password 

cryptographic mechanism: security-related procedure using cryptography 

NOTE 1: The term cryptographic mechanism is used as an umbrella term covering the categories used in the 

Agreed Cryptographic Mechanisms catalogue (ACM) [1], including cryptographic algorithms, primitives, 

schemes, protocols, protocol profiles, cipher suites, modes of operation, constructions and parameter sets. 

NOTE 2: A cryptographic mechanism can be specified at different levels of abstraction. For example, AES is a 

cryptographic primitive, AES-GCM is a mode of operation and authenticated encryption construction, 

TLS 1.3 is a protocol, a TLS 1.3 restricted cipher-suite profile is a protocol profile, and 

TLS_AES_128_GCM_SHA256 is a cipher suite. 

cryptographic property: property provided or supported by a cryptographic mechanism 

NOTE: Cryptographic properties include, for example, confidentiality, integrity, authenticity, entity 

authentication, message authentication, key establishment, key confirmation, replay protection, collision 

resistance, preimage resistance, signature unforgeability, non-repudiation, and forward secrecy. Where 

relevant, a cryptographic property can be expressed using a formal cryptographic notion, for example 

IND-CPA, IND-CCA2, EUF-CMA or SUF-CMA. 
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