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Foreword

This draft Harmonised European Standard (EN) has been produced by ETSI Technical Committee Cyber Security
(CYBER), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI Standardisation Request
deliverable Approval Procedure (SRAAP).

The present document has been prepared under the Commission's standardisation request C(2025) 618 final [i.3] to
provide one voluntary means of conforming to the requirements of Regulation (EU) 2024/2847 of the European
Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products with digital
elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (CRA) [i.1].

Once the present document is cited in the Official Journal of the European Union under that Regulation, compliance
with the normative clauses of the present document given in Table A.1 confers, within the limits of the scope of the
present document, a presumption of conformity with the corresponding requirements of that Regulation and associated
EFTA regulations.

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 18 months after doa

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not™" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The present document covers cybersecurity for routers, modems intended for connection to the internet, and switches.
These products are identified in Annex Il1, Class I, point 12 of Regulation (EU) 2024/2847 [i.1], known as the Cyber
Resilience Act (CRA).

The present document provides a structured approach to identify the applicable cybersecurity requirements for the
products in scope, following a risk-based approach. Security controls are therefore proportionate to the intended
purpose, reasonably foreseeable use, deployment context, and threat exposure of the products.

Clause 4 describes the product architecture and intended purpose, and defines the use cases for the main deployment
scenarios under reasonably foreseeable use.

Clause 5 specifies the technical cybersecurity requirements for the product to mitigate the identified risks.
Clause 6 specifies the assessment criteria and compliance verification procedures for the requirements of clause 5.

Annex A maps the technical requirements of the present document to the corresponding cybersecurity requirements of
the CRA [i.1].

Annex B describes the methodology used to assess the security risks of the products in their context. Where a product
does not clearly correspond to one of the use cases defined in clause 4, the risk assessment methodology of Annex B
may be used to determine the applicable cybersecurity requirements.
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1 Scope

The present document specifies vulnerability handling activities, technical requirements and corresponding assessment
criteria for routers, modems intended for connection to the internet, and switches related to cybersecurity. The products
with digital elements in scope:

. are specified within the "technical description” of the "category of product” in Class I, point 12 by the
Commission Implementing Regulation (EU) 2025/2392 [i.2] of 28 November 2025 on the technical
description of the categories of important and critical products with digital elements pursuant to
Regulation (EU) 2024/2847 of the European Parliament and of the Council [i.1] as:

- "Routers are products with digital elements that establish and control the flow of data between different
networks by selecting paths or routes using routing protocol mechanisms and algorithms, typically
operating at the network layer.

This category includes but is not limited to wired and wireless routers, virtual routers and routers with or
without modems.";

- "Modems intended for the connection to the Internet are hardware products with digital elements that use
digital modulation and demodulation techniques to convert analogue signals from and to digital signals
for IP-based communication.

This category includes but is not limited to fibre modems, Digital Subscriber Line (DSL) modems, cable
(DOCSIS) modems, satellite modems and cellular modems.";

- "Switches are products with digital elements that provide connectivity between networked devices
through traffic forwarding mechanisms typically implemented at the data link layer.

This category includes but is not limited to managed switches, smart switches, multilayer switches,
virtual security switches, programmable switches for software-defined networking and bridges such as
wireless access points.";

. are only covered within the product context described in clause 4.

The present document covers those products to demonstrate compliance with the essential cybersecurity requirements
of Regulation (EU) 2024/2847 [i.1], Annex | Part I, under the conditions identified in Annex A.

NOTE 1: The term "internet" refers to any public network accessible beyond organizational boundaries. Public
networks are accessible to multiple organizations or the general public. Private networks operate under
single organizational control.

Routers, modems intended for connection to the internet, and switches fall within the scope of the present document
when they provide management capabilities. This applies to all deployment forms such as dedicated hardware, virtual
machines, containerized applications, and cloud-native network functions. The intended purpose or reasonably
foreseeable use is to process, forward, or manage network traffic between devices, network segments, or between public
and private networks.

NOTE 2: Unmanaged products with fixed functionality and no configuration interface are excluded from scope, as
they lack the interfaces needed to implement the security controls of the present document.

The present document does not specify protocol conformance requirements, performance specifications, QoS metrics,
or interoperability testing. Security controls for protocol implementation and vulnerability management remain within
scope.

NOTE 3: Products that integrate particular wireless or wired communication technologies, such as Wi-Fi®, cellular,
DECT, and DECT-2020 NR remain within scope when they function as routers, modems intended for
connection to the internet, or switches

Routers, modems intended for connection to the internet, and switches intended for use in the industrial Operational
Technology (OT) domain are excluded from the scope of the present document, see prEN 50770-5 [i.14].
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2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non-
specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ENISA Report 1747792503 (version 2 - April 2025): "European Cybersecurity Certification
Group Sub-group on Cryptography Agreed Cryptographic Mechanisms.

[2] Canadian Centre for Cyber Security ITSP.40.062 (January 2025): "Guidance on securely
configuring network protocols (1ITSP.40.062)".

[3] ETSI TS 119 312: "Electronic Signatures and Trust Infrastructures (ESI); Cryptographic Suites™.

[4] ETSI TS 133 210: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; 5G; Network Domain Security (NDS); IP
network layer security (3GPP TS 33.210)".

[5] Arm Limited: "Arm CCA Security Model 1.0" (DEN0096).

[6] IRTF RFC 8439: "ChaCha20 and Poly1305 for IETF Protocols”.

[7] IETF RFC 4418: "UMAC: Message Authentication Code using Universal Hashing".

[8] IETF RFC 9106: "Argon2 Memory-Hard Function for Password Hashing and Proof-of-Work
Applications".

[9] IETF RFC 7914: "The scrypt Password-Based Key Derivation Function™.

[10] IETF RFC 5295: "Specification for the Derivation of Root Keys from an Extended Master Session
Key (EMSK)".

[11] IETF RFC 8410: "Algorithm Identifiers for Ed25519, Ed448, X25519, and X448 for Use in the
Internet X.509 Public Key Infrastructure".

[12] IRTF RFC 8032: "Edwards-Curve Digital Signature Algorithm (EdDSA)".

[13] IETF RFC 8420: "Using the Edwards-Curve Digital Signature Algorithm (EdDSA) in the Internet
Key Exchange Protocol Version 2 (IKEv2)".

[14] IETF RFC 8110: "Opportunistic Wireless Encryption".

[15] Wi-Fi™ Alliance: "Wi-Fi Easy Connect™ Specification”, version 3.0.

[16] IETF RFC 9000: "QUIC: A UDP-Based Multiplexed and Secure Transport".

[17] IETF RFC 3411: "An Architecture for Describing Simple Network Management Protocol (SNMP)

Management Frameworks".

[18] IETF RFC 3412: "Message Processing and Dispatching for the Simple Network Management
Protocol (SNMP)".

[19] IETF RFC 8205: "BGPsec Protocol Specification™.

ETSI


https://certification.enisa.europa.eu/document/download/a845662b-aee0-484e-9191-890c4cfa7aaa_en?filename=ECCG%20Agreed%20Cryptographic%20Mechanisms%20version%202.pdf
https://www.cyber.gc.ca/sites/default/files/itsp.40.062-guidance-on-securely-configuring-network-protocols-e.pdf
https://www.cyber.gc.ca/sites/default/files/itsp.40.062-guidance-on-securely-configuring-network-protocols-e.pdf
https://www.etsi.org/deliver/etsi_ts/119300_119399/119312/
https://www.etsi.org/deliver/etsi_ts/133200_133299/133210/
https://developer.arm.com/documentation/DEN0096/latest
https://www.rfc-editor.org/info/rfc8439
https://www.rfc-editor.org/info/rfc4418
https://www.rfc-editor.org/info/rfc9106
https://www.rfc-editor.org/info/rfc7914
https://www.rfc-editor.org/info/rfc5295
https://www.rfc-editor.org/info/rfc8410
https://www.rfc-editor.org/info/rfc8032
https://www.rfc-editor.org/info/rfc8420
https://www.rfc-editor.org/info/rfc8110
https://www.wi-fi.org/system/files/Wi-Fi_Easy_Connect_Specification_v3.0.pdf
https://www.rfc-editor.org/info/rfc9000
https://www.rfc-editor.org/info/rfc3411
https://www.rfc-editor.org/info/rfc3412
https://www.rfc-editor.org/info/rfc8205
https://standards.iteh.ai/catalog/standards/etsi/89c1c85b-9f16-4ed5-ae2d-8fe44542c99b/etsi-en-304-627-v1-0-1-2026-07
https://standards.iteh.ai/catalog/standards/etsi/89c1c85b-9f16-4ed5-ae2d-8fe44542c99b/etsi-en-304-627-v1-0-1-2026-07

[20]
[21]
[22]
[23]
[24]

2.2

12 Draft ETSI EN 304 627 V1.0.1 (2026-07)

IETF RFC 5709: "OSPFv2 HMAC-SHA Cryptographic Authentication™.
IETF RFC 7166: "Supporting Authentication Trailer for OSPFv3".

IETF RFC 5310: "IS-1S Generic Cryptographic Authentication™.

IETF RFC 5925: "The TCP Authentication Option".

IETF RFC 8915: "Network Time Security for the Network Time Protocol".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non-
specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding but are not required for conformance to the present document.

[i.1]

[i.2]

[i.3]

[i.4]

NOTE:

[i.5]

[1.6]

[i.7]

[.8]

[i.9]
[i.10]
[i.11]

Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on
horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act).

Commission Implementing Regulation (EU) 2025/2392 of 28 November 2025 on the technical
description of the categories of important and critical products with digital elements pursuant to
Regulation (EU) 2024/2847 of the European Parliament and of the Council.

Standardisation request M/606 - C(2025)618: "Commission Implementing decision of 3.2.2025 on
a standardisation request to the European Committee for Standardisation (CEN), the European
Committee for Electrotechnical Standardisation (Cenelec) and the European Telecommunications
Standards Institute (ETSI) as regards products with digital elements in support of Regulation (EU)
2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal
cybersecurity requirements for products with digital elements and amending Regulations (EU)

No 168/2013 and (EU) 2019/1020and Directive (EU) 2020/1828 (Cyber Resilience Act)".

prEN 40000-1-1: "Cybersecurity requirements for products with digital elements - Vocabulary"
(produced by CEN/CENELEC).

Version and date to be added upon its publication by CEN/CENELEC.

Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on
the resilience of critical entities and repealing Council Directive 2008/114/EC.

Requlation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

Recommendation ITU-T Y.2011 (2004): "General principles and general reference model for Next
Generation Networks".

IETF RFC 7426 (2015): "Software-Defined Networking (SDN): Layers and Architecture
Terminology".

NIST SP 800-133 Rev. 2 (June 2020): "Recommendation for Cryptographic Key Generation".
ISO/IEC/IEEE 24765:2017: "Systems and software engineering - VVocabulary".

IEEE Std 802.11™-2024: "IEEE Standard for Information Technology - Telecommunications and
Information Exchange between Systems Local and Metropolitan Area Networks - Specific
Requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications".
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[i.12]

[i.13]

[i.14]

NOTE:

[i.15]

[i.16]
[i.17]
[i.18]
[i.19]

[.20]

[i.21]

[i.22]

[i.23]
[i.24]

[i.25]

[.26]

[i.27]

[i.28]

[i.29]

[i.30]

[i.31]

[i.32]
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Platform (USP)".

prEN 50770-5: "Security for Operational Technologies - Part 5: Security Profile for routers,
modems intended for the connection to the internet, and switches" (produced by CEN CENELEC).

Version and date to be added upon its publication by CEN/CENELEC.

ENISA European Vulnerability Database (EUVD), established pursuant to Article 12(2) of
Directive (EU) 2022/2555.

ENISA Single Reporting Platform (SRP), established for Regulation (EU) 2024/2847.

IEEE 802.3™-2022: "IEEE Standard for Ethernet".
USB Implementers Forum: "Universal Serial Bus Specification”, Revision 2.0 (April 2000).

USB Implementers Forum: "Universal Serial Bus 3.2 Specification", Revision 1.1
(September 2022).
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ANSSI, Référentiel Général de Sécurité (RGS): "Guide des mécanismes cryptographiques —
Régles et recommandations concernant le choix et le dimensionnement des mécanismes
cryptographiques™ (Cryptographic Mechanisms — Rules and Recommendations regarding the
Choice and Sizing of Cryptographic Mechanisms), section B.1, version 2.04, 01/01/2020.

NIST SP 800-131A Rev. 2 (March 2019): "Transitioning the Use of Cryptographic Algorithms
and Key Lengths"..

IEEE 802.1AE™-2018: "IEEE Standard for Local and Metropolitan Area Networks - Media
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IEEE 802.1AR™-2018: "IEEE Standard for Local and Metropolitan Area Networks - Secure
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[1.33] IEEE 802.11™-2024: "IEEE Standard for Information Technology--Telecommunications and
Information Exchange between Systems Local and Metropolitan Area Networks--Specific
Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications".

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in Regulation (EU) 2024/2847 [i.1], prEN 40000-1-1 [i.4]
and the following apply:

access point: network function that provides a wireless local area network for other devices, allowing them to access
device services or connect to private or public networks

NOTE:  Access points can use various wireless technologies. In home routers, this function is implemented using
IEEE 802.11 technologies.

audit event: timestamped, structured record of activities including authentication attempts, configuration changes, and
product errors

critical security parameter: confidential information whose disclosure or modification can compromise product
security

EXAMPLE: Secret cryptographic keys, authentication values such as passwords, PINs, private components of
certificates.

cryptographic algorithm: sequence of instructions based on mathematical properties to protect confidentiality,
integrity or authenticity against attacks

NOTE: Cryptographic algorithms describe cryptographic protocols/schemes/constructors/atomic primitives such
as TLS/Symmetric Entity Authentication Schemes/AES-128 as part of a CMAC/AES-256.

diagnostic: pertaining to the detection and isolation of faults or failures
NOTE: As defined in ISO/IEC/IEEE 24765 [i.10], clause 3.1190.

diagnostic interface: interface used for diagnostic or troubleshooting purposes, not part of the intended function of the
product

EXAMPLE: UART, JTAG, and SWD.
factory reset: mechanism that restores the product to product factory default state
firmware: software stored in non-volatile memory that controls product operation

NOTE 1: Firmware includes boot sequences, operating system components, network protocol implementations, and
management interfaces.

NOTE 2: Firmware can include persistent configuration data required for product operation.

legacy protocol: network protocol whose specification lacks state of the art cryptography to ensure the authenticity,
integrity or confidentiality of security-relevant exchanges, where a secure alternative protocol or profile is widely
available, and which is retained in the product exclusively to maintain interoperability with deployed systems

EXAMPLE: Protocols whose role is limited to local IP address configuration, local neighbour and address
discovery, and name and service resolution are not considered legacy protocols for the purposes of
the present document, irrespective of their cryptographic properties. These protocols are designed
under explicit assumptions that specific risks are managed by the operational environment in
which they are deployed, and are required for basic network attachment and reachability.
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NOTE: A vulnerability in a specific implementation of a protocol does not, by itself, make the protocol a legacy
protocol. Vulnerabilities associated with a legacy protocol can originate in its specification, in a specific
implementation, or in both.

legacy system: system that operates using at least one legacy protocol

network interface: physical interface that can be used to access the functionality of router, modem intended for
connection to the internet, or switch via a network

private network: closed network within a home or an organization that is not directly accessible by the general public
and is controlled by or on behalf of the user

product: router, modem intended for connection to the internet, or switch within the scope of the present document

product factory default state: state of the product as provided after manufacturing, reflecting the default configuration
established by the manufacturer, to which the product returns after a factory reset

NOTE 1: Depending on the product design and business model, security functionalities, for example secure boot,
trust anchors, or security policies, can be enabled by the manufacturer prior to delivery, or activated and
configured by the customer or authorised operator during initial setup.

NOTE 2: The product can be delivered by the manufacturer to an importer or distributor that subsequently sells it to
customers or puts it into service. In that case additional steps, for example finalization of configuration,
can be required before the product enters an operational state.

product operational state: state in which the product can operate within its intended purpose and reasonably
foreseeable use with its current active configuration, whether this configuration corresponds to the preconfigured
default settings or has been modified by the user

public network: network that is accessible by the general public and is not controlled by a user
EXAMPLE: Mobile networks such as 5G, or the internet.
reboot: specific management operation or autonomous reaction to product state that triggers a product restart

secure-by-default configuration: configuration of the product, in product factory default state, that satisfies the
requirements set out in clause 5.4.1

secure channel: path for transferring data between two entities or components that ensures confidentiality, integrity,
and replay protection, as well as mutual authentication between the entities or components

NOTE 1: The secure channel can be provided using cryptographic, physical, or procedural methods or a
combination thereof.

NOTE 2: Source: NIST SP 800-133 Rev. 2 [i.9].

software bill of materials: formally structured list of all software components, libraries, and dependencies included in
the product, with version identifiers

transport layer port: logical interface on OSI Layer 4 used to address applications on a host that take part in end-to-
end information exchange

NOTE: A host can run many network applications behind a single IP address. The Transport Layer Port Number
identifies each application separately.

Wi-Fi® network: wireless local area network implemented according to IEEE 802.11 [i.33]

NOTE: In residential environments, Wi-Fi® is commonly used as the primary method for devices to connect to
the public network and access the internet.

3.2 Symbols

Void.
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