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right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This draft Harmonised European Standard (EN) has been produced by ETSI Technical Committee Cyber Security
(CYBER), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI Standardisation Request
deliverable Approva Procedure (SRAAP).

The present document has been prepared under the Commission's standardisation request C(2025) 618 [i.3] final to
provide one voluntary means of conforming to the requirements of Regulation (EU) 2024/2847 of the European
Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products with digital
elements and amending Regulations (EU) No 168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (CRA) [i.1].

Once the present document is cited in the Official Journal of the European Union under that Regulation, compliance
with the normative clauses of the present document given in Table A.1 confers, within the limits of the scope of the
present document, a presumption of conformity with the corresponding requirements of that Regulation and associated
EFTA regulations.

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 18 months after doa
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The present document defines cybersecurity requirements applicable to Virtualisation Execution Stack (VES) and
Container Execution Stack (CES), including hypervisors and container runtime systems. It applies to products with
digital elements designed to host, manage, and isolate virtualised workloads and execution environments, using:

e  Virtua machines (VMs): full system emulation with independent operating systems; or
. Containers: process isolation using OS-level mechanisms.

The present document supports compliance with Regulation (EU) 2024/2847, the Cyber Resilience Act, specificaly
addressing the essential cybersecurity requirements defined in Annex |, Parts| and 11.

The present document is intended to be applied as follows:

1) the manufacturer identifies whether the product isa VES or a CES, and determines which components
are included within the product boundary in accordance with clauses 4.1 and 4.2;

2)  the manufacturer identifies the relevant product use case in accordance with clause 4.6 and associated
risk level in accordance with clause 4.6.4 and, where needed, Annex B;

3)  the manufacturer determines the applicable Security Profile (SP) and the corresponding requirement
application logic in accordance with clause 5;

4)  the manufacturer applies only those requirements specified in clause 5 that are relevant to the
components included in the product, its intended use, and the applicable SP; and

5)  conformity assessment is performed against the corresponding assessment provisionsin clause 6.
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1 Scope

The present document specifies technical requirements and corresponding assessment criteria for Virtualisation
Execution Stack (VES) and Container Execution Stack (CES) products, including hypervisors and container runtime
systems, related to cybersecurity. The products with digital elementsin scope, thereafter referred to as the "product”:

e  are specified within the "technical description” of the "category of product” in Class |, point 1 by the
Commission |mplementing Regulation (EU) 2025/2392 [i.2] as:
"Hypervisors and container runtime systems that support virtualised execution of operating systems and
similar environments';

. are only covered within the product context described in clause 4.

The present document covers those products to demonstrate compliance with essential cybersecurity requirementsin the
Regulation (EU) 2024/2847 [i.1], Annex |, Part | under the conditionsidentified in Annex A.

Commission Implementing Regulation (EU) 2025/2392 [i.2] identifies hypervisors and container runtime systems as
core components. However, actual market products typically include additional elements beyond the hypervisor kernel
or container runtime binary. These additional components provide essential management, orchestration, and operational
capabilities that are necessary for real-world deployment and are therefore included within the scope of the present
document.

The present document addresses the CRA Class 1, point 1 product category within the following product contexts:
e  Virtualisation Execution Stack (VES) for hypervisor-based environments; and
. Container Execution Stack (CES) for container-based environments.

The corresponding terms and definitions are provided in clause 3. The architectural decomposition, in-scope
components, and security-relevant environmental dependencies are specified in clause 4.

Accordingly, the present document defines security requirements not only for the core execution systems identified in
the CRA but also for the broader product context in which these systems are deployed, ensuring alignment with market
reality and comprehensive coverage of security risks. The Management and Orchestration (M& O) System, Container
Engine (CE), and Container Orchestrator (CO) are covered by the present document and are in scope only where they
are developed or provided by the manufacturer, or under the responsibility of the manufacturer, as part of the declared
product.

Any usage of Al agentsis out of scope of the present document.

Where the product includes or depends on components that are outside the scope of the present document, the
applicable requirements are to be addressed through the relevant operational -environment provisions or other relevant
harmonised standards, asidentified in clause 4.3.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ENISA-ECCG: "Agreed Cryptographic Mechanisms’, Version 2.0, April 2025.
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