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Intellectual Property Rights 

Essential patents  

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations 
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be 
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to 
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the 
ETSI IPR online database. 

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, 
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not 
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, 
essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its 
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the 
3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of 
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association. 

Foreword 
This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Network Functions 
Virtualisation (NFV). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document specifies the security and hardening requirements for running NFV software (e.g. VNFs) in 
containerized environments. The present document provides a threat analysis for a container-based NFV deployment 
and a state of the art on container security. The present document proposes a set of requirements and solutions for attack 
surface reduction and privilege limitation and analyses existing solutions for resource limitations (cgroups); Hardware 
protections (HMEE); Container hardening (including patching); Containers in VMs and containers on bare metal. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found in the 
ETSI docbox. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI GS NFV-IFA 040: "Network Functions Virtualisation (NFV) Release 5; Management and 
Orchestration; Requirements for service interfaces and object model for OS container management 
and orchestration specification". 

[2] ETSI GS NFV-SEC 021: "Network Functions Virtualisation (NFV) Release 4; Security; VNF 
Package Security Specification". 

[3] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data 
Models; VNF Package and PNFD Archive specification". 

[4] ETSI GS NFV-IFA 011: "Network Functions Virtualisation (NFV) Release 5; Management and 
Orchestration; VNF Descriptor and Packaging Specification". 

[5] ETSI GS NFV-SEC 012: "Network Functions Virtualisation (NFV) Release 5; Security; System 
architecture specification for execution of sensitive NFV components". 

[6] Common Vulnerability Scoring System v4.0: Specification Document. 

[7] ETSI GS NFV-SEC 026: "Network Functions Virtualisation (NFV) Release 5; Security; Isolation 
and trust domain specification". 

[8] ETSI GS NFV-SOL 013: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data 
Models; Specification of common aspects for RESTful NFV MANO APIs". 

[9] ETSI GS NFV-SEC 022: "Network Functions Virtualisation (NFV) Release 4; Security; Access 
Token Specification for API Access". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 
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https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/
https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/011/
https://www.etsi.org/deliver/etsi_gs/NFV-SEC/001_099/012/
https://www.first.org/cvss/v4-0/specification-document
https://www.etsi.org/deliver/etsi_gs/NFV-SEC/001_099/026/
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/013/
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The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's 
understanding, but are not required for conformance to the present document. 

[i.1] ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in 
NFV". 

[i.2] ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture; 
Report on the Enhancements of the NFV architecture towards "Cloud-native" and "PaaS"". 

[i.3] OCI™ Image Format Specification v1.0.1. 

[i.4] ETSI GS NFV-SOL 018: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data 
Models; Profiling specification of protocol and data model solutions for OS Container 
management and orchestration". 

[i.5] ETSI GS NFV-IFA 036: "Network Functions Virtualisation (NFV) Release 5; Management and 
Orchestration; Requirements for service interfaces and object model for container cluster 
management and orchestration specification". 

[i.6] MITRE ATT&CK®: "Containers Matrix". 

[i.7] Microsoft®: "Threat Matrix for Kubernetes". 

[i.8] ETSI GS NFV-SEC 014: "Network Functions Virtualisation (NFV) Release 3; NFV Security; 
Security Specification for MANO Components and Reference points". 

[i.9] ETSI GS NFV-SEC 006: "Network Functions Virtualisation (NFV); Security Guide; Report on 
Security Aspects and Regulatory Concerns". 

[i.10] NIST Special Publication 800-190: "Application Container Security Guide". 

3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] apply. 

3.2 Symbols 
For the purposes of the present document, the symbols given in ETSI GR NFV 003 [i.1] apply. 

3.3 Abbreviations 
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply: 

ASLR Address Space Layout Randomization 
AVS Attestation Verifier Service 
BPF Berkeley Packet Filter 
CI/CD Continuous Integration / Continuous Delivery or Deployment 
DAC Discretionary Access Control 
DMZ Demilitarized Zone 
DoS Denial of Service 
DRTM Dynamic Root of Trust Measurement 
eBPF Extended Berkley Packet Filter 
eDRTM External Dynamic Root of Trust Measurement 
HMEE Hardware Mediated Execution Enclave 
iDRTM Internetal Dynamic Root of Trust Measurement 
MAC Mandatory Access Control 
MCS Multi-Category Security 
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