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Intellectual Property Rights
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essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found in

ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the

ETSI IPR online database.

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, | TE™ and 5G™ |ogo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Core Network and Interoperability
Testing (INT).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not™" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The present document introduces a Generic Autonomic Network Architecture (GANA) framework for achieving
End-to-End Artificial Intelligence (Al)-powered Autonomic Security Management and Control (ASMC) across
multi-domain 5G networks. It explains the role of Al models in the management and control operations of 5G networks,
particularly in the context of Autonomic Management and Control (AMC) systems.

The present document presents an instantiation of he GANA reference model (framework), i.e. the application of the
generic model (GANA) onto an implementation-oriented architecture and its use of Al algorithms to drive self-security
operations in networks. It also highlights the need for E2E Autonomic (closed-loop) Service and Security Assurance
through the federation of GANA Knowledge Plane (KP) platforms.
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The present document references ETSI specifications and ongoing Proof-of-Concept (PoC) programs on "5G network
dlices creation, AMC and E2E Orchestration, with Closed-L oop (Autonomic)". It emphasizes the importance of a
standardized GANA Framework for implementing AMC systemsin the industry. The present document further
elaborates on the capabilities and aspects covered in the 5G PoC White Paper No.6, including the use of Al modelsfor
AMC, security analytics, security functions placement/orchestration, and programmability requirements for self security
management DE.

It encourages readers to refer to the complementary White Papers of the ETSI 5G PoC for more information and invites
interested parties to join the PoC Consortium.
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1 Scope

The present document provides a Framework that serves as an | mplementation Guide for interoperable solutions that
are aimed at addressing 5G security challenges. Thisisin reference to security challenges that should be addressed
through the use of the following methods:

1) automated orchestration of security mechanisms and services that can be used for 5G network dlices, network
segments and services delivered by the End-to-End (E2E) network;

2) automated security policy computation and dynamic security policy enforcement in various pointsin the
network infrastructure using GANA autonomics (closed control-loops) in response to new 5G slice and service
instantiations, new intents and security SLAs supplied as inputs by the human network operator and/or in
response to detected and predicted security attacks, threats and risks.

The Framework enables to implement solutions for "self-protection” and " self-defence” autonomic behaviours by 5G
networks and their associated management and control systems without need for human operator involvement in the
decisions and actions against detected and predicted security attacks, threats and risks - even across multiple 5G
network operators by use of cross domain federated GANA KP platforms.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] ETS| White Paper N0.16 GANA: "Generic Autonomic Networking Architecture Reference Model
for Autonomic Networking, Cognitive Networking and Self-Management of Networks and
Services'.

[i.2] ETSI TS103195-2 (V1.1.1): "Autonomic network engineering for the self-managing Future

Internet (AFI); Generic Autonomic Network Architecture; Part 2: An Architectural Reference
Model for Autonomic Networking, Cognitive Networking and Self-Management”.

[i.3] White Paper No.1 of the ETSI 5G PoC: "C-SON Evolution for 5G, Hybrid SON Mappings to the
ETSI GANA Model, and achieving E2E Autonomic (Closed-Loop) Service Assurance for 5G
Network Slices by Cross-Domain Federated GANA Knowledge Planes’.

[i.4] ETSI TR 103 473 (V1.1.2): "Evolution of management towards Autonomic Future Internet (AFI);
Autonomicity and Self-Management in the Broadband Forum (BBF) Architectures”.

[i.5] ETSI TR 103 404: "Network Technologies (NTECH); Autonomic network engineering for the
self-managing Future Internet (AFI); Autonomicity and Self-Management in the Backhaul and
Core network parts of the 3GPP Architecture”.
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[i.9]

[i.10]
[i.11]

[i.12]

[i.13]

[i.14]
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[i.16]

[i.17]

[i.18]

[i.19]
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White Paper No.3 of the ETS| 5G PoC: "Programmable Traffic Monitoring Fabrics that enable
On-Demand Monitoring and Feeding of Knowledge into the ETSI GANA Knowledge Plane for
Autonomic Service Assurance of 5G Network Slices; and Orchestrated Service Monitoring in
NFV/Clouds".

White Paper No.2 of the ETSI 5G PoC: "ONAP Mappingsto the ETSI GANA Model; Using
ONAP Components to Implement GANA Knowledge Planes and Advancing ONAP for
Implementing ETSI GANA Standard's Requirements; and C-SON - ONAP Architecture”.

ETSI TCINT AFl WG 5G POC: "Report on Specifications of Integration APIsfor the ETS
GANA Knowledge Plane Platform with Other Types of Management and Control Systems, and
with Info/Data/Event Sources in genera”.

ETSI TS 128533 (V15.0.0): "5G; Management and orchestration; Architecture framework (3GPP
TS 28.533 version 15.0.0 Release 15)".

NGMN: "5G End-to-End Architecture Framework v3.0.8".

White Paper No.4 of the ETSI 5G PoC: "ETSI GANA as Multi-Layer Artificial Intelligence (Al)
Framework for Implementing Al Models for Autonomic Management and Control (AMC) of
Networks and Services; and Intent-Based Networking (IBN) via GANA Knowledge Planes
(KP9)".

White Paper No.6 of the ETSI 5G PoC: " Generic Framework for Multi-Domain Federated ETSI
GANA Knowledge Planes (KPs) for End-to-End Autonomic (Closed-Loop) Security Management
and Control for 5G Slices, Networks/Services'.

5G security recommendations: "Package #2: Network Slicing", by NGMN Alliance,
27 April 2016.

ODA TM Forum's Open Digital Architecture (ODA): "1G1167 ODA Functional Architecture
Vision R18.0.0 (Intelligence Management Function Block)".

5G security - Package 3: "Mobile Edge Computing / Low Latency / Consistent User Experience”,
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ODA TM Forum's Open Digital Architecture (ODA): "I1G1177 ODA Intelligence Management
I mplementation Guide R18.5.0", 1G1177 Release 18.5, December 2018.

James Crawshaw: "Network Automation Roadmap: Where to Start and What to Aim for, A Heavy
Reading white paper produced for Juniper Networks Inc".

Cabg K., Szczypiorski K., Becker S. (2010): "Towards Self-defending Mechanisms Using Data
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the autonomous provision of self-protection capabilities in 5G networks', December 2019, Journal
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Manuel Gil Perez, et a: " Self-Organizing Capabilitiesin 5G Networks: NFV and SDN
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3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP 34 Generation Partnership Project

6G 6™ Generation

AF Application Function

AF Autonomic Future Internet

Al Artificial Intelligence

AMC Autonomic cognitive Management and Control
AMF Access and Mobility Management Function
AN Autonomous Network

API Application Programming Interface

AS Application Server

ASMC Autonomic Security Management and Control
BB Building Block

CEP Complex Event Processing

C-SON Centralized Self Organizing Network

CsP Communications Service Provider

CUPS Control and User Plane Separation

CYBER Cyber Security

DC Data Center

dDE distributed DE

DDoS Distributed Denial of Service

DE Decision making Element

DL Deep Learning

DoS Denial of Service

D-SON Distributed SON

DT Domain Type

E2E End-to-End

eMBB enhanced Mobile Broadband

EMM EPS Mobility Management

ENISA European Union Agency for Network and Information Security
EPS Edge Packet Service

ESM EPS Session Management

FM Fault-Management

F-MBTS Federation - "Model Based Trandlation Service"
FW Firewall

GANA Generic Autonomic Network Architecture
ogNB next generation Node Base station

GS Group Specification

H-SON Hybrid SON

HSS Home Subscriber Server

IAM | dentity and Access Management

IBN Intent-Based Networking

ICT Information and Communications Technology
IDS Intrusion Detection System

IDSA International Data Spaces Association

IMSI International Mobile Subscriber |dentity

loT Internet of Things

IP Internet Protocol

IPS Intrusion Prevention System

ISG Industry Specification Group

ISV Independent Software Vendor

IT Information Technology

ITS Intelligent Transport Systems

ITU-T International Telecommunication Union - Telecommunication Standardization Sector
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KP

KP DE
KPI
LCM
MANO
MAPE-K
MBTS
MDAS
MDKP
ME
MEC
ML
MNO
NAS
NE
NEF
NF
NFV
NFVI
NFVO
NGMN
NIST
NRF
NWDAF
OBB
O-CuU
ODA
ODiN
O-DU
ONAP
ONIX
OO0B
O-RAN
O-RU
oS
0SS
oTT
PCF
PM
PNF
PRINS
PWG
QF
QKD
QoS
QscC
R&D
RAN
REL
RIC
SBA
SDN
SDO
SEC
SECaaS

SIM
SLA
SMF
SON
SPAN
SSL
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Knowledge Plane

Knowledge Plane Decision-making Element
Key Performance Indicator

Lifecycle Management

Management and Orchestration
Monitor-Analyse-Plan-Execute over a shared Knowledge
Model-Based Trandation Service
Management Data Analytics Service
Multi-Domain Knowledge Plane

Managed Entity

Mobile Edge Computing

Machine Learning

Mobile Network Operator

Non Access Stratum

Network Element

Network Exposure Function

Network Function

Network Function Virtualisation

Network Functions Virtualisation Infrastructure
NFV Orchestrator

Next Generation Mobile Networks

National Institute of Standards and Technology (US)
Network Repository Function

Network Data Analytics Function
Out-Of-Band

Open RAN-Centralized Unit

Open Digital Architecture

Operating Disaggregated Networks

Open RAN-Distributed Unit

Open Network Automation Platform
Overlay Network for Information eXchange
Out-Of-Band

Open Radio Access Network

Open RAN-Radio Unit

Operating System

Operations Support Systems

Over The Top

Policy Control Function

Performance Management

Physical Network Function
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Protocol for (roaming security reference point) N32 Interconnect Security

Public Working Group

QoS Function

Quantum Key Distribution
Quiality of Service

Quantum Safe Cryptography
Research and devel opment
Radio Access Network
Reliability

RAN Intelligence Controller
Service Based Architecture
Software Defined Networks
Standards Development Organizations
Security
SECurity-as-a-Service
Security Function
Subscriber Identity Module
Service Level Agreement
Session Management Function
Self Organizing Networks
Switched Port Analyser
Secure Sockets Layer
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TAP Test Access Point
TC Technical Committee
TCP Transmission Control Protocol
TLS Transport Layer Security
™ TeleManagement
TR Technical Report
TS Technical Specification
UDM Unified Data Management
UE User Equipment
UPF User Plane Function
VNF Virtual Network Function
VPN Virtual Private Network
WG Working Group
ZTP Zero Trust Principle
4 GANA 5G self-adaptive security management and
control

4.1 Autonomic Security Management and Control (ASMC)

ETSI TS 103 195-2 [i.2], described the autonomics principles and enablers for Autonomic cognitive Management and
Control (AMC) and Autonomous Networks (AN) paradigm instantiated in the 5G architecturesin ETSI

TR 103 747 [i.78]. AMC paradigm helps to achieve End-to-End (E2E) Closed-Loop (Autonomic) Security
Management and Control (ASMC) in 5G E2E Architectures.

Generic Autonomic Network Architecture (GANA) Model defines an autonomic (closed-loop) manager for realizing
security closed-loop that can be instrumented (implemented) as a software module. The autonomic manager component
isreferred to in the ETSI GANA Model as " Security management Decision-making Element (DE)".

In addition, such module could be powered by Artificia Intelligence (Al) such as Machine Learning (ML) or Deep
Learning (DL) models that enable it to intelligently achieve security assurance targets at the level of its operations
scope. A Cognitive Security-Management-DE is one that has a capability of learning and reasoning, and so it is
considered as a deployable Al Model that needs to be tested before it is on boarded to run in a production environment.

A Security management-DE is responsible for autonomically managing any security issues. It does so by adaptively
employing and managing "Managed Entities" (MES) that pertain to the use of Certificates/Passwords Algorithms, Hash
Algorithms, Encryption Algorithms, Access Control Mechanisms, Trust Mechanisms, Denia of Service (DoS)
Detection/Prevention mechanisms, signature based intrusion detection mechanisms, and other security enforcement
mechanisms.

Figure 1 illustrates the two levels at which " Security management DES" can be designed to operate. The higher
"Network-level Security management-DE" in the KP is responsible for controlling the lower "Node-level Security
Management DES" in Networks Elements (NES) with Networks Functions (NFs) belonging to the network segment.
The Security management DES is a sub-part of the what is called the "Node-main-DE" in a GANA Node, along with
other sub-DEs of the Node-main-DE such as Autoconfiguration and discovery management DE, resilience management
DE, and Fault Management DE.

NOTE 1: Some MEs of an NE, such as Protocols of the Stack, may have own intelligence for security enforcement
or may intrinsically embed security features. However, the M Es communications with the outside world
may need to be constrained or policy-controlled by the global security enforcement policies of the
Security Management-DE. And so the two GANA levels-DE to give particular in designing and
implementing ASMC are the Node level-DE (GANA Level 3) and Network Level-DE (GANA Level 4).
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Figure 1. GANA Framework

The two layers (abstraction levels) of Security-management DESs that should be of focus in introducing Autonomic
(Closed-Loop) are the Security DE in Network Level DEs for slow control loops and the Security DE in Node Level
DEsfor Fast control loops

The Security-Management-DESs are expected to implement Self-Protection and Self-Defending Policies and
Operations for specific Network Segments/Domains as driven by whole GANA KP Platforms.

The definitions of Self-Protection and Self-Defense behaviours that help implementers of Security-Management-DES
in implementing the DEs at the two GANA levels and make them to interwork:

. Self-Protection involves the capability by which individual NES/NFs of the network (thanks to embedding
Security Management-DES) automatically apply security policies and software patch updates that help protect
the NE/NF and services using it from being compromised by security attacks (including intrusions, violations,
etc.) and vulnerabilities/riskg/threats (both, known and unknown attacks and vulnerabilities). This low-level
security enforcement on NE/NF level should be complemented (enhanced and controlled) by a security
enforcement capability that operates on the level of management and control systems of the network (thanks to
Network-Level Security Management-DES). The complementary capability at the network level dynamically
computes and applies security policies for the whole network (e.g. a specific network segment) and services
using any knowledge of known attacks that may occur to Nes/NFs and network services, and applying
software patches as may be necessary to protect the network resources from being compromised by attacks and
any vulnerabilities.
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Self-Defense involves the capability by which individual NES/NFs of the network (thanks to embedding
Security Management-DEs) automatically exercise the ability to detect security attacks (including intrusions,
violations, etc.) and vulnerabilities(risks/threats) and apply security policies or software patch updatesin
reaction (defense) to any detected attacks or vulnerabilities/risks, and if the capability is more intelligent, then
exercise the ability to predict security attacks and vulnerabilities and apply appropriate defense techniques.
The effect of the self-defense actionsis to minimize impacts of the detected or predicted attacks or
vulnerabilities/risks/threats on services that depend on the NE/NF. Asin the case of Self-Protection, the
low-level security enforcement and security hardening on NE/NF level should be complemented (enhanced
and controlled) by a capability that operates on the level of management and control systems of the network
(thanks to Network-Level Security Management-DES). The complementary capability at network level
dynamically computes and applies security policies for the whole network (e.g. a specific network segment)
and services using the knowledge of attacks or risks detected or predicted by a NE(S)/NF(s). In addition,
applies software patches to defend and protect the network resources from being compromised by detected or
predicted attacks or vulnerabilities/risks such that their impacts on network servicesis none or minimal.
Self-Defense is closely related to the concept of Resilience (reactive and proactive resilience).

NOTE 2: Theterm security "attack” is generalized in the present document, to include all forms of security attacks

or violations, including Denial of Service (DoS) Attacks for example, intrusions, and other forms of
violations of the security of a system, service or network. There are various sourcesin literature that
provide taxonomy on network, services and systems related security matters, e.g. [i.24].

A Security-Management-DE can be configured to operate in " Open-Loop Mode" or "Closed-Loop Mode". In
Open-Loop Mode (allows human in the loop operation) the DE produces recommendations on actions the human
operator can take to meet certain security enforcement or assurance objectives. ETSI GANA describesin much more
detail these two modes of configuring a DE. The following aspects relate to how the ASM C part of the broader AMC is
supposed to be realized by the interworking of the Security-Management-Des hierarchically (at the two levels) and
horizontally (for certain ASMC strategies and algorithms that may be implemented in a distributed fashion within and
across NEs/NFs of network):

a)

b)

Node Level Security-Management-DE. The autonomics (closed-loop(s)) of this DE includes orchestration of
security mechanisms/techniques within a Network Element (NE) / Network Function (NF) in order to achieve
self-protection and self-defence against security threats and attacks detected or predicted. Also the DE is
responsible for planning and executing strategies for dynamically enforcing secure communications between
the NE and the outside world, e.g. firewalling of traffic, tunnelling of traffic (including dynamic Virtual
Private Networks (VPNSs) provisioning to meet certain security objectives), encryption, use of trust models,
etc.

GANA KP Level Security-Management-DE. The autonomics of this DE includes Dynamic Security Policies
computation and their enforcement by the KP Level Security Management DE onto the lower Node level
Security-Management-DE. In addition, the DE's autonomics include dynamic programming of security-
policy-enforcement such as SDN controllers and specialized security functions of the network such as
Firewalls, Security Gateways, Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (I PSs).
Thisis because the KP Level Security Management-DE is the DE responsible for the security assurance and
self-protection and self-defence of the whole domain (network segment) against security attacks and threats.
The KP Level Security-Management-DE should also exhibit intelligence (thanks to autonomics a gorithms for
achieving self-protection, self-healing, and self-defence for the network and its services) that causes the DE
to dynamically orchestrate or (re)-configure security functions wherever they may be needed on demand in
response to security threats detection and prediction. Such dynamic configurations by the KP level Security
Management DE apply to physical security functions as well.

Specialized Security Functions such as firewalls, IPSs, and IDSs, as NEs may need to embed the Node-level
Security-Management-DE, like in the case of certain NEs such as routers and switches. In this way the DE can
also serve as an embedded agent that should be policy controlled by the one at the KP level.
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