ETSl TR 187 019 V3.1.1 (2011-02)

Technical Report

Telecommunications and Internet converged Services and
Protocols for Advanced Networking (TISPAN);

Feasibility Study of Security of NGN

Interconnection at the NNI for Release 3;

Interconnection security

D




2 ETSI TR 187 019 V3.1.1 (2011-02)

Reference
DTR/TISPAN-07043-NGN-R3

Keywords
interworking, IP, NNI, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2011.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered
for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.
LTE™ is a Trade Mark of ETSI currently being registered
for the benefit of its Members and of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3 ETSI TR 187 019 V3.1.1 (2011-02)

Contents

INtellectual Property RIGNES.... ..ottt bbb renn e 4
[0 T[0T 4
1 o010 SR 5
2 RE B EINICES ...ttt ettt e e e ettt e e e ettt e s ea et e e ea—eeeeeaa—eeeeaan—_teeeaa—teeaaa—teeaa—reeeaaareeeaaareeeaares 5
21 INOIMBLIVE FTEFEIEINCES ... veieeeeee et e ettt e ettt e e ettt e e ettt eseeaaeeeseaaeeessabeeeseseesssassaesssabeeesesesesssseeesssbenesansensssareneas 5
2.2 INFOIMIBLIVE FEFEIEICES. ... .eeeieeeee ettt ettt ettt e e e ettt e e e et e e saeeeseeabeessasaaeessaseeeseseeessanseeessssnesssabeeesassensssaneneas 5
3 PN ol o[ (=YI = 1T 0] 0 LTS 6
4 M@ N INEENCONNECTION USE CASES. ....veeeiieteeeessaeeeessasseeessaseeessaseeessasetessaaetesssaeeesssastessaasseessaasseesssareresssares 7
41 TISPAN | NtErCONNECTION SCENMAITOS.......eeieieeeieeiiteeeeeeteeeeeteeesseteressesaeessaaseesssseeesssseesssassssssssssessssbesssasssesssssenesans 7
4.2 Main NNI scenarios relevant for SeCurity CONSIAEIatioN ...........ooveiriiieirieieese e 7
421 DITECE SOIX ... it e ettt e ettt e e ettt e e ettt e e eeaeeessaaseeeseabeeeseseeessassees s sseeesasaseessbeeessstesssensneassabenesassnsssanennas 7
5 NGN Reference points and current Security MEChaNISIMS. ........covererreeeiererere st 8
[ TS 0] YRS 13

ETSI



