ETSI TS 102 412 vi11.1.0 201112

Smart Cards;
Smart Card Platform Requirements Stage 1
(Release 11)



Release 11 2 ETSI TS 102 412 V11.1.0 (2011-12)

Reference
RTS/SCP-R00002vb10

Keywords
smart card

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2011.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

Release 11 3 ETSI TS 102 412 V11.1.0 (2011-12)

Contents

INtellectual Property RIGNES.... ..ottt bbb renn e 9
0 Yo (o SRS 9
gLl [N o1 o o [OOSR 9
1 000 S SSPR 10
2 L= £ 101 SRS PR 10
21 NOFMEBLIVE FEFEIEINCES ...ttt ettt sttt ettt e e et b e she b e e ae e s e e e e s e besheeb e s Rt eaeene e s e beseeebeeneene e e eneees 10
2.2 INFOrMELIVE FEFEIENCES...... ittt bbbt h e h et b e s e e b e s bt s a e se e e et eheebesaeene e e enrees 11
3 Definitions and @DDreVIaLiONS...........coveieiririeses ettt sr e b e 12
31 D= T T (0] 1P 12
3.2 F Y o] 1= V7= 0] 1P 14
4 REGUITEIMIENTS. ...ttt bbb s st h bt bbbt e e e e e st eb e e bt nb e e n e e e n e e 15
4.1 Run time environment timing CONSITAINTS .........ceiirieiririe st e e sae e ens 16
41.1 F N o= = ol (T ) (] 0= V=) USSR 16
4.1.2 Background (INfOrMELIVE)..........cceerieeece ettt e ae et e e s e es e te e be e teeteennesnnennes 17
4121 Use case - NetWOrk aUtNentiCALION...........c.oiiieiieieeeie et s e e neen 17
4.1.3 S0 [ =101 1 17
4.1.4 Interaction with existing features (iNfOrMatiVE)..........ceiueiieieereere e 17
4.2 (= T0 0ot AN o] o [T = o I == (= 17
421 ADSIFECE (INFOMMBLIVE) ... vttt b bbbt b bbb et b e et b st b ne s 17
4.2.2 Background (iNfOrMELTVE) .........ceiuiieieeieete ettt bbb et b e et b e et n e 17
4.2.3 REGUITEIMENTS ...ttt b e e eb et et b e ee et h e h e R e R et e b e b et e b e s e e st e b e ne et ebenb et et e s st 18
4.2.4 Interaction with existing features (INfOrMEaLIVE)...........oi i e 18
4.3 Mapped file SUPPOrt ONTNEUTCC ..ottt b et b et 19
43.1 F N o= = ol (T 1 1 0= V=) USSR 19
432 Background (INfOrMELIVE)..........cceeieeece ettt et e et et e e raessaeste e be e teenteeneesneennes 19
4.3.3 S0 [ = .01 1P 19
434 Interaction with existing features (iNfOrmMatiVe)..........c.ciueiieiieeieese e 19
4.4 Extension of 10giCal ChaNNELS...........ooiiii ettt et esnaesas e s re e enenbeaneaenns 19
44.1 F N 1= = ol () (] 0= V=) S 19
4.4.2 Background (iNfOrMELTVE) .........ceiiieiee ettt b e et b e et 19
4421 Typical ProbIEM SITUBLION ......covieieiitiieiiee bbbttt s 19
4422 POSSIblE ProBlem SOIULION .......cc.iiiiee bbb e ene 20
4423 O L Y oo TP OP P OURTOPRPRPRRINt 20
44231 Use Case - JSR 177 APPlICALIONS..........ceiueriieeeirieeetesteseei sttt 20
44232 USE CASE - PC CONNECHION ...ttt ettt ettt st e st ese st e e e e enteseeseesneeneeneeneenes 20
4.4.3 S0 LU= 101 1P 20
4431 GENErAl FEQUITEIMENTS ... .eetieieeee et e tee e e e see s e st e ste e te et e eseeese e seesteenteessesseesaeesaeenseenseanseensenneessaessnns 20
4432 Backward compatibility reqUIrEMENTS........cccueieeiieee e e e sraesreennees 20
4.4.4 Interaction with existing features (iNfOrMatiVE)..........ceiueiieieereere e 20
4.5 Secure channel to secure local terminal INEEITACES.........cuoviiiiiiire e e 20
451 ADSLrECE (INFOMMBLIVE)........ecueeieieirte ettt bbbt b ettt b bbb et b e 20
4.5.2 Background (iNfOrMELTVE) ..........ceiiieiee ettt b et b e et b e bbb 21
4521 USE CASE - USEE IMEEITACE. ....ei ettt ettt ene e et e beseesreeneeneeneen 21
45.2.2 Use case - UICC as a control point for device Management ...........coeoeerereereneeeneseeeseesesieseeneereseens 22
4523 Use case - DRM and distributed appliCationS ..........cciiieeririeiriereeiesiereeiesieseee e 23
4524 Use case - Toolkit cOmMmands ProtECHION .........c.cierieiierieerierieie ettt s eb e 25
453 S0 [ =101 1 25
4531 ENd POINE FEQUITEIMENES ......ecuviceie ettt te ettt et e e e e e estesseesaeesseesaeesseenseenseensesnannsenssensens 25
4532 T 10 e Y=o (B0 1SS 25
4533 Confidentiality FEOUITEMENLS. .......cceiieieeieeseeseete st e st e e et e e e s e e te e teetessaesaeesaeesseenseensesssesneesseessens 25
4534 AULhentiCatiON FEQUITEIMENES .......cveeiecieeieeees e e e se et e e e e te e e estesstesseesreesreesneesseenseensenns 26
4535 Audit/ComplianCe FEQUITEMIENLS .......eccueeieiieseeseeseeteseeseeseesteeseeseesseesseesseestesseesseesseessessseesseenseensenns 26
45.3.6 POLICY FEOUITEIMENTS. ...ttt ettt sttt b e et b ettt et b e s b et b se e e eb e sb e e ebesbe e ebesbennenen 26

ETSI



Release 11 4 ETSI TS 102 412 V11.1.0 (2011-12)

45.3.7 TranspOrt ProtOCOIl FEQUITEIMIENES. ......c.eeieeieeieseeseesteerteete e e saesreesreesaeesreeaesneesseesseesseense e seeseeneesneesnes 26
454 Interaction with existing features (iNfOrMatiVE)..........ceiueiieeieere e e 26
454.1 (o Lo I O 7= <. SR 26
4.6 Authenticate command longer than 255 DYLES...........cceiieiieieee e e e snees 26
46.1 F N o= = ol (T ) (] 0= V=) SR 26
46.2 Background (INfOrMELIVE)..........oieeiieeece ettt e e et e s e ssaaste e be e teeseennenneennes 27
4.6.2.1 Use case - EAP PACKEL BXChANGE .......ooviiieiieiet et e 27
4.6.3 REGUITEMENTS ...ttt b et b et b e bbb et b e b et bt e bt e b e s e e st b e ae et ebe s b et eb e s s 27
4631 GENEIEl FEOUITEITIENES .....veeieeeterteeete sttt ettt ettt b et b e eb e eb s eb e e s e bt e e eb e b e s st b e b e et naeneenis 27
4.6.3.2 Backward compatibility reqUIFEMENES..........ooeiiiriieieeicree et eb e 27
4.6.4 Interaction with existing features (INfOrMELIVE)...........ooiiriiriree e 27
4.7 CAT mechanisms to indicate the bearer CONNECION SLALUS ..........coeruereeiierie e 27
4.7.1 F N = = ol (T £ 0= Y= SR 27
4.7.2 Background (INfOrMELIVE)..........eceerieeece ettt et eaae et ess e te e be e teenteeneesneennes 27
47.2.1 Use case - Availability of NetWork DEAIrers .........cooovv i 27
4722 Use case - Network connection temporarily [OSL...........ooueeieiieiieiece e 28
47.2.3 Use case - Availability Of [0Cal DEAIErS..........occvivieiiee e 28
4.7.3 REGUITEMENTS ...ttt et b et b e bbbt b e s b et bt e b et e b e s b et b e ne et ebe st et sb e s neee 28
4731 Requirement 1 - Network bearer CONNECION SLALUS .........cerveeererierieiriereeiesie st 28
4.7.3.2 Requirement 2 - Local bearer CONNECHION SEALUS .......cc.erveuerieieierieieie sttt sr s eenen 28
4.7.4 Interaction with existing features (INfOrMELIVE)...........cooririirire e 28
48 NeW UITCC-TermiNal INEEITACE... ..ottt sttt esee e saesre e e eneennens 28
4.8.1 ADSLFECE (INFOMMBLIVE) ...ttt et b bbb et b et b e e 28
482 B Tot N0 o TU g To I (10 7= (A=) T 29
4821 Use case - multimediafile Management...........cooveiieieiice et nnees 29
4822 USECASE - MMI ONUICC ...ttt et e et bbbttt besaesbe s e enneneens 29
4823 Use case - real-time multimedia data encryption/decryption ...........cccceeveeceiceeseese e 29
4824 Use case - storage of terminal applications onthe UTCC..........coceieeveeieece e 29
4.8.25 Use case - direct and indirect UICC connection t0 @PC........c..ocoieiiiieiiniene e 29
4826 Use case - WED SErVer 0N SMart Card........cooioeieieeieieiestesie e et eses e sae e seesee e eseeseeseeseeseesresneeneeneens 30
4827 Use case - antiVIFUS ON UTCC ..ottt ettt e see st aeene e e e e e beseestesneeneeneans 30
4.8.2.8 Use case - big phonebook management from the UICC ..ot 30
4.8.29 Use case - reduce personalization tiME ....... ..ottt eb e e e s 30
4.8.2.10 Use case - generic TCP/IP CONNECTIVITY .....coueieuiriiieieiieieieseeeeie sttt en e 30
4.8.3 S0 LU= 101 1 PR 31
483.1 GENEIAl FEOUITEIMENTS .....ueeveeieceeeeee et e steeee e seesaeesaeesaeesaeeseeaseesss e seenteenseesansseesseesseenseenseensennsennanssennsnns 31
4832 Backward compatibility reqUIrEMENTS........cccueiieeeeee et ee et e e e sneesnaesneenreeneees 31
484 Interaction with existing features (iNfOrMatiVE)..........cevueiieieeieere e et 32
4.9 UICC based appliCation aCliNG @S @ SEIVEY ........ccviieiie e seesteeeteeeeseeseesteetesseessaessae s e essessesseesseesseesseenseensenns 32
49.1 F N o= = ol (T (] 0= =) USSR 32
4.9.2 Background (iNfOrMELTVE) .........ceiirieiee ettt b et e et b e et et 32
4.9.3 REGUITEMENTS ...ttt et b et b e bbbt b e b et bt e b et e b e s b e st b e ne et e b e sb et eb e e st 32
494 Interaction with existing features (INfOrMELIVE)...........ooiiriiriree e 32
4.10 API for applications registered to a Smart Card Web SEIVEX .........cccviieirineinieeseeeeseee e 32
4.10.1 ADBSLrECE (INFOMMBLIVE)........ecueeieeeeirteet et b et b et b et b e st st sn e e 32
4.10.2 Background (INFOMMBLIVE)..........oiueiieieeeee ettt ettt b e et b e bbb 33
41021 Registration of an application 10 the SCWS...........oov e 33
4.10.2.2 Data exchange between SCWS and appliCatioN..........c.cccveieiieiiee et 33
4.10.2.3 ISSUING Proactive COMMIBNGS. ..........iiieiieeeeee st st st ste e s e e e re e teesteestessaessaesseesanesneesseenseensenns 33
4.10.3 S0 LU= 101 1R 33
4.104 Interaction with existing features (iNfOrmMatiVe)..........c.ecueceeiieeie et 33
411 Specific UICC environmental CONITIONS.........ccoiveiuiiiieiieieesieie e see e e e e sae e e e e saeesseeseesseesaessaesseessens 34
4111 ADBSLrECE (INFOMMBLIVE).......c.ecvieieetirte ettt bbbt b et nb st sb e e e 34
4112 Background (INFOMMBLIVE)..........oiueiierieeeie ettt sttt b et b et b e bbb 34
41121 USE CASE - AULOMOLIVE SEIVICE.......eeueeeiieieiete st st etee e eteseeste et ste st et e eesees e seesbesseeneeseeneesbeseessesneeneeneens 34
411.2.2 Use case - ReEMOLE MONITONTNG CAMENGL......civeuirririeerierieieete sttt st sb e et sbe e e b b neenea 34
411.2.3 Use case - Remote stock monitoring for vending machines ...........ccoeveenencinensneneec e 34
41124 Use case - Online electronic advertising board.............cccveiereeneeiecie e 34
4113 Considerations (INFOrMIBLIVE) ........cueieeiieiieie e seesteesteerteeee et e e e e e steseesreesaeesseenseesseesaesseesreenseensesneesnes 34
4114 S0 LU= 101 1 35
41141 Requirement 1: TeMPEralUre FANJE.......ueieeieeieerteeteeteeseeeteesteesteeteesesssesseesseesseesseenseensessesssesssenssesssees 35
41142 ReqUIrement 2: HUMIAITY ........coveece et e e e te e eennesnaesneesreenneen 35

ETSI



Release 11 5 ETSI TS 102 412 V11.1.0 (2011-12)

4115 Interaction with existing features (iNfOrmMatiVe)..........c.ccuerieierie e 35
412 Introduction of high density memory technology in UICC ..o s 35
4121 F N o= = ol (T 1 (o 0= V=) USSR 35
4122 Background (INfOrMELIVE) ........cueiueiee et sae et e a e e eere et e e s te e be e seenseennesneesnes 35
41221 Use case - ENNANCEd UICC FEAIUIES...........ooiiiiiitirieeiieie ettt et e b e 35
4123 S0 LU= 101 1P 36
4124 Interaction with existing features (INfOrMELIVE)...........ooiiriiriiee e 36
4.13 Power supply indiCation MECNENISIM .......c.ciiiiiee bbb e 36
4131 ADBSLrECE (INFOMMBLIVE)........ecvieieeeit ettt bbbt b et b e bt benn e e 36
4.13.2 Background (INFOMMBLIVE)..........oiu ettt sttt s b e et bbb n e 36
4132.1 USE CASE - JENENTC SITUBLION......coviiiiitiieeet sttt ettt b e b e e et b e ettt se e e b e b ne b e sbennenea 36
41322 Use case - USIM application with toolKit @ppliCatioNS...........cceveeieeieeieeir e cee e 37
4133 S LU= 101 1S 37
41331 GENErAl REUITEIMIENES. ... ecvi e eeeeeeeesteestee e e e seesteesteesteesteeseeeseesseease e seenseesseaseesseesaeesseenseansesnseasanssenssens 37
41332 Backward compatibility reQUIFEMENTS........ccceeiieiiei e e e snaesreennees 37
4134 Interaction with existing features (iNfOrmMatiVe)..........c.ecuereeierie e 37
4.14 Internet Connectivity up t0 UICC @pPliCaLIONS...........cceeiiieieeie e ste et see sttt snae e steeneeeaesnee e 38
4.14.1 ADBSLrECE (INFOMMBLIVE)........ccuieiictiie ettt bbbt b et nb et nb e e e 38
4.14.2 USE CaSES (INFOMMBLIVE)......c.eeeiiteeeteste ettt b e et b e et b e et b e et b e e et b et eb e st 38
4.142.1 Use Case - Card OTA MaNAGEMENT ......o.eiviiitirieeeterieseeteste ettt se et st et sbeseese b e esesbeseesesbeseeeebessennenens 38
4.14.2.2 Use Case - User local access from the terminal to acard SErVer ........coocoveveeeeeeieeieseese e 38
4.14.2.3 Use Case - Remote accessto an identity server inthe Card ..........ooceveeeenenneneine e 39
4.14.2.4 Use Case - User access from alocally connected deviceto acard SErviCe........ovvevveneeerenenenienennens 39
4.14.3 S0 LU= 101 1R 39
4144 Interaction with existing features (iNfOrmMatiVe)..........cocuereeierie e 39
4.15 CONACLIESS UTCC SEIVICES ...ttt ettt sttt ae et e e bbbt b et e st e e e b e besaeeb e s st ehe e e e s e beshesbesneenee e ennas 40
4151 F N o= = ol (1 1 1 0= Y= SRS 40
4.15.2 Background (INfOrMELIVE)........c.eiieiee ettt s sae et e e ae e e e seenr e e s te e be e teenseeneeeneennes 40
41521 USE CBSE = ACCESS. .....ueiteereenreesre st sieesseesse s sae e sae e e e e s e ae e ese e b e s e e e e e Rt eaeesae e be e sRe e nRe e st e neenreennennnenneenreennees 40
415211 SYSLEM BIPECES OF USE CASE ....c.virvueeieiieitetisteseeetsateesess et e shestes st st sb st be e st sb et et ebenbebesbe e e st sbenneneees 40
415212 UTCC IO IN USE CASE... e veeeeueeueereeteseeste et eteetee e e eestesteseesaesse e e eseeneenseseesbesaeeneeseeneenteseestesneeneeneensenes 40
41522 USE CASE = LICKELS. ...ttt ettt st e b st ae et e s e e e seeebesseenee e e neeseeseeeneeneeneeneens 41
415221 System aspects of throughput tiCKELiNG SCENAINO.........eoveiririeiriiere e 42
415222 System aspects of high priced ticketing SCENANO ........coueeiirieirier e 42
4.152.2.3 UTCC IO N USE CASE ....uviveeiieieetesreseiase st euesaesee e st b seeshesh st e e e s ebeseeebesbesbeebe e e enbesre st e saeene e e ennees 42
4.152.3 USE CaSE - iQital FIGNES......eeieeeciie et e et e ettt r e e ae e e s reesaeeteeneeenseensennaesreennnns 44
415231 System aspects of contactless digital FghtS.........cccooviii e 44
4.152.3.2 UTCC IO IN USE CASE......veveieeueeeete sttt sttt eit ettt b e sb e bt st et e e et se e e bt sbeshe e b e et e s besbesbesaeene e e ennees 44
41524 Use case - PaymMent @PPliCaLION..........eiceiee e et ee e ete st et eete e saeesreesaeesneeeeeneeensessaesneesseesrens 44
41525 Use Case - 10yalty @pPliCaLION.........coieeesee ettt e tesae e e snteenneenaesneesreenneas 45
4.15.2.6 Use case - health Care appliCatioN .........cocoeiirieiieieee et eb e ene 46
41527 WS SN orz S ST - SRS 46
4.152.7.1 SyStem aSPECES Of thE USE CASE ......coveviuirieriieeiertee ettt 46
415272 UICC rOlE IN B USE CBSE ....ceeeueeeeie ettt sttt ettt ettt ee ettt e e et e saeseesbesneeneeneeneenes 46
4.15.2.8 Consideration about multiple applications in peer t0 Peer MOUE .........oeverereierereererer s 46
4.1528.1 System aspects of multiple applicationsin peer to Peer MOUE .........ccvverirerrienereee e 46
4.15.2.8.2 Service diSCoVEry iN PEEY 10 PEEN MOUE........cvieieeieseeseeseesteeteeeeeee st e e ste e te e e eeesaesreesreesseenseenseans 47
4.15.2.8.3 Application CONNECtion iN PEEr 10 PEEN MOUE........ccuieieeie et ee e e 47
415284 Customer care in PEEr t0 PEEN MOUE ........ccuieueeieeieseesee st e steeeesee s e s esreeste e e esesaesseesreesseenseensenns 47
41529 Considerations about the P2P teChNOIOQY ..........cccuiiiiiiereee et 47
4.15.3 S0 LU= 101 1 48
41531 Physical iNterface reQUITEIMENES .........eoceie ettt e s e be e teesaesraesnaesreennens 48
4.153.2 Multi-protocol concurrent OpPeration FEQUITEIMENLS .........c.coreerereerrereeresre st seese b seeie b sreneenens 48
4.15.3.3 Contactless communication MOJES FEQUITEIMENLS ..........eeruireeuiriireerereee et sees 48
4.153.4 Compatibility with existing contact!ess Systems reqUireMENES...........ooeerereireneereeeseseee s 48
4.15.3.5 Parameters to be transported by the CLFIP reqUiremMents..........c.ceeereerereiene e seesesveseeeenens 48
4.15.3.6 Application iNtegration reQUITEMENTS.........ccoiiiriiereere ettt sb e et b e 49
4.15.3.7 Terminal and user iNteraCtion reQUINEMENTS.........ccuveirie e sie s eseerer e e e e et e e e e e eeeeesneeenes 49
4.15.3.8 INteroperability FEQUITEMENES. ........ccvieieeeesees et e se e ste e te et e e e e e st e te e teetesseesneesanesneesseeseenneans 49
4.15.3.9 LR LD = (U T =11 1SS 49
4.15.3.10 P2P MOAE FEQUITEIMIENES.......c.eeeeieeeiesieesiee e st e st e ste et e e e st e te e te e te e teeteetesseesseesseesseesseenseesseeseessenssenssns 50
4.15.3.10.1 General P2P FEQUITEIMENTS .......eicui e eeeeteesteetee e seseeseesreesseeeeesseeseesseesseesseesseensesneesneesseesseanseensenns 50

ETSI



Release 11 6 ETSI TS 102 412 V11.1.0 (2011-12)

4.15.3.10.2 P2P application management reqUIrEMENTS. ........c.vcueieereereeresreesseeseeseesrees e eressaesraesreesaeeseesneesnes 51
4154 Interaction with existing features (iNfOrmMatiVe)..........cocuereeierie e 52
4.16 Administration of the Smart Card WED SEIVEX ..o e 52
4.16.1 F N o= = ol (T ) (o 0= Y= USSR 52
4.16.2 Background (INfOrMELIVE) ........c.eieeiee ettt sae et e et e e s et e e te e be e seeseennesnnennes 52
4.16.3 S0 LU= 101 1P 52
4.16.4 Interaction with existing features (INfOrMELIVE)...........ooiiriiriiee e 52
4.17 Confidential APPliCALION SEIVICES......ccuiiiirieieie ettt et b e bbb et b et eb e e 52
4.17.1 ADBSLrECE (INFOMMBLIVE)........ecvieieeeit ettt bbbt b et b e bt benn e e 52
4.17.2 Background (INFOMMBLIVE)..........oiu ettt sttt s b e et bbb n e 53
41721 USE CaSE 1: MODIIE TV SEIVICES. ...ttt ettt sttt seesbesbeeneese e e e beseesaeeneeneeneens 53
41722 USE CaSE 2: BANKING SENVICES.....ecviiieiieiiesee st e st eteeteetee s e et e e e e sstesseesseesseesseenseenseensesssesseessenssenssens 54
41723 Use case 3: Contactl €SS APPIICALIONS........ccui ittt naesraesraesnees 55
41724 Use case 4: Mobile Virtual NetWOrk Operator SErVICES. .......ccueieerieererieeseeseeseesseeseeseesseesseensesseesses 56
4173 ReqQUITEMENES (NOMMEBLIVE) .....ee.veiieiee e see st ete e eteetae st e e esteesteeaeseesaeesaeesse e seenteenseesaasteeseenseensesneesneesnes 57
41731 Confidential application ENVIFONMENT .........ccviieiie e it ere et e et et e e eee e e e sreesaeeeeeneessaessaesseeseens 57
41732 AdMINISration DY Card iSSUEK .........uiieietieseeee e ee e see s e seeste e e e s e e re e e e e sssesseesseesaeesseesseenseensenns 57
417321 Third party area environment adminiStration ............ccoereiieneiie e 57
4.17.3.2.2 Third Party area CrEaION. ........c..ceieieeeee ettt b et sb e e 58
4.17.3.2.3 Third party area policy AefiNitiON..........ooiiiiee e e 58
4.17.3.3 Administration DY THird PartY.........cocoeieiie bbb e 58
4.17.3.4 Service Operator SPECITIC FEQUITEIMENTS .........ceiirieiitire ettt 59
4.17.4 Interaction with existing features (INfOrMELIVE)...........coiiriiriie e 59
4.18 UICC for Machine-to-Machine (M2M) @ppliCaliONS ..........eeiviiieieeceeseesie e see e ee e e sreesne e e e e 59
4.18.1 ADSIFACt (INFOMMIBLIVE).......eeite ettt s et e s e sre e s teesbeesteetesneesneesaeenseenseenseensensennreesenn 59
4182 USE CaSES (INFOMMELIVE)........ueieeieeeiee ettt te e s s e e sae e teenaeenaeesaesraeste e seenseenseeneesneesnes 60
4182.1 USE CASE - TraCK @O TraCE ... .o ittt ettt s b et be e et seesbe s enneneen 60
418211 Use Case - EMEIQENCY Call ......c..iieiie ettt ste et e st e st te et e teeaesneennes 60
418212 Use Case - FIeet ManagEmMIENt .........cocviveeieeriesie e e see s ste e siessae e snaeeneasse e teen e enteeneesneennns 60
4.18.2.1.3 USE CaSE - THEFt TIACKING. ... v eueeveiiieieeiiie ettt se b et b et se e b nb e 61
4.182.2 USE CBSE = MONITONTNG ..ttt b et b e et b e et b e se bt b e se e eeb e sb e e ebesbe e b e sbennenen 62
418221 Use case - Metering/Prepaid delivery of utilities (water, gas, electriCity) .......ccoeeveneerenecneennes 62
4.182.2.2 Use case - Person / ANimal ProtECHION. .......c..ireeriirieiiriereeirere et 62
4.18.2.2.3 USE CaSE - ODJECE PIrOLECHION........eivieeiertieetert ettt sb et sn e ens 63
4.18.2.3 USE CASE - TFANSACTION ...ttt ittt st se ettt e e e e bbbt st e e e e seeebenbeshe e e e s e besbeebe e e enneneen 64
418231 Use case - PoS Terminals (Point of Sale TErminalS) .......cccoceeveevieiee i 64
41824 USE CASE = CONEIO ...ttt bttt e et b it st et e e e e e see et e e st es e e e et e beseeebesaeennennens 64
418241 Use case - Controlling vending MaChiNES............cooveiieiice e 64
4.18.24.2 Use case - Controlling production MaChiNES...........cccoieiiiieie e 65
4.18.3 S0 LU =101 1S 65
4.183.1 General M2M UICC REQUITEIMENES ......coueieuietirieeeterieeeie sttt ss s sse e st st ese s s sneneenes 65
4183.1.1 Specific requirements related to definition Of ClaSSeS.........ccoiirererce e 65
4.18.3.1.2 Example for a possible class system (iNfOrmMative)...........ccovereirinieeninereeesee s 66
4.18.3.2 IMIFF REQUITEITIENLES ...ttt ettt sttt b et e et eb e e et b e s b et bt se et ebese et ebesbe e ebesbennenens 66
4184 Interaction with existing features (INfOrMELIVE)...........coiiriiriree e 66
4.19 Location based services for broadcast teChNOIOGY .........cccoiieiririeiiiirie s 66
4.19.1 ADSIFACt (INFOMMIBLIVE).......eeite ettt s et e s e sre e s teesbeesteetesneesneesaeenseenseenseensensennreesenn 66
4192 USE CaSES (INFOMMELIVE)........ueieeieeiee ettt e e e s e s e e sae e teeaeesaeenaessaeste e seeseensesnnesneesnes 67
4.19.3 Requirement for retrieving location information for broadcast technology..........ccvevevveveeneccesce e, 67
4194 Interaction with existing features (iNfOrmMatiVe)..........c.ocueiierierie e e 67
4.20 Terminals with reduced fUNCLIONAIITY ........c.ocuiiiecie et e e sraenneas 67
4.20.1 F N o= = ol (T ) (o 0= V=) SR 67
4.20.2 USE CASE (INFOMMIBLIVE) .....cveeeieee ettt ettt bbbt b e bt b e s e et b e et eb e et n et 67
42021 WIS SN o S ST B - Y or- o S SRRSN 67
4.20.3 REGUITEMENTS ...ttt ettt b e et b e e et b e e et b e s e et e b e s b e st b e e e et ebesb et ebe e s e 67
4.20.4 Interaction with existing features (INfOrMELIVE)...........coiiriiriree e e 68
4.21 Digital RightS M@ANAOEMENT........c.eitiieiirtiiet ittt b et b bt b e b et b et ebe e e e 68
4211 F N o= = ol (1 ) £ 0= V7= SRS 68
4212 USE CASES (INFOMMIBLIVE) ....veeuieeeieieie e sie et te et et s et e e estesaeesaeesaeesaeeeeeneeeneesseanseasteesseeseenseennenneennns 68
42121 Use case - Transfer of protected contents and rightsby using aUICC..........cccccvecvecveeveesecce e 68
42122 Use case - Provisioning of rightSinthe UICC ..........cocv ittt 68
42123 Use case - Direct rendering of DRM-protected content by usingthe UICC..........cccccvecvecveeveecieenen. 68

ETSI



Release 11 7 ETSI TS 102 412 V11.1.0 (2011-12)

42124 Use case - Pre-loading of rights by using the UICC ..o 69
4.21.3 S0 LU =101 1S 69
4214 Interaction with existing features (iNfOrmMatiVe)..........cecveieeieeie et 69
4.22 Multicast dataflOW iINUTCC .........oiiiiiieee ettt e b e bbbt et et e e e b e besaesbe e e ennennens 69
4221 ADSIFACt (INFOMMIBLIVE).......eeite ettt s et e s e sre e s teesbeesteetesneesneesaeenseenseenseensensennreesenn 69
4222 USE CBSES (INFOMMIBLIVE) ....veeuieeeieieie ettt ete ettt te e te s raesaeesaeesaeeaeeeneeeneesseanseesteesseeseenseennenneennes 69
42221 Use Case - BroadCast dat@ SEIVICES. ........ceieriie it see ettt teste s e e e beseesneeneeneeneens 69
42222 Use case - MODile TV related SEIVICES. ..ottt see e nee e 70
4.22.3 Requirement for multicast dataflow (subscription and dataflow reception) ..........cccevereeenernieneneneneenn 70
4.22.4 Interaction with existing features (INfOrMELIVE)...........ooiiriiriiee e 70
4.23 New type Of data SLOrage @NU BCCESS.......c.eiuirieiiriiiei ittt b bbb s et sbe e s 70
4231 F N o= = ol (T ) (o 0= Y= USSR 70
4.23.2 Background (INfOrMELIVE) ........c.eiueiee ettt s s sae et e e eere e st e e te e be e seeseeneeeneesnns 70
42321 Use case - Taking a picture from the terminal, storing it on the UICC and retrieving it...........cccc.e...... 70
42322 Use case - Storing and protecting data through operator portal .............ccecceeveevieecesceecee e 71
4.232.3 Use case - Storing aSerViCe AeSCIPLION.......ui i ettt et snaesnaesreesnees 71
42324 Use case - Managing multimedia content via UICC tO aremote SEIVEr.........ccocvecveeeeveseeseesieeeneens 71
4.23.2.5 Use case - Partitioning UICC MEMOIY ........coiiieiriiieerieieete st st sre e e b seese b seese s seeseseeseenens 71
4.23.2.6 Use case - UICC content depending on user authentiCation ...........cccoeeeereieneneieneneeesie e 71
4.23.2.7 Use case - Migration to aUSB UICC WithOut ICCD ClaSS........cccureerierieeiienieesieseeie s 71
4.23.3 REGUITEMENTS ...ttt e b e et b e et b e et b e E et bt e e et e b e se e bt e b e ee et benb et eb e st 72
4.233.1 Data storage and StrUCtUre FEQUITEIMENTS .......c.vevirieeerereeeeteseeeete st et s e b e e e b saeseebesbe e b saeseebesreneenens 72
4.233.2 Data ProteCtion FEQUITEMENLS ........c.ceirieeererieiete sttt st see et sr et see e ebese e e ebesee e ebesee e ebesaeneebesbeneenens 72
4.23.3.3 Local and remote aCCESS MEQUITEIMENES. ........ueieereereeieeteeeeseeseeseesteesreeseeeeeeseesseesseeseensesseessenssensses 72
4234 Interaction with existing features (iNfOrmMatiVe)..........cocuereeierie e 73
4.24 CAT access oVer amMOOEM INTEITACE.........oiiriiieriee ettt b et sr e bt eae e eneas 73
4.24.1 F N o= = ol (1 1 1 0= Y= SRS 73
4.24.2 Background (INfOrMELIVE)........c.eiieiee ettt s sae et e e ae e e e seenr e e s te e be e teenseeneeeneennes 73
42421 Use case - Extending CAT to the connected entity capabilities..........ccccevveiceevieerie e, 73
4.24.2.2 Use case - Using CAT for data acquisition and control inan M2M deviCe..........oeceveveenencenicnennens 74
4.24.2.3 Use case - Addition of CAT support by adding a CAT extender device .........cooevvveneinennenennee, 74
4.24.3 REGUITEMENTS ...ttt bbb s h bR b £heh S E £ E et b s e et e b e s e e st e b e se e st e b e ne et eb e st et ebe s e st 74
4.243.1 GENENEl FEOUITEITIENES .....cvevieeeterteeeetert ettt sttt ettt b e st e st b e e s bt s e b bt b et b e s b e e eb e s e bt b e s et b e nn e e e 74
4.24.3.2 Connected device registration reqUITEMENTS ..........curireeiririeeriere et 75
4.24.3.3 LegaCy SUPPOIt FEOUITEIMIENTS ........ciuririeireiieeeriessansssessessssesssesssenseassessssssesssesssesssesssssssssssssseesseessessseans 75
4.24.3.4 Extended SUPPOIt FEOUITEMENTS.........ciieireeieeeeieseesteeseeesseesaeesesaessseesseesseenseensesssessesssnessnsssesssenssesnsenns 77
4.24.35 CAT over modem-client interface reqUIrEMENTS. .........cveiveie e e se e e et enaesreeneees 77
4.24.3.6 Connected entity termination FEQUITEMENLS .........cueiveieereerieeieseesreesteeteseesaesreesreeseeeeesseesseesseesseessens 77
4.24.3.7 SECUNTY FEOUITEIMIENES. ... .eeteeteeteeeieeteestee e e teesteste st e sseesseeteesteesteaseesseesseesseenseanseansesseenseansesneensennsennsens 78
4.24.4 Interaction with existing features (iNfOrmMatiVe)..........c.ecuereeierie et 78
4.25 UICC-Terminal applications and SErVICES OVEr USB .........cuiiiiiiriieiriesie et 78
4.25.1 ADBSLrECE (INFOMMBLIVE)........ecueeieeeeirteet et b et b et b et b e st st sn e e 78
4.25.2 Background (INFOMMBLIVE)..........oiueiieieeeee ettt sttt b e et bbb 78
4.252.1 Use case - Migration of existing SErViCES OVEN [P ..ot 78
42522 USe Case - ENA-USEr INTErACION........oiieieerise ettt ettt s e et ne s e e et e beseesneeneeneeneen 79
4.25.2.3 Use case - Integration of UICC servicesinto terminal user interface ........ccoveveevirne s 79
4.25.2.4 Use case - ACCeSS Status of COMMUNICALION SEIVICES .......ccveiuerueriereeie ettt se et seesre e eneeneens 79
42525 Use case - Accessto specific terminal hardWare............ccuvcveveeieeiecie e 79
4.25.2.6 Use case - Interaction between terminal and UICC appliCationS.........cccceevveeieeceeeeeseeseese e see e 80
4.25.3 S0 LU= 101 1R 80
42531 General framework FEQUITEIMENTS. .......ccuieieeieree e st esteesteeeese e s e e teeteeseesseesseesreesseesesneessseessessenssenssnns 80
42532 Framework service discovery and management reqUIi FeMENES. ........ccovvueieeieeseeseeseeseeee e sseesseeseees 80
4.25.3.3 Interaction between UICC and terminal applications requiremMents. ..........ccoereeerereneneneseneneseseenes 81
4.25.3.4 Framework SECUFtY FEQUITEIMENES.........ceiirieiee ettt sttt se e eb b e b b e b b se b e e b e srennenen 81
4.25.3.5 USEr INEEIfaCE FEQUITEIMIENLS ......c.eiviiiterieeet ettt ettt se et b e et b e e et et se e e et e sae e b e sbennenen 81
4.25.3.6 Device iNteraCtion reQUITEMENTS. ........coir ittt et b e b et sb e e bt sb e st ebesa e b b nnenens 81
4.253.7 NetWOrk related FEQUITEIMENES .........coiiiiietiieeiet sttt sttt sb e et b e et b e e eb e e e e b e e ene 82
4.25.3.8 SPECITIC SErVICES FEQUITEIMENES ......veieiecie ettt te ettt et e e eeste e e sre e saeesaeeeeeneeeneesseenseensesneesseesrens 82
4.25.3.9 Backwards compatibility reqUIrEemMENLS.........cooiiir e e e nnees 82
4254 Interaction with existing features (iNfOrmMatiVe)..........c.ecueieeierie e 82
4.26 Integration of aUICC in aMobile Broadband NOtEDOOK ............coovriiiiiici e 82
4.26.1 ADSIFACt (INFOMMIBLIVE).......eeite ettt s et e s e sre e s teesbeesteetesneesneesaeenseenseenseensensennreesenn 82

ETSI



