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1 Scope 
The present document specifies mechanisms at the stage 2 level defined by ETS 300 387 [i.2] for secure and 
privacy-preserving communication in ITS environments. It describes facilities for credential and identity management, 
privacy and anonymity, integrity protection, authentication and authorization. 

The mechanisms are specified as stage 2 security services according to the 3 stage method described in 
ETS 300 387 [i.2], and identify the functional entities and the information flow between them. The stage 2 security 
services will be refined into a number of security protocols as part of the stage 3 specifications. There may be several 
security protocols able to fulfil the requirements of a security services. 

The present document describes the stage 2 security architecture of the ETSI Intelligent Transport System (ITS). The 
stage 2 security architecture and security services shall be used as the basis for further developing the ITS security 
architecture by mapping the security services and its functional components to the ITS architecture [i.7]. This mapping 
is part of stage 3 specifications.  

2 References 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 
their long term validity. 

2.1 Normative references 
The following referenced documents are necessary for the application of the present document. 

Not applicable. 

2.2 Informative references 
The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ETSI TR 102 893: "Intelligent Transport Systems (ITS); Security; Threat, Vulnerability and Risk 
Analysis (TVRA)". 

[i.2] ETSI ETS 300 387: "Private Telecommunication Network (PTN); Method for the specification of 
basic and supplementary services". 

[i.3] United Nations General Assembly resolution 217 A (III) 10 December 1948: "Universal 
Declaration of Human Rights". 

[i.4] Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications 
sector (Directive on privacy and electronic communications). 

[i.5] COM 96/C 329/01: "European Union Council Resolution of 17 January 1995 on the Lawful 
Interception of Telecommunications". 

[i.6] Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement 
of such data. 
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