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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transport System (ITS).
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1 Scope

The present document specifies the trust and privacy management for Intelligent Transport System (ITS)
communications. Based upon the security services defined in TS 102 731 [1] and the security architecture definein
TS 102 940 [5], it identifies the trust establishment and privacy management required to support security inan ITS
environment and the relationships that exist between the entities themsel ves and the elements of the I TS reference
architecture defined in EN 302 665 [2].

The present document identifies and specifies security services for the establishment and maintenance of identities and
cryptographic keysin an Intelligent Transport System (ITS). Its purpose is to provide the functions upon which systems
of trust and privacy can be built withinan ITS.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1] ETSI TS 102 731: "Intelligent Transport Systems (ITS); Security; Security Services and
Architecture”.
[2] ETSI EN 302 665: "Intelligent Transport Systems (ITS); Communications Architecture”.
[3] ETSI TS 102 867: "Intelligent Transport Systems (ITS); Security; Stage 3 mapping for
IEEE 1609.2".
[4] ETSI TS 102 942: "Intelligent Transport Systems (ITS); Security; Access control”.
[5] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; ITS communications security

architecture and security management”.

[6] I SO/IEC 8824-1:2008: "Information technology -- Abstract Syntax Notation One (ASN.1):
Specification of basic notation™.

[7] I SO/IEC 8825-2:2008: "Information technology -- ASN.1 encoding rules: Specification of Packed
Encoding Rules (PER)".

[8] IEEE P1609.2/D12 (January 2012): "IEEE Draft Standard for Wireless Accessin Vehicular
Environments - Security Services for Applications and Management Messages'.

NOTE: Available from http://ieeexplore.ieee.org/xpl/mostRecentl ssue.j sp?rel oad=true& punumber=6140528.

[9] ETSI TS 102 943: "Intelligent Transport Systems (ITS); Security; Confidentiality services'.
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