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Intellectual Property Rights 

Essential patents  

IPRs essential or potentially essential to normative deliverables (European Standard (EN), Technical Specification (TS), 
Group Specification (GS) or ETSI Standard (ES)) may have been declared to ETSI. The declarations pertaining to these 
essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found in 
ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the 
ETSI IPR online database. 

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, 
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not 
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, 
essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its 
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the 
3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of 
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association. 

BLUETOOTH® is a trademark registered and owned by Bluetooth SIG, Inc. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CYBER). 

The present document is part 4 of a multi-part deliverable. Full details of the entire series can be found in part 1 [5]. 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
Consumer mobile devices like smartphones are becoming the entrance to digital services, such as mobile banking, 
electronic identity verification, digital key management, etc. Preloaded applications installed on the device provide 
many of these services for the user from the time the device is setup. As these applications are either included in the 
main OS or installed before the user completes the device set up, the manufacturer provides a measure of 
trustworthiness by documenting the preloaded applications and verifying the preloaded applications do not introduce 
security threats.  
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The present document identifies key focus areas around the applications preloaded on a consumer mobile device in 
typical consumer usage scenarios and identifies security threats to be mitigated in those applications. The identified 
threats are mitigated by security objectives, which are in their turn fulfilled by implementing appropriate security 
functional requirements. 

The present document is defined as a Protection Profile Module (hereafter called PP-Module) following the structure 
from the Common Criteria (CC) standards [7], [8], [9], [10], [11] and [12] and therefore can be used for third party CC 
security assessments and certification. Notice that the present document has not been evaluated or certified as a formal 
PP-Module. 

The requirements in the present document take published standards, recommendations and guidance in clause 2 into 
consideration. 
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1 Scope 
The present document defines a PP-Module for Consumer Mobile Device (CMD) which adds additional security 
requirements on preloaded applications and the functional capabilities (objectives and security functional requirements) 
that are required to mitigate threats from poor programming of those applications.  

The present document is intended for CMD manufacturers implementing those security requirements for device 
certification and for third parties looking to assess the security functions on CMD such as evaluators. 

The Target Of Evaluation (TOE) described by the present document is the set of preloaded applications included on a 
CMD.  

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found in the 
ETSI docbox. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] Void. 

[2] Void. 

[3] Void. 

[4] Void. 

[5] ETSI TS 103 732-1 (V3.1.1): "Cyber Security (CYBER); Consumer Mobile Device; Part 1: Base 
Protection Profile". 

[6] CCMB-2022-11-001 CC:2022 Revision 1, November 2022: "Common Criteria for Information 
Technology Security Evaluation, Part 1: Introduction and General Model". 

[7] CCMB-2022-11-002 CC:2022 Revision 1, November 2022: "Common Criteria for Information 
Technology Security Evaluation, Part 2: Security Functional Components". 

[8] CCMB-2022-11-003 CC:2022 Revision 1, November 2022: "Common Criteria for Information 
Technology Security Evaluation, Part 3: Security Assurance Components". 

[9] CCMB-2022-11-004 CC:2022 Revision 1, November 2022: "Common Criteria for Information 
Technology Security Evaluation, Part 4: Framework for the specification of evaluation methods 
and activities". 

[10] CCMB-2022-11-005 CC:2022 Revision 1, November 2022: "Common Criteria for Information 
Technology Security Evaluation, Part 5: Pre-defined packages of security requirements". 

[11] CCMB-2022-11-006 CC:2022 Revision 1, November 2022: "Common Methodology for 
Information Technology Security Evaluation". 

[12] CCMB-2025-001 Version 1.2, October 15, 2025: "Errata and Interpretation for CC:2022 
(Release 1) and CEM:2022 (Release 1)". 
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